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Abstract
Numerous examples exist of the benefits of the timely access to information
in emergencies and disasters. Information technology (IT) is playing an
increasingly important role in information-sharing during emergencies and
disasters.

The effective use of IT in out-of-hospital (OOH) disaster response is
accompanied by numerous challenges at the human, applications, commu-
nication, and security levels. Most reports of I'T applications to emergencies
or disasters to date, concern applications that are hospital-based or occur
during non-response phases of events (i.e., mitigation, planning and pre-
paredness, or recovery phases). Few reports address the application of IT to
OOH disaster response.

Wireless peer networks that involve ad hoc wireless routing networks and
peer-to-peer application architectures offer a promising solution to the
many challenges of information-sharing in OOH disaster response. These
networks offer several services that are likely to improve information-shar-
ing in OOH emergency response, including needs and capacity assessment
databases, victim tracking, event logging, information retrieval, and overail
incident management system support.
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Introduction

Many examples exist, both anecdotal and published, of the potential role of
information technology (IT) for information-sharing in emergencies and
disasters.l2 In this article, the challenges and applications of 1T are exam-
ined and a potential role for wireless peer networks for information-sharing

in out-of-hospital (OOH) disaster response is suggested.
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Figure 1—Centralized architecture for information
sharing

Challenges for Information Technology

Numerous challenges accompany the effective use of IT in
OOH disaster response. These challenges exist at the
human, applications, communications, and security levels:

Human challenges

The human level of IT poses a2 number of critical chal-
lenges for information-sharing in OOH disaster response.
From a practical standpoint, IT implementations should
be: (1) user friendly, ensuring that all emergency respon-
ders have immediate access to the information they need,
when they need it; (2) incorporated by personnel into
everyday tasks to ensure functional familiarity during dis-
asters; (3) compatible with existing communication links to
contacts outside the immediate disaster scene; (4) easily
taught, requiring a minimal amount of training to facilitate
usage (e.g., one session); (5) be cost-effective; and (6) deploy-
able via inexpensive current off-the-shelf (COTS) hardware.
They should be deployable in forms flexible enough to meet
the needs of incidents of various scopes and complexities;
and provide useful and reliable information. For example,
IT implementations that assist in monitoring events (e.g.,
biosurveillance) are likely to be ignored or completely
shutdown if they generate too many false alarms (false
positives). Moreover, technologies, shared data, and termi-
nology should be standardized sufficiently in order to
rapidly integrate personnel from a variety of agencies via a
common structure for information-sharing.

Applications challenges

A number of technical challenges stem from the applica-
tions level of I'T, which provides the various services related
to information-sharing. Common IT services include: (1)
database access; (2) text/audio/photo/video message rout-
ing; (3) information retrieval (IR) systems; (4) automated

needs assessment systems; (5) localization and directional

systems; and (6) automated logging systems. While specif-

ic challenges at the application level vary with the goal of
each application, a fundamental goal of all systems is
increased access to, and sharing of, information for users.

Integration issues also should be addressed at the applica-

tions level so that desired types of processed information

will be available to users. Common information-sharing
services are:

®  Database systems—maintain access and query to struc-
tured data. When information is newly gathered or
changed, database systems provide reliable updates in
a globally-consistent manner.

8  Needs assessment applications—enable the automated
collection, correlation, and annotation of data gath-
ered from remote users or sensors. Needs assessment
applications convey information effictently (otherwise,
the network may become overloaded), with alarms
that are accurate (least they be ignored).

®  Messaging systems—provide reliable delivery of mes-
sages and information from user-to-user (or from one
user to many) in the presence of network or device
failures, or asynchronous use.

e IR systems—allow the retrieval of relevant mformatlon
from a collection of documents based on user queries.
They are distinguished from database access in their
ability to handle unstructured information.

o Localization and directional systems—provide users
with information about their location on a map.
Global positioning systems (GPS) comprise a com-
mon and increasingly inexpensive method of aquiring
location. However, GPS signals cannot penetrate most
structures. Localization methods can triangulate user
positions based on signals in the environment (e.g.,
triangulation of known cellular tower signals or stati-
cally placed wireless access points running wi-fi
(IEEE 802.11)). Localization methods even may pro-
vide a user’s location relative to other mobile users
broadcasting wi-fi signals.

. Geagrapbzm/ information systems (GIS)j—enable the

mapping of specific data sets to geographic coordi-
nates.

o Ewvent logging services—collect information gathered
during an event and reliably store it in the presence of
adversaries and secondary events that may destroy
storage. After an incident, event logs may be analyzed
by forensics systems for evaluating response or inves-
tigating scene events.

These applications typically are deployed as centralized
or distributed architectures (Figures 1, 2). In a centralized
architecture, a single server is responsible for processing all
user requests. Centralized architectures simplify adminis-
tration and coordination of a service, and they often require
fewer resources. However, centralized architectures also
have several disadvantages. A centralized server represents
a bottleneck in processing that can delay response time. It
may represent a single point-of-failure, and for adversaries,
a single point-of-attack, without which the entire service
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Figure 2—Distributed architecture for infomartion sharing. Clients are mapped to replicate servers that must coor-

dinate wtih each other.

fails. Finally, even if the server is resourceful and available,
the routing function provided by the communications layer
may fail to provide a path from some clients to the server
(or fail between clients).

Distributed architectures replicate a service at many
points in a network. Accordingly, some or all of the associ-
ated data also may be replicated. Because of replication,
distributed applications offer opposite tradeoffs. They are
more likely to be available and with lower latency, have no
bottlenecks, have no single points of failure or attack, and
allow multiple routes to service. However, distributed archi-
tectures entail designs that are more complicated (as the
servers usually require some form of coordination), may be
temporarily inconsistent, and may be difficult to adminis-
trate. A special type of distributed architecture, peer-to-
peer networks, is described below.

Communications challenges

The communications level of information-sharing routes
packets of information between applications running on
devices. IT communications infrastructures are wireless or
tethered. Wireless communications infrastructures include
satellites, cell towers, wi-fi (IEEE 802.11), or Bluetooth.
Tethered communications infrastructures include ethernet
over coax cables or optical fibers. Most disasters require
wireless communication, although tethered communica-
tion may be necessary as well (e.g., communication within
a hospital).

Network protocols that provide routing over these
technologies are a mature and active area of computer sci-
ence research and commercial product development.
Unfortunately, emergencies and disasters typically gener-
ate challenges that transcend routine commercial applica-
tions. For example, in many events, a pre-existing wired
or wireless network-layer infrastructure is unavailable. In

physically destructive events, this infrastructure may be
destroyed or incapacitated. Because responders cannot rely
on coverage by pre-existing infrastructure, information-
sharing in OOH emergency response is likely to require
that this communication infrastructure be brought to the
scene by the responders. Furthermore, communications
deployed ad hoc by responders may be too sparse to cover
the entire geographic area of the event and still must pro-
vide routing despite ensuing network partitions. In addi-
tion, continuous or intermittent network partitions may
exist due to physically blocked propagation of radio waves.
Information-sharing devices, such as PDAs, may be phys-
ically damaged in a variety of disaster environments. For
example, exposure to water, extreme heat, or radiation may
disrupt the operation of devices. In terrorism-related emer-
gencies or war, on-scene adversaries may disrupt commu-
nication through physical attack or capture of devices.
Perhaps even more worrisome are attacks based on flaws in
the design or implementation of network protocols.

Security challenges
The operation of IT in an OOH disaster environment also
presents a number of security concerns. Emergency response
is likely to utilize wireless networks that are prone to eaves-
dropping and take place in uncontrolled environments in
which adversaries may roam freely. In general, securing IT in
OOH disaster response follows the same processes and
requirements common to all I'T applications. Before IT is
deployed in a disaster response, an agency must define its pol-
icy for information-sharing, in a similar manner to informa-
tion-sharing that occurs inside healthcare organizations, such
as hospitals.3

With such a policy in place, the agency must perform
a risk assessment according to the threats posed by the dis-
aster response environment. Critical security requirements
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Figure 3—Peer-to-peer architecture for information sharing. Each host functions as a client and server.

include ensuring the following: (1) all communications
between emergency response personnel are authenticated,
(2) only authorized users are able to access information;
(3) information always is avatlable to all authorized users
who require it; (4) the integrity of all information being
shared or collected; and (5) the confidentiality of all
records being shared or collected. Additionally, event log-
ging and subsequent forensic investigations may require
that records created by workers are nonrepudiable.
Authentication is a necessary precursor to authoriza-
tion. In general, worker identities are authenticated to an
account by the entry of a password. Authentication also
may occur via a wireless message (e.g., via Bluetooth) from
a physical token attached to the person of a worker. The
account, in turn, provides the authorization to enact some
privilege. Since IT will be used to pass messages between
workers, it is vital that the stated author of the message be
authenticated by the system. If the message contains direc-
tives to other workers without authentication, improper or
false directives could be broadcast and carried out. The
chaos of an emergency event may result in lost devices or
devices changing hands, making authentication based on
physical tokens an important consideration.* ‘
The availability of information in the system may be
disrupted by various denial-of-service attacks depending
on the IT system. Various network attacks may target the
routing between devices or they may overwhelm a particu-
lar device. Enough false messages may be sent to a device
rendering it unable to accept new connections.>® Because
devices carried by workers are likely to be low in
resources, attacks that exhaust the resources of a device
are proportionally easier to carry out. Another important
consideration is maintaining the integrity of stored
records or transmitted messages. Finally, the protection of
patient confidentiality is not only ethically desirable, but
also is legally mandated. Recently, key provisions of the
US Health Insurance Portability and Accountability Act of

1996 (HIPAA) have been instituted that require healthcare
organizations that conduct certain administrative or finan-
cial transactions electronically to implement reasonable
safeguards that protect the security and privacy of patient
healthcare information.’

Applications of Information Technology
General considerations
Numerous reports exist of the applications of IT to the
interdisaster (mitigation, planning, and preparedness), pre-
disaster (warning), and recovery phases of disasters.1%8
Few reports exist of the I'T applications during the emer-
gency phase (relief or response phase) of disasters.>®

One of the best-known applications of IT during the
emergency phase of disasters is the Supply Management
System (SUMA), a computerized information management
tool created by the Pan-American Health Organization,
that helps national authorities track donated supplies in dis-
asters until they are effectively distributed to the affected
population.9 Another example is the use of commercial
software packages (e.g., EIS or SoftRisk) by emergency
operations centers in support of emergency management
functions, such as incident or resource tracking or mapping,
or real-time communication.1:2

The Internet has been cited frequently as a potential
backbone for information-sharing during the emergency
phase of disasters.®"1¢ Suggested roles for the Internet
include e-mail (e.g., messaging, conferencing, flash news,
sensor-linked warnings), voice or video streaming (messag-
ing, conferencing, multimedia information transmission),
and Website access (e.g., web pages, databases, libraries,
and journals). During the 1997 Cambodian Flood, the
government of Cambodia reportedly used the Internet to
identify sources from which to obtain snake anitvenom to
treat nearly 100 snakebite casualties confronting the coun-
try within a relatively short period.13 Recently, Lawry
described the use of the Internet during the terror attacks
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of 11 September 2001 to disseminate public information
about blood donation or the location of patients in Greater
New York Area hospitals.!!

Information technology applications in support of
information-sharing in hospitals during the emergency
phase of disasters also have been reported. For example,
Noordergraaf ef a/ reported the use of IT for in-hospital
management decision support during simulated and actual
mass casualty incidents in the Netherlands.}” Although a
number of commercial and academic groups have been
investigating applications of I'T to OOH disaster response
in recent years, relatively little has been published on this
subject.2 Despite a paucity of literature, two recent trends
have emerged, which are likely to affect the future direction
of I'T applications in this area.

Personal digital assistants
First, personal digital assistants (PDAs) are likely to have
an increasing impact on information-sharing in OOH dis-
aster response. Factors enabling the application of PDAs
to OOH disaster response include: (1) increased pro-
cessing power; (2) increased miniaturization of compo-
nents; (3) increased durability; (4) improvements in
batteries (decreased dependence on electric power); and
(5) decreased costs.2

Personal digital assistants already support data collec-
tion in a variety of OOH settings, including routine EMS
activities and public health assessments. 1819 Recently,
Cabrera et al reported the use of PDAs in support of infor-
mation-sharing in OOH emergency response.??
Moreover, Wu reported the construction of hazardous
chemical databases for deployment in PDAs during chem-
ical disasters in Taiwan. These databases contained the
identities of chemicals present in 65 local factories (based
on queries by factory name or chemical characteristic), the
characteristics of 234 chemicals, and their recommended
medical management.21

Wireless technology
Second, wireless technology is poised to play a major role
in information-sharing in OOH disaster response. Factors
enabling the application of wireless technology to OOH
disaster response include: (1) increased bandwidth for radio
transmission; (2) increased mobility; (3) miniaturization
and durability of devices; (4) improvements in batteries;
and (5) decreased cost.2

Unidirectional wireless systems already support the
transmission of data from OOH emergency responders to
hospitals in a number of communities. Teich ez a/ reported
the transmission of OOH data using a fax “notepad” linked
to cell phones, which then transmitted information by fax
to hospitals. This group also described a wireless system for
OOH data transmission that consists of data-acquisition
devices linked to cell phones, which, in turn, are connected
to the hospital intranet, enabling hospital personnel to
access data via a Web browser.%2

Little has been reported about wireless systems in sup-
port of information-sharing among OOH emergency
responders. Recently, Li described the application of cell

phones with Internet access to support information
exchange using Wireless Application Protocol (WAP) and
Internet Protocol-based tools. Li found that while an
Internet interface facilitated the querying and collection of
data, only certain information can be interactively dis-
played on cell phones via a WAP interface (the same is
likely to be true for newer Simple Message Service (SMS)
standards).?3 More recently, Hamilton reported the use of
a distributed wireless PDA system in OOH emergency
response, in which a dedicated Internet site serves as the
hub for information exchange.10 Although these designs
for information-sharing have promise, they are limited
by their dependence on centralized architectures and
underlying assumptions that: (1) wireless communication
infrastructures will pre-exist or always be available in dis-
aster-stricken areas; and (2) power and wireless communi-
cation infrastructures will remain unaltered by the event.
Recently, Nextel, a US wireless communications compa-
ny, introduced self-contained mobile cell sites on wheels
(COWS) and satellite cell sites on light trucks (SatCOLT5)
in order to bring wireless communication infrastructures to
the disaster scene (e.g., hurricane-affected areas).?* This sys-
tem also depends on either the survival of pre-deployed
infrastructures during the event or the rapid movement of
infrastructures mounted on vehicles into the affected area
after an event. Limitations to this approach include: (1) road
conditions after or during an event; (2) distance to the affect-
ed area; (3) deployment time; and (4) the need to ensure the
personal safety of wireless communications workers.

The Role of Wireless Peer Networks

Wireless peer networks constitute another potential appli-
cation of IT to information-sharing in OOH disaster
response. Wireless peer networks are created by mobile
devices brought to the scene by emergency responders,
where each device produces, receives, and relays informa-
tion. Wireless peer networks offer a promising solution to
the major technical challenges posed by the networking
and applications layers of I'T through two key innovations
—ad hoc wireless routing networks and peer-to-peer (P2P)
architectures.

Ad hoc wireless routing networks make use of the ad
hoc location of mobile peers and discover the shortest route
between arbitrary peers when other peers are used as inter-
mediaries. This approach enables two peers out of radio
range with each other to communicate via an intermediary
peer that is within communication range of both. This
allows network routing independent of pre-existing net-
work infrastructure, fixed peer locations, or network parti-
tions.>2

Peer-to-peer architectures are a type of distributed
architecture in which all clients also are servers (Figure 3).
Although each peer offers only a portion of the full service
or data available in the system, a threshold number of peers
summate to provide full service or all of the available data.

Peer-to-peer architectures offer several important advan-
tages over centralized architectures. First, P2P architectures
are orthogonal to the process of human decision-making,
enabling information-sharing to occur both vertically and
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horizontally. No single device or peer is crucial, allowing all
information to be widely available. Second, because the
architecture is distributed, service in P2P architectures
resists disruption. If an arbitrary node is lost temporarily
(e.g., due to network conditions) or permanently (e.g., due
to secondary events), then other nodes will take its place.
Peer-to-peer architecture also provides a natural redundan-
cy that obviates the need for expensive back-up systems.
Third, P2P architectures become more robust as more peers
enter the network. In P2P architectures, mobile nodes are
homogenous in resources (e.g., processing, energy stores,
memory, storage, and bandwidth of network connection).
Each mobile node is not only a client, but also is a provider
of service. As more peers enter, additional resources storage
and processing are added, compensating for any additional
load that the newcomers generate.

Wireless peer networks composed of ad hoc wireless
routing and P2P applications have several potential appli-
cations for information-sharing in OOH emergency
response.

Assessment databases

Wireless peer networks may enable scene assessment data-
bases to be updated continuously as events unfold, updated
scene assessment reports to be distributed over a wide
physical area to responders already on-scene, and updated
scene assessment reports to serve as a real-time briefing
mechanism for new responders arriving on-scene. Wireless
peer networks also may support the continuous input and
tabulation of data from individual victim assessments to
provide real-time estimates of population needs, such as
the number of victims with the same triage score or the
number of victims requiring a specific on-scene interven-
tion, such as decontamination. Hands-free, voice-response
systems may facilitate information capture during emer-
gencies and disasters. Individual victim assessments may be
coupled with GIS to map locations of the victim popula-
tion. Capacity assessments also may be updated instanta-
neously and collated over a wide area to provide real-time
estimates of critical resource availability, including person-
nel, vehicles, and/or specialized equipment for search and
rescue or decontamination. Turning PDAs on or off may
trigger automated logging of personnel or vehicles arriving
or leaving the scene.

Victim and resource tracking

Wireless peer networks may support the widespread and
instantaneous tracking of victims or resources through bar-
code or radio frequency identification (RFID) systems.2% 27
In an RFID application, PDAs may be equipped with
radio-frequency (RF) cards and interrogator attachments,
while RF tags (small computer circuits with identifying
information) may be attached to victims during triage.
Radio frequency tags also may be attached to responding
personnel, vehicles, equipment, or supplies.

An RFID system represents a major advantage over
handwritten or bar-code-based identification systems,
because it supports the simultaneous collection of informa-
tion from thousands of RF tagged persons or objects and

does not depend on line-of-sight contact between receiver
and tag. Moreover, some RF systems enable data stored on
RF tags to be updated or expanded (e.g., permitting the
revision of triage scores on RF tags attached to individual
victims). In addition, RF-tagged victims or resources may
be located via GIS to produce a real-time map of the entire
population.

Information retrieval

Providing reliable Internet access to multiple mobile users
in large-scale disasters (e.g., PICE II~III events) is not fea-
sible at this time. This is especially true in developing
countries and in the early phase of emergency response in
developed countries. A viable alternative is to locally store
the needed information as a digital library and access it
using an information retrieval system. Information retreival
systems retrieve relevant text from collections of unstruc-
tured (or structured) documents. Relevant information
includes: (1) field medical manuals detailing the provision
of medical care in austere conditions; (2) selected medical
references, such as the World Health Organization
(WHO) Disaster Medicine Library or an atlas of clinical
images; and/or (3) immunization algorithms in the event
of a contagious disease outbreak.

In contrast to individual mobile devices, which are
resource-poor and lack sufficient robustness for indexing
voluminous content or responding to numerous queries, a
group of mobile peers may share the work of indexing doc-
uments, storing indices, and responding to queries while
providing coverage in a wireless environment.

Ewvent logging

Automated logging of key on-scene events—including deci-
sions, communications, interventions, and consequences—
may assist ongoing response efforts and future post-emergency
planning and preparedness. Still photographs, video images,
and sound may be used to generate multi-media event logs
from a variety of vantage points during an emergency.
Images taken by different responders at the same geo-
graphic location over time may be collated to provide a
visual record of events at a location of interest. Recorded
images and sound may be tagged with the current time and
the geographic location of the user.

Audio communication

Wireless peer networks may also support traditional audio
communication during disasters. Individual devices may be
equipped with voice cards, microphones, and speakers to
support audio messaging, while wireless ear plugs may be
used for message reception. Audio message overload may
be prevented via routing protocols that channel messages to
appropriate recipients.

Incident command system support

Perhaps the most important application of wireless peer
networks in emergencies and disasters is in support of
Incident Command System (ICS) functions. Effective
coordination and control of emergency response depends
on the effective coordination and control of information-
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sharing. Applications of wireless peer networks, which may
facilitate incident management functions, include: (1) base-
line and updated scene assessments, including hazard assess-
ments and the locations of hazards; (2) baseline and updated
needs assessments, including numbers, types, and triage sta-
tus of victims; (3) baseline and updated capacity assessments,
through tracking of on-scene and off-site personnel, vehicles,
and other emergency response resources; (4) emergency
response resource locations (i.e., personnel, vehicles) through
GPS-linked devices; (5) pre-selected and pre-loaded
(“canned”) operational information, including clinical algo-
rithms, maps, and contact information; (6) automated per-
sonnel assignments to pre-selected ICS positions through
1CS-linked responder registries based on pre-determined cri-
teria; (7) customized event logs relevant to each ICS position

to update newly assigned ICS unit leaders; (8) system alerts
as scene hazards are discovered or change; and (9) cus-
tomized alerts relevant to each ICS position, including
changes in personnel within each chain of command.

Conclusions

Effective OOH disaster response requires systems for
information-sharing that enable responders to rapidly col-
lect, process, and distribute information. Information tech-
nology is likely to have an increasingly important role in
information-sharing in OOH disaster response. Wireless
peer networks offer a promising solution to many of the
technical challenges of using IT for information-sharing in
OOH disaster response.
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