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Abstract

Disasters have many deleterious effects and are becoming more frequent. From a health-care per-
spective, disasters may cause periods of stress for hospitals and health-care systems. Telemedicine
is a rapidly growing technology that has been used to improve access to health-care during
disasters. Telemedicine applied in disasters is referred to as disaster telemedicine. Our objective
was to conduct a scoping literature review on current use of disaster telemedicine to develop rec-
ommendations addressing themost common barriers to implementation of a telemedicine system
for regional disaster health response in the United States. Publications on telemedicine in disasters
were collected from online databases. This included both publications in English and those trans-
lated into English. Predesigned inclusion/exclusion criteria and a PRISMA flow diagram were
applied. The PRISMA flow diagram was used on the basis that it would help streamline the avail-
able literature. Literature that met the criteria was scored by 2 reviewers who rated relevance to
commonly identified disaster telemedicine implementation barriers, as well as how disaster tele-
medicine systems were implemented. We also identified other frequently mentioned themes and
briefly summarized recommendations for those topics. Literature scoring resulted in the following
topics: telemedicine usage (42 publications), systemdesign and operatingmodels (43 publications),
as well as difficulties with credentialing (5 publications), licensure (6 publications), liability (4 pub-
lications), reimbursement (5 publications), and technology (24 publications). Recommendations
from each category were qualitatively summarized.

Telemedicine (used synonymously with telehealth and teleconsultation) describes the applica-
tion of information technology, video conferencing, and digitally sending images and biometric
data to improve and enhance health-care delivery. The ability to communicate, forward diag-
nostic test results, and remotely monitor patients improves clinician effectiveness when there is
limited or no access to specialist care. Telemedicine can improve medical response, both in daily
hospital operations and in crisis situations when regional hospital systems and tertiary care
facilities are overwhelmed by sudden peaks in patient volume, all while concurrently caring
for the normal census.1 With a surge in patient volume caused by a disaster, primary receiving
hospitals are called upon to care for and manage critically ill patients triaged to their facility.

Telemedicine can alleviate patient surge challenges by serving as a workforce multiplier for
clinicians and specialists. Telemedicine has been used nationally and internationally1,2 in dis-
aster responses for earthquakes, hurricanes, and areas devastated by war. This technology is
indispensable for organizations such as Médecins Sans Frontier3 (Doctors Without Borders
or MSF) and the North Atlantic Treaty Organization4 (NATO), both of which have conducted
extensive telemedicine pilots. Queueing analysis is a method formatching random demand with
fixed capacity. In a stressed health-care setting, this method determines the resources necessary
to meet surging patient demand. Researchers used queueing analysis to quantify the potential of
this technology: increased patient throughput, lowered emergency department (ED) boarding,
and lowered patient mortality.5

While many US hospitals have specialty-specific telemedicine programs, including emer-
gency telemedicine programs, these efforts are not typically included in disaster preparedness
planning. Disaster telemedicine brings togethermultiple specialties and has the potential to pro-
vide disaster victims access to appropriate specialty care, improve patient safety, and lower cost.

In 2018, the Office of the Assistant Secretary for Preparedness and Response in the US
Department of Health and Human Services funded the development of the Massachusetts/
Region 1 Partnership to develop a pilot Regional Disaster Health Response System
(RDHRS) to improve state and regional medical response capabilities. This scoping review
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was conducted by the Telemedicine Advisory Group as part of a
multi-institutional partnership to support development of a pilot
disaster telemedicine system for implementation in regional disas-
ter health response.

Our objective of this review was to examine prior disaster
telemedicine use strategies with a focus on system design and oper-
ating models for implementing telemedicine. Ultimately, our goal
was to develop a set of recommendations for regulatory and policy
changes needed to overcome previously identified barriers to
support successful clinical implementation. While the collected
literature came from around the world, with relevant findings
dating between 1989 and 2019, our conclusions and analysis were
conducted with a US-centric perspective.

Methods

Selection of Databases

In collaboration with the Harvard University Countway Library
and Brigham and Women’s Hospital Brigham Educational
Institute, we collected literature on telemedicine in disasters on
a rolling basis beginning inMarch 2019 until late July 2019 through
weekly notifications set up per each search strategy. Literature
concerning telemedicine in disasters was identified using various

search strategies (Figure 1) in PubMed, Web of Science, Ovid
Medline, ClinicalKey, Cochrane, PLoS, Google Scholar, and the
AHRQ database.

Data Collection and Processing

To better process the literature that met the search criteria, we
applied the PRISMA flow diagram as a framework for identifying
literature that was directly relevant to telemedicine in disasters.
After applying the PRISMA Guidelines Flow Diagram (Figure 2)
and the Inclusion/Exclusion Criteria (Table 1), researchers
collected and stored publications using Zotero,6 a citation manager
software.

Data Analysis

Two reviewers independently read the full-text versions of each
article that met the eligibility criteria. Reviewers scored the litera-
ture according to the Literature Review Scoresheet (Figure 3),
which categorized the collected literature by type of publication
and type of data presented. This scoresheet assigns Likert-scale rat-
ings of 1 to 5 for author’s contributions to the following topics:
usage of telemedicine, system design and operating models, and
issues with credentialing, licensure, liability, reimbursement,
and technology. Results were obtained by identifying works with

Figure 1. Search strategies used for literature collection. Note: the strategies listed below follow the syntax used on the PubMed and Google Scholar databases. For other
databases, these same strategies were used after adjusting the syntax to fit the user interface of those databases.
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a mutual rating of 4 or higher. While scoring the literature, other
important themes were identified and summarized. Because the
literature review scoresheet rating system did not encompass these
additional themes, they were not ranked.

Results

The database search strategies yielded 320 unique publications
for screening (Figure 2), with 83 (26%) meeting criteria for eligibil-
ity (Table 1). A metanalysis was not performed. Independent
review and ranking of the publications by 2 reviewers using the
Literature Review Scoresheet identified and isolated works that
contributed well to the topics of usage (42 publications), system

design/operating models (43 publications), credentialing
(5 publications), licensure (6 publications), liability (4 publica-
tions), reimbursement (5 publications), and technological issues
(24 publications) (Table 2). Recommendations regarding these
issues were summarized (Table 3). Other major themes in addition
to the 7 key themes were briefly summarized.

Based on our review of the literature, we identified 7 key themes
regarding telemedicine use and disasters: (1) usage of telemedicine,
(2) system design/operating models, (3) credentialing issues, (4)
licensure issues, (5) liability issues, (6) reimbursement issues,
and (7) technology issues. Of note, some authors did not separate
the credentialing and licensure categories; thus, the recommenda-
tions proposed addressed both issues.

Figure 2. PRISMA Flow Diagram.
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Discussion

Recommendations found in the literature regarding these 7 themes
are detailed in Table 3. It is important to note that literature pub-
lished since the end of this review period continues the trend of
recommendations discussed in this literature review. While adop-
tion of telemedicine has skyrocketed across all different types of
telemedicine, there have not been developments that contradicted
the conclusions written here.

Usage

To describe ways that patients, physicians, and hospital systems
can benefit from telemedicine, a major category for this scoping
review is the usage of telemedicine in disasters. Authors

contributed data that reflect the impact of telemedicine on patient
care, throughput, cost savings for both patients and hospital
systems, and other important variables to demonstrate the poten-
tial of this technology.

Telemedicine exists in various forms and serves many clinical
specialties.7-12 Types of telemedicine include direct-to-patient,
provider-to-provider (including midlevel providers, who are
intrinsic participants in the telemedicine process), asynchronous,
store-and-forward tools, as well as synchronous, and live video
telemedicine encounters. This topic encompasses literature where
authors detailed the clinical reasons telemedicine was used in dis-
aster settings. Uses of telemedicine include: patient triage, patient
placement, and disaster management;4,10,13-15 as well as direct clini-
cal intervention9,16; and remote patient monitoring (in-hospital,

Table 1. Inclusion/exclusion criteria

Inclusion Criteria Exclusion Criteria

Dates
Sources for the Disaster Telemedicine category will not have a date range

(the first documented usage of disaster telemedicine will be reported
on in equal measure as the most recent)

Setting
There is no limitation to setting for disaster telemedicine. International

disasters and telemedicine usage therein will be reported on
Publication Type
Works of journalism, other literature reviews, and coverage of conferences

and meetings will be identified as its own category of literature and
will be included.

Study Design
Due to the differences in quantitative data formats that exist in the

relevant literature, both quantitative and qualitative studies will be
considered for final inclusion. A metanalysis will not be conducted.

Contents
• Outpatient telepsychiatry and telemental health after a disaster will be
included.

• Rehabilitation offerings of telemedicine will be included.
• Telemedicine provided by ambulances will be reported on.
• All operational/usage models are being considered.
• Usage of telemedicine in low-power settings of under poor connectivity will
only be considered as a barrier and is not included in qualitative synthesis.

• Only cases where telemedicine was utilized during or immediately after a
disaster were considered.

• Literature that falls in the non-disaster category of telemedicine will be used
as introductory/background material and in the discussion.

• In all categories, telemedicine platforms considered for this review will not
include devices/platforms that fulfill a portion of the necessary functions for
medical consultations (e.g., devices that only perform ultrasound in a live
digital feed, such as the products made by Terason). Likewise, telemedicine
designed for and applied in highly specific settings (e.g., only a transplant
center) will not be included, only mentioned as a type of telemedicine.

• Language barriers will be identified as a possible difficulty that telemedicine
platforms/providers/suppliers should consider addressing, but besides that,
this issue will not be reported on. In currently available platforms, language
barriers will be described as an issue whenever applicable.

Table 2. Highly rated publications, organized by issue and type of literature

# of Articles by Theme

Type of Literature:

Usage of
Telemedicine

(n = 42)

System Design/
Operating Models

(n = 43)
Credentialing

(n = 5)
Licensure
(n = 6)

Liability
(n = 4)

Reimbursement
(n = 5)

Technology
(n = 24)

Case report of past disaster 11 14 0 0 0 0 4

Report of simulated disaster 11 12 1 0 0 0 11

Telemedicine pilot study
report

19 21 1 0 0 0 12

Literature review 4 3 0 0 0 0 1

Guidelines by official
organizations/experts

3 4 2 3 2 3 1

White paper 4 2 1 1 1 1 4

Other gray literature 18 12 2 4 2 3 12

Somewhat or very transferable
to other settings

36 38 5 6 4 5 18

Relates telemedicine to
disasters well

21 27 3 1 0 1 13

794 M Litvak et al.

https://doi.org/10.1017/dmp.2020.473 Published online by Cambridge University Press

https://doi.org/10.1017/dmp.2020.473


tele-home care, telemedicine that aids in continuity of care).7 Key
findings within this topic were collected from: (1) data simulations,
(2) literature reviews, and (3) simulated disaster preparedness
exercises.

Following a disaster-based data simulation, authors recom-
mend that procedures for telemedicine consultations are clearly
defined and provided in advance as a preparedness measure.
They also concluded that the use of telemedicine should be a rou-
tine part of disaster training.17

Queueing modeling analysis, a method for matching random
health-care demand with fixed hospital capacity, was performed
of a simulated earthquake and found a reduction in ED wait
time and lowered mortality when using a telemedicine hub for
triage and remote treatment as opposed to relying on standard

communication and transfer protocols.5 The authors reported sys-
tem-wide mortality decreases ranging in magnitude from 5.4 to
36.5% (depending on severity of earthquake event).5 One simu-
lated Designated Receiving Center projected a mortality decrease
ranging from 15 to 99%.5 Likewise, authors reported a projected
decrease in ED wait time ranging from 40.72 to 94.34%.5

To describe the effects of using telemedicine, authors of previous
literature reviews contribute that telemedicine produces cost
savings for both patients18,19 and hospital systems by increasing
patient throughput and lowering practice and resource costs.20-22

Estimating the cost savings is difficult because there are many types
of telemedicine, and specific figures are only offered in pilot studies.23

In disaster preparedness exercises (a type of simulation tool),
telemedicine has been used in concert with medical admission

Table 3. Recommendations identified in the literature

Theme/Issue Recommendations Identified in Literature

Usage 1. There is a wide variety of telemedicine solutions. Depending on the needs of a health system, telemedicine can
serve as a tool to address a variety of clinical needs, from direct connection to a subspecialist, to enabling
physicians to remotely monitor patients for continuity of care, to connecting specialists to patients and physicians
to specialists for triaging as a means of improving ED throughput7-17

2. Telemedicine and disaster response: In disaster simulations, telemedicine has been used in concert with telematic
medical admission/dispatch hardware to better coordinate patient placement as well as evacuation24

System Design/Operating Models 1. Ensuring proper maintenance: to maintain a reliable telemedicine system, an organization would need to be
responsible for verifying contact and availability of telemedicine providers and connection reliability for all
participants4,27

Credentialing 1. Interstate credentialing: The Department of Health and Human Services describes the Uniform Emergency
Volunteer Health Practitioners Act as state-level policy that could enable, “ : : : recognition of public and private
sector healthcare professionals’ licenses and other credentials across State and National borders”30

2. Disaster medical records: A “disaster medical record” that could be exported from/imported to electronic health
record systems to facilitate providers’ temporary access to critical health data during a disaster31,32

3. Credentialing by proxy: The Centers for Medicare & Medicaid Services allows hospitals to “credential by proxy,”
meaning that hospitals requesting telemedicine support could circumvent some credentialing challenges during a
disaster by proactively contracting with other hospitals and credentialing their providers28

Licensure 1. Engage with licensure boards: ASTHO recommends collaborating, “ : : :with provider licensure boards to create
policies that ensure safety and quality of services provided via telehealth and increase adoption”12

2. Interstate medical licensing: Create medical license reciprocity between states .29,30,34

3. National regulations regarding telemedicine practice and malpractice: The American College of Emergency Physicians
proposes, “ : : : uniform rules governing the practice ofmedicine, physician discipline, and laws concerningmalpractice
throughout the United States to provide uniform, safe, and quality urgent and emergent patient care.”29 However,
as Poe explains, Congress is limited in its constitutional authority to regulate licensure nationally33

4. Licensure waivers during disasters: Encourage states to waive licensure requirements and fees during emergencies and
disasters30

5. Re-brand telemedicine providers as “consultants”: Kim posits that “consultation exceptions” allow providers, “ : : : not
licensed in a particular state to practice there at the request of, or in consultation with, a referring physician;” thereby
circumventing licensure barriers to telemedicine practice34

Liability 1. Clarify liability via legislation: The Department of Health and Human Services proposes a legislative approach
to clarifying liability based on practitioners’ immigration and employment status30

2. Indemnify practitioners: Legislation could provide immunity from negligence and indemnify practitioners.30

3. Expand malpractice insurance coverage: Kim recommends that malpractice insurance cover the parties and facilities
involved with providing telemedicine34

4. Limit liability of telemedicine providers for on-site issues: Kim recommends reducing the liability of telemedicine
providers for issues presumably out of their control, such as, “ : : : any patient injuries sustained at the local site,
as a result of malfunction of the telemedicine and/or telecommunication equipment and for any acts or omissions
of the local physician : : : ”34

5. Limit product liability: Kim proposes reducing the liability of telemedicine providers for equipment malfunction
or inappropriate use of technology that impacts the telemedicine consult or outcomes34

6. Limit government liability for pilot programs: Kim also recommends reducing telemedicine providers’ liability
for participating in government telemedicine demonstration projects34

Reimbursement 1. Reimbursement advocacy: The American College of Emergency Physicians and other medical trade associations
support, “ : : : advocating for appropriate billing and fair payment for services rendered by emergency physicians
providing telemedicine services”29

2. Payment standardization: Standardize payment based on the types of facilities, practitioners, and services involved
with providing telemedicine34

Technology 1. Low-bandwidth solutions: technology currently being used for telemedicine places strain on wireless networks.
For telemedicine encounters where audio and video quality are prohibitive to patient care and unsatisfactory for
physicians, the alternative is to use data compression and low-bandwidth networks36,37
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and dispatch hardware to better coordinate patient placement,
as well as evacuation.24

The Usage of Telemedicine category of literature is fundamen-
tal to comprehending how telemedicine has previously benefited
disaster response and patient throughput, while also highlighting
its future potential. These findings provide significant insight into
how telemedicine may benefit patients, physicians, and health-care
systems universally. The remaining categories provide insights into
what is necessary to make disaster telemedicine possible.

System Design/Operating Models

To harness the benefits of telemedicine for disaster medical
response, it is important to understand how telemedicine operates.
“Operating model” refers to the organizational design (staffing,
scheduling, monitoring, and quality assurance, etc.) that enables
telemedicine. This topic also refers to telemedicine encounter
workflows, as well as the logistical preparation required to use tele-
medicine (such as creating an on-call roster of subspecialists).25

“System Design” refers to the technological elements that enable
telemedicine such as proprietary hardware, data logistics, and
bandwidth requirements across multiple hardware options (satel-
lite, data, wi-fi, radio, etc.) Rather than discussing the impact and
clinical use of telemedicine, these categories jointly describe the
technological and operating requirements for implementing a
telemedicine system.

Key findings for the system design and operating models cat-
egory include authors matching different types of users with types
of telemedicine. Literary contributions list the following successful
operating models: telemedicine conducted between first respond-
ers (civilian and military settings) and physicians for the purpose
of triage, clinical management of critical patients, and disaster
management4,13-15; telemedicine conducted between generalists
and subspecialists, including triage and secondary triage,4 clinical
management (decision-making, diagnostic support,16,22 and
remote procedural guidance9,16); and telemedicine between
patients and physicians, including clinical management, remote
patient monitoring, store-and-forward of laboratory results and
diagnostic imaging.2,4,16

Telemedicine facilitates connections between multiple partici-
pants. There are different modes fundamental to telemedicine,
such as direct connection, in which telemedicine uses video or
audio conferencing to directly connect participants; and connec-
tion by means of proxy, where requesting patients or clinicians
are connected to a coordinator who triages their request and con-
nects to a specialist.3 Digital proxies also exist where a request for
telemedicine is coded and read by a software before being triaged
with increased precision to a specialist.11,26

Another key finding from this category of literature is the need
for maintenance. Authors found that it is necessary to use an
organization that would be tasked with maintaining the contact
information for the providers of telemedicine.4,27 Maintaining tele-
communication reliability is also recommended.4,27

Credentialing Issues

“Credentialing” refers to the accreditation of physicians that
enables the practice of telemedicine.12 Credentialing is a known
barrier to effectively providing telemedicine, particularly in
disaster scenarios and across US state lines and in countries with
similar credentialing arrangements. The Joint Commission sub-
jects a telemedicine provider to the credentialing requirements
of the patient’s location.28 The American College of Emergency

Physicians (ACEP) similarly recommends that telemedicine
providers abide by all credentialing requirements required for
standard in-person care.29 Requiring authentication of each
telemedicine system user during an emergency response, while
protecting system security, could compromise system functional-
ity, perhaps impacting speed of care.27 Furthermore, state govern-
ment emergency powers during a disaster vary, limiting some
states’ ability to enable temporary licensing or credentialing for
out-of-state providers.30

Technical31 and policy innovations,28-30 if implemented, could
reduce the credentialing challenges providers face32. The literature
offered 3 recommendations to overcome this: (1) implement inter-
state credentialing30; (2) create disaster medical records that
facilitate providers’ temporary access to critical health data31;
and (3) credential practitioners by proxy, developing streamlined
channels between medical staff offices that account for interfacility
provision of telemedicine.28

Licensure Issues

“Licensure” is the formal regulatory recognition of a physician’s
education, training, and performance on exams that enable physi-
cians to provide telemedicine.12 As above, ACEP recommends that
telemedicine providers abide by all licensure requirements
required for standard in-person care.29 Several “interstate licensure
compacts” exist to support licensure compliance across multiple
states.12,28 However, requiring practitioners to be licensed in
multiple states places significant financial and educational
burden upon practitioners to remain compliant with each states’
requirements.33 Additionally, only some states can waive licensure
requirements during federally declared disasters, which is unhelp-
ful to states without that authority and for all states responding to
non–federally declared disasters.28,30

Again, as above, the policy landscape surrounding the licensure
process during disasters for telemedicine providers is difficult to
navigate and may cause delays in care. State licensure policies
are not keeping pace with new technology and must be updated
to reduce barriers to telemedicine use.12,28,34 The literature
included 5 recommendations to address licensure barriers:
(1) engage with licensure boards to create telemedicine-friendly
policies12; (2) create interstate medical licensing29,30,34; (3) establish
national regulations regarding telemedicine practice and
malpractice29; (4) implement licensure waivers during disasters30;
and, (5) rebrand telemedicine providers as “consultants” to cir-
cumvent licensure barriers.34

Liability Issues

“Liability” refers to the legal protections for physicians engaging in
telemedicine consultations, including malpractice insurance.12

Telemedicine providers are encouraged to be knowledgeable of
the laws, policies, and regulations of the states in which they
practice (ie, where their patients are located during their telemedi-
cine evaluations).29 However, this can be challenging given the
ambiguity surrounding telemedicine malpractice liability and tort
law jurisdiction.30,33 Poe notes, “Few legal precedents exist and
legislation has not kept pace with telemedicine’s practical applica-
tions,” specifically with regard to telemedicine and its interface
with informed consent, confidentiality, privacy, security, and stan-
dards of care.33

Employment status and the location of the disaster can affect
practitioners’ liability protection.30 There are important differences
between the tort liability of government employees and private sector
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providers. Furthermore, there are different tort liability protections
available to out-of-state practitioners under policies and regulations
such as but not limited to states’ emergency powers, Good Samaritan
statutes, and federal volunteer protections.30

Additionally, the Department of Health and Human Services
explains that telemedicine practitioners are not indemnified even
if they are immune from civil action.30 While a legal case against a
telemedicine practitionermay be stopped, the practitioner may still
have to pay the costs associated with their legal defense.30 There
have not been many telemedicine malpractice cases to date; per-
haps contributing to the ambiguity about telemedicine liability
during disasters.28 The Department of Health and Human
Services notes that, “This lack of protection could serve as a poten-
tial barrier to engaging health-care practitioners to assist during
public health emergency or disaster medical responses.”30

Ambiguous and dated Federal and state liability laws and pro-
tections may create a barrier to engaging providers in disaster
telemedicine.30 There are 6 recommendations in the literature to
address liability barriers to telemedicine practice: (1) clarify practi-
tioners’ liability,30,34 particularly by means of legislation30;
(2) indemnify telemedicine practitioners30; (3) expand the scope
of malpractice insurance coverage34; (4) limit liability of telemedi-
cine providers for on-site issues34; (5) limit the liability of teleme-
dicine practitioners for equipment issues34; and, (6) limit the
liability of telemedicine providers when participating in govern-
ment pilot programs.34

Reimbursement Issues

“Reimbursement” refers to the methods of payment to physicians
engaging in telemedicine consultations.12 As authors for the jour-
nal HealthcareReady note, “Reimbursement is widely considered
the largest barrier for telehealth.”28 In 2006, the Pandemic and
All Hazards Preparedness Act (P.L. 109-417) framed payment
and reimbursement for telemedicine as an, “Immediate (challenge)
to the use of Telehealth for public health emergencies and disaster
medical responses.”30

The American College of Emergency Physicians cautions
telemedicine providers to be vigilant regarding federal and state
reimbursement policies until there is uniform, national telemedi-
cine reimbursement regulation.29 The Association of State and
Territorial Health Officials (ASTHO) explains that, “ : : : how states
define telehealth or telemedicine in legislation affects the reim-
bursement and coverage of services and state legislation or
rulemaking can impact Medicaid or private payer coverage.”12

This finding is supported by HealthcareReady, “Varied policies
across Medicare, Medicaid, and private payers are also constantly
evolving, compounding challenges in understanding reimburse-
ment for telehealth.”28

The literature also refers to telemedicine parity. Telemedicine
parity laws, “require private payers in a state to reimburse for
telehealth services the same way they would for an in-person
service.”12 There is no parity for telemedicine under Medicare,
and Medicare restricts the type and location of reimbursable tele-
medicine services.12,28,34 The federal government sets Medicare
reimbursement policies.28 Conversely, Medicaid coverage is set
at the state level28 and is more expansive than Medicare: according
to ASTHO, “As of March 2017, a total of 48 states and the
District of Columbia have some type of (Medicaid) coverage for
telemedicine.”12 As of 2017, there is state employee health plan
coverage for telemedicine in 26 states, and 56% of federal employee
health plans cover telemedicine.12 However, when telemedicine

services are reimbursed, it is frequently at a lower rate than tradi-
tional services, which disincentivizes practitioners from participat-
ing in telemedicine.28

Addressing reimbursement challenges is critical to the future of
telemedicine. As indicated by HealthcareReady, “Providers sur-
veyed by the US Government Accountability Office (GAO) cited
inadequate payment and coverage options as the principal barrier
to (telemedicine) adoption.”28 The literature offered 2 recommen-
dations to address telemedicine reimbursement challenges:
(1) advocate for better reimbursement29; and (2) standardize
payment based on the types of facilities, practitioners, and services
involved with providing telemedicine.34

Technology Issues

Successful operation of a telemedicine system requires a reliable
technological infrastructure. The technology issues theme encom-
passes literature that detailed challenges that users of telemedicine
encountered and what steps were taken to overcome those issues.
Fundamental failures in the telemedicine system can include
but are not limited to the inability to form a connection for
connectivity or system capacity reasons, and a prohibitively poor
transmission of video, audio, images.

Although recommendations in the literature are limited, there
are low bandwidth solutions for what is currently being done using
high-bandwidth technology. For still image transmission over poor
connectivity (radiology results), options exist to compress image
files. This compression makes files small enough for weaker
networks, such as satellite networks,35 to transmit (larger file sizes
failed to transmit).19 Such compression works for audio and video
multimedia.36,37 For extending wireless reliability into zones where
network access is limited, another solution is using a system of
Local Access Networks for Internet connection.10

Other Salient Themes

Other themes that arise frequently in the literature as
challenges or important considerations for telemedicine use in
disaster response include: protecting patient privacy and
confidentiality12,16,22,30,33,34,38-41; ensuring the security of technol-
ogy used in telemedicine (which directly relates to protecting
patient privacy and confidentiality)14,22,30,33,34,38,42; respecting
patients’ right to education and informed consent12,29,33-35,38,39;
upholding standards of care and maintaining the integrity of the
physician-patient relationship12,28,29,33-35,38,41; creating clinician-
friendly protocols for telemedicine use and documentation,
continuing education, and quality improvement11,17,33,34,38,39;
increasing cultural acceptance of telemedicine, particularly among
medical leaders, and consequently integrating telemedicine into
preparedness planning3,9,11,28,30,31,37,38,41,43-46; providing sufficient
training to practitioners involved in telemedicine4,12,16,17,19,28,30,38,44,45;
and securing ongoing funding for telemedicine initiatives.12,19,22,28,30

Limitations

There were several limitations encountered throughout the process
of this scoping review, including use of online databases to access
literature, the academic quality of the identified literature, and the
quantity and uniformity of telemedicine data available.

The scope of this scoping review only extended to publications
that are stored and maintained on online databases. As shown in
(Figure 1), where search strategies contained the codeMESH, some
search strategies relied on the indexing of these publications, which
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is rarely done for the most recently published works. To limit
the impact of this, weekly updates were enabled for each search
strategy.

This scoping review did not include a metanalysis due to the
lack of compatible quantitative data in the literature. The investi-
gative methods used by authors yield a wide variety of data. While
there are exceptions, small-scale telemedicine pilots (ie, pilots
of telemedicine that last for approximately a year, encompass
1-3 specialties, and vary greatly in terms of how they describe
demand for telemedicine services) were a general trend. While
results from such pilots are valuable, it is difficult to draw definitive
conclusions for a wider range of implementation (ie, statewide).
The lack of case-control comparison groups is also a trend in
the literature; while there are exceptions, pilot studies of telemedi-
cine and reports of past disasters do not provide input on how
hospitals fared using standard consultative methods compared
with telemedicine use. Another limitation is the limited input
on patient-centered outcomes.

This scoping review illustrates the wide use of multiple teleme-
dicine operating models, both during disasters and in preparedness
drills and pilot programs. To date, telemedicine suppliers and
enterprising health-care organizations have produced and tested
a wide variety of technological options and solutions, some of
which have already been and continue to be used in disasters in
the forms of pilot programs. Many lessons have been learned in
how to construct a telemedicine system and operate it.

A trending finding in the literature is that a policy landscape
that addresses credentialing, licensure, liability, and reimburse-
ment needs to be implemented to facilitate interstate telemedicine
use. While solutions exist for each category of issues (credentialing,
licensure, liability, reimbursement), the available literature has
fundamentally not quantified the impact or scale of existing laws
and regulations on telemedicine for patient care during a disaster.
There is also need for further research into the efficacy of the differ-
ent telemedicine platforms in disasters. While it is evident that the
telemedicine industry of today is comprised of various small-scale
telemedicine programs at individual hospitals/hospital systems, a
region-wide (ideally nationwide) telemedicine system would make
it possible for overtaxed hospitals and their patients to benefit from
improved access to specialty care during disasters. To achieve this,
there is an urgent need to continue to guide the current policy land-
scape toward wider and easier emergency telemedicine adoption,
to improve physician familiarity and comfort with telemedicine,
and to develop more robust telemedicine system solutions.

Supplementary material. To view supplementary material for this article,
please visit https://doi.org/10.1017/dmp.2020.473
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Glossary

Term Definition

Assistant Secretary for Preparedness
Response (ASPR)

An agency within the US Department of Health and Human Services

Credentialing “Credentialing is the process by which an employer, most frequently a hospital or health maintenance
organization (HMO), verifies that a practitioner has the required education, training, and experience to practice in
the state. State or local laws and rules can specify the types of credentials and verification processes that a
hospital or other healthcare provider must address in credentialing a practitioner. Credentialing is typically done
when a practitioner is first employed with an entity and may be updated periodically.”12

Disaster The United Nations Office for Disaster Risk Reduction defines disasters as “A serious disruption of the functioning
of a community or a society at any scale due to hazardous events interacting with conditions of exposure,
vulnerability and capacity, leading to 1 or more of the following: human, material, economic and environmental
losses and impacts.”2,47

Licensing “Licensing is the formal recognition by a regulatory agency or body that a person has passed all the
qualifications to practice that profession in that state. Typically, licensure requirements include some
combination of education, training and examination to demonstrate competency. Licensure requirements also
involve continuing education, training, and, for some, periodic re-examination. If a practitioner licensed in 1 state
seeks licensure in another state, the existing license and any disciplinary records are considered as part of the
licensing process in the new state.”12

Liability “Out-of-state healthcare professionals may also have liability concerns when assisting during a public health
emergency and disaster medical response. States vary in the degree to which liability protections are offered and
enforced. [ : : : ] Legislation could clarify liability protections for domestic and foreign healthcare professionals,
whether they are volunteers or paid employees working outside their regular employment duties.”30

Reimbursement “As a field, telehealth is growing, and policies dedicated to coverage and reimbursement are evolving. [ : : : ] some
states put specific restrictions within the definitions of telehealth, often limiting locations where telehealth can
be delivered (e.g., limiting the home as a reimbursable site or that the originating site cannot be in the same
community as the distant site), or limiting the term to “live” or “interactive.” [ : : : ] With telehealth parity laws
and Medicaid coverage, telehealth services can be reimbursed in a variety of ways, including fee-for-service and
value-based payments. However, telehealth services can also include other fees, such as originating site facility
fees. These fees vary across states.”12
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Glossary (Continued )

Term Definition

Regional Disaster Health Response
System (RDHRS)

RDHRS refers both to the Massachusetts/Region 1 Partnership, a multihospital cooperative, and the response
system that is being tested as part of the overall project this literature review is written for. https://www.phe.gov/
Preparedness/planning/RDHRS/Pages/rdhrs-overview.aspx

Telemedicine “Telemedicine is the use of medical information exchanged from 1 site to another via electronic communications
to improve a patient’s clinical health status. Telemedicine includes a growing variety of applications
and services using 2-way video, e-mail, smart phones, wireless tools, and other forms of telecommunication
technology. Telemedicine is not a separate medical specialty. It is a delivery tool or system. [ : : : ]
Videoconferencing, transmission of still images and other data, e-health,
including patient portals, m-health, remote monitoring, continuing medical education, and medical call centers,
are all considered part of telemedicine and telehealth.”38

System Design A term developed for the purposes of the literature review. This term aims to capture the technical elements that
enable telemedicine: what hardware is the telemedicine program run on, what servers are used, what the
logistics of information transfer (i.e., via satellite, radio, cellular data, etc.), and what data is being sent through
this system (image resolution, video resolution and frames per second, audio quality, audio and video latency,
etc.). The topic of documentation blends elements of this topic and the topic of Operating Model.

Operating Model A term developed for the purposes of this literature review. This term aims to capture the operating elements
that telemedicine requires: how does the usage of telemedicine fit in with daily hospital operations, who
participates in telemedicine encounters, how does the administrative component function, what work is done to
run a telemedicine system (IT, development of on-call rosters, maintenance of on-call rosters, recruitment, hiring,
etc.), are there patient queues, and how documentation is completed.
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