
Original Article

Automated data mining of the electronic health record for
investigation of healthcare-associated outbreaks

Alexander J. SundermannMPH, CIC1,2, JamesK.Miller PhD3, JaneW.Marsh PhD1,Melissa I. SaulMS4, KathleenA. ShuttMS1,

Marissa Pacey1, Mustapha M. Mustapha MBBS, PhD1, Ashley Ayres BS, CIC2, A. William Pasculle ScD5, Jieshi Chen MS3,

Graham M. Snyder MD, SM2, Artur W. Dubrawski PhD3 and Lee H. Harrison MD1

1The Microbial Genomic Epidemiology Laboratory, Infectious Diseases Epidemiology Research Unit, University of Pittsburgh School of Medicine and Graduate
School of Public Health, Pittsburgh, Pennsylvania, 2Department of Infection Prevention and Control, University of Pittsburgh Medical Center, Pittsburgh,
Pennsylvania, 3Anton Laboratory, Carnegie Mellon University, Pittsburgh, Pennsylvania, 4Department of Medicine, University of Pittsburgh School of Medicine,
Pittsburgh, Pennsylvania and 5Department of Pathology, University of Pittsburgh, Pittsburgh, Pennsylvania

Abstract

Background: Identifying routes of transmission among hospitalized patients during a healthcare-associated outbreak can be tedious, particu-
larly among patients with complex hospital stays and multiple exposures. Data mining of the electronic health record (EHR) has the potential
to rapidly identify common exposures among patients suspected of being part of an outbreak.

Methods: We retrospectively analyzed 9 hospital outbreaks that occurred during 2011–2016 and that had previously been characterized both
according to transmission route and bymolecular characterization of the bacterial isolates.We determined (1) the ability of data mining of the
EHR to identify the correct route of transmission, (2) how early the correct route was identified during the timeline of the outbreak, and (3)
how many cases in the outbreaks could have been prevented had the system been running in real time.

Results: Correct routes were identified for all outbreaks at the second patient, except for one outbreak involving>1 transmission route that was
detected at the eighth patient. Up to 40 or 34 infections (78% or 66% of possible preventable infections, respectively) could have been prevented
if data mining had been implemented in real time, assuming the initiation of an effective intervention within 7 or 14 days of identification of
the transmission route, respectively.

Conclusions: Data mining of the EHR was accurate for identifying routes of transmission among patients who were part of the outbreak.
Prospective validation of this approach using routine whole-genome sequencing and data mining of the EHR for both outbreak detection
and route attribution is ongoing.

(Received 16 September 2018; accepted 3 December 2018)

Healthcare-associated outbreaks caused by serious bacterial
pathogens cause substantial morbidity and mortality and add
to healthcare costs.1,2 Detection of outbreaks can be difficult
in large hospitals where bacterial transmission may go unnoticed
for prolonged periods.3 Investigation and control of a hospital
outbreak requires the identification of the route of transmission
among patients suspected of being part of the outbreak so that
intervention measures can be implemented. This task can be
labor intensive for outbreaks that involve complex patients
who have long stays, multiple transfers within the hospital,
and multiple procedures. Multiple transmission routes respon-
sible for hospital outbreaks have included transmission from
environmental contamination; colonized healthcare personnel;

medical procedures using contaminated devices; and contami-
nated medications, solutions, or other medical therapies.4,5

Widespread availability of the electronic health record (EHR)
offers the potential to use automated data mining tools to find
common exposures among hospitalized patients during outbreak
investigations. Many epidemiologically relevant variables are
readily available in the EHR, including patient location in the
hospital, procedures performed, therapies received, and contact
with individual healthcare personnel. Data mining, the process
of identifying patterns in large data sets, has the potential
to be useful for identifying common exposures in the EHR
during hospital outbreak investigations. Furthermore, whole-
genome sequencing (WGS) has become increasingly available;
this method discriminates pathogens at the genetic level.6–8

Genomic data from patient bacterial isolates have the potential
to aid in the data mining and outbreak investigation process.9

We are developing a surveillance system called Enhanced
Detection System for Healthcare-Associated Transmission
(EDS-HAT); it will combine prospective WGS surveillance of
clinical isolates of key hospital-associated bacterial pathogens
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followed by prospective data mining of the EHR to rapidly iden-
tify potential outbreaks and their routes of transmission. The pur-
pose of this study was to develop and validate data mining tools
using retrospective outbreaks, with the ultimate goal of utilizing
these tools as a component of EDS-HAT.

Methods

Study setting

This study was conducted at the University of Pittsburgh Medical
Center-PresbyterianHospital (UPMC), an adultmedical and surgical
tertiary-care hospital with 762 total beds, 150 critical care unit
beds, >32,000 yearly inpatient admissions, and >400 solid organ
transplants per year. The UPMC eRecord EHR system has >29,000
active users, including >5,000 physicians affiliated with UPMC,
and it comprises >3.6 million unique electronic patient records.
UPMC uses Cerner Millenium PowerChart (Cerner, Kansas City,
MO) and EpicCare (Epic Systems, Madison WI) as the backbone of
its inpatientandoutpatientEHRsystems, respectively.TheUniversity
of Pittsburgh Institutional Review Board approved this study.

Characterization of retrospective outbreaks from 2011 to
2016

The subject of this study were outbreaks that occurred during
2011–2016 and that had been previously characterized using
molecular typing and traditional epidemiologic methods to iden-
tify the transmission route. The routine infection prevention prac-
tice at the time was to notify the Microbial Genomic Epidemiology
Laboratory (MiGEL) of suspected outbreaks caused by bacterial
pathogens so that molecular subtyping could be performed. For
each patient suspected of being included in the outbreak, the bac-
terial isolate was obtained from the clinical microbiology labora-
tory. For Clostridium difficile, which is diagnosed at our
institution by culture-independent diagnostic testing, the nucleic
acid amplification test–positive stool specimen was cultured for
C. difficile. For identification of the common exposure responsible
for individual outbreaks, our infection prevention team analyzed the
health records of patients included in the outbreak to identify the
responsible routes of transmission (eg, shared locations/staff, shared
procedures/operations, or shared medications). Some outbreak
investigations utilized environmental or device cultures to confirm
the route of transmission. The transmission route defined by infec-
tion prevention was used as the gold standard for comparison with
transmission routes identified by the data mining algorithm.

During the study period, our primary method for molecular
characterization of bacterial isolates was pulsed-field gel electro-
phoresis (PFGE). To be considered part of the outbreak, patient
isolates had to have 85% band similarity by PFGE. In 2016,
WGS replaced PFGE. Based on our experience usingWGS for hos-
pital outbreaks, a cutoff of ≤20 single-nucleotide polymorphisms
(SNPs) was used to define genetically related patient isolates.

Extraction and processing of EHR data for data mining

All inpatient, emergency room, and same-day surgery encounters
between January 1, 2011, and December 31, 2016, were identified
through an EHR data repository that accepts data from Cerner and
EpiCare as full-text medical records and integrates information
from central transcription, laboratory, pharmacy, finance, admin-
istrative, and other departmental databases.10 For each encounter,
we obtained microbiology reports and charge transactions from
the data repository. To maintain patient confidentiality, a research

database was established in which each patient was assigned a
study identification number (ID) using De-ID software (De-ID
Data, Philadelphia, PA). Criteria for exemption from informed
consent by the university’s institutional review board were met.

Charge transaction data are in a data repository as charge codes
that contain patient account numbers, dates of service, cost centers,
transaction codes, charge quantities, and charge amounts. Charge
codes include any medication, procedure, location, or other billable
item in our hospital and therefore encompass a large number of pos-
sible hospital exposures for each patient. Multiple charge codes can
represent exposure to a single instrument; therefore, charge codes
for key procedures (eg, endoscopic retrograde cholangiopancreatog-
raphy [ERCP] and bronchoscopy) were collapsed into a single
variable group that represented that exposure. For example,
ERCP has 8 Current Procedure Terminology codes: 43260, ERCP
diagnostic including collection of specimens; 43261, ERCP with
biopsy; 43278, ERCP with ablation of tumors, etc. All were com-
bined into a single variable called “ERCP,” although each charge
code was also analyzed individually.

Data mining of the electronic health record (EHR)

The data mining program was designed using a case-control
approach based upon the genotyping results using patient EHR data
unrelated to the outbreaks as controls.11 Case patients were defined
as those who had clinical isolates with the same strain by PFGE or
WGS, as defined above. Controls were patients who were hospital-
ized during the 30 days before the case patients’ culture date and did
not test positive for the genetically related bacterial species. Hospital
exposures were then compared for cases and controls.

The data mining program was run on all 9 previously identified
outbreaks identified by the infection prevention team at our insti-
tution during 2011–2016 to determine the sensitivity of the algo-
rithm for identifying the correct transmission route. The
transmission route was deemed to be correct if the route was
ranked in the 3 most likely routes of transmission and/or had odds
ratios>1 with significant P values. Preventable infections were cal-
culated based upon a hypothetical 7- or 14-day infection preven-
tion intervention from the date of the positive culture assuming
that the data mining program had been running in real time
and that effective interventions were enacted (eg, removal of con-
taminated equipment, disinfection of environment, and/or
enhanced precautions). Outbreaks were deemed nonpreventable
if there were only 2 isolates in the outbreak.

We scored possible common routes of transmission within an
outbreak according to the formula:

S ¼ a ln a=rð Þ þ r � að Þ ln 1� a=rð Þ � a ln �ð Þ;
where a is the number of case patients exposed, r is the number

of patients exposed overall (ie, case patients who are part of the
outbreak and control patients who are not), and γ is a parameter
that balances the positive and negative evidence (γ= 1e−4). For a
given set of case patients, each patient can be said to have been
infected through the hypothesized common route or by intermedi-
ate transmission (ie, via transmission from another case patient). If
we take θ to be the unknown probability a patient becomes infected
upon exposure to the hypothetical route and γ to be the probability
a patient is infected by intermediate transmission (ie, by some
other means such as patient-to-patient transmission), then the
likelihood of observing a particular set of case patients is propor-
tional to θb(1 − θ)r-bγ-b, where b is the number of case patients
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infected by the route. We arrive at the formula S by maximizing
this expression in θ, which occurs at θ= b/r, and b, which occurs
at either 0 or a. Because b= 0 is a degenerate solution, it is disre-
garded. The final score is the log of this maximum likelihood.

The score above represents a nonnormalized log-likelihood.
Because it is not normalized, it is suitable for ranking routes but
is not comparable across time as the number of case patient
changes. Therefore, we estimated an extreme value statistic as
the probability a route would score at least as highly as its observed
score under the assumption that the case patients were uniformly
randomly sampled (the null hypothesis). This P value is estimated
numerically using importance sampling from the observed data.

Researchers were initially blinded to the true routes of transmis-
sion in this analysis. However, it became clear during the develop-
ment of the approach that this significantly reduced our ability to
identify and correct data processing and modeling problems. For
example, the charge codes for gastroscope procedures initially were
not properly extracted and grouped from the EHR and therefore
could not be identified in the analysis. On review, the correct
charge codes for procedures using gastroscopes were grouped
together as described above. The analysis was rerun, and the cor-
rect exposure route was identified.

Results

The characteristics of the 9 outbreak investigations during the
study period are shown in Table 1. For some investigations,
molecular typing revealed several separate clusters. For example,
for investigation no. 2, there were 2 clusters involving 2 isolates
each. For 2 C. difficile outbreaks (nos. 8 and 9; 22%), epidemiologic
investigation revealed that transmission occurred in the nursing

units where the patients resided. Furthermore, 3 investigations
(33%) involved Klebsiella pneumoniae, 1 of which represented a
polyclonal ERCP-related outbreak (no. 2),3 and 1 each involved
bronchoscopy (no. 3) and gastroscopy (no. 7).12 In addition,
2 Acinetobacter baumanni investigations were determined to have
been transmitted in intensive care units (nos. 1 and 5). One out-
break each of Pseudomonas aeruginosa (no. 4) and P. putida
(no. 6) were also considered to involve bronchoscopy as the source.

All but 1 outbreak had ranges of 2–9 case patients with control
populations of ~4,000 to 56,000 patients (data not shown), depend-
ing on the duration of the outbreak. The remaining outbreak (no. 2)
had 28 case patients with 130,000 control patients. Overall, out-
breaks had 185 average charge transactions per patient, 2 average
room transactions per patient, and 263,777 total possible routes
of transmission explored by the data mining program.

The data mining program detected the correct routes of trans-
mission on the eighth patient of the ERCP outbreak and all other
previous outbreaks on the second positive isolate of each out-
break’s respective timeline. For example, for investigation no. 4,
Pseudomonas aeruginosa transmission related to a bronchoscope,
the bronchoscopy procedure was detected in 100% of cases from
case 2 to case 6 (OR, 138; P= .02) on the second case (Fig. 1).
Figure 2 shows investigation no. 3, Klebsiella pneumoniae trans-
mission related to a bronchoscope. The bronchoscope is persist-
ently ranked the highest plausible transmission route starting at
the second patient (OR = 140; P= .021). Table 1 displays the trans-
mission routes that were both determined independently by infec-
tion prevention and by the data mining program.

Potential infections prevented are shown in Table 1 based upon
a 7- or 14-day intervention period given the delay in plausible
intervention with real-time WGS and data mining analysis. In

Table 1. Characteristics of Outbreaksa

No. Date Organism

Cluster: No.
of Related
Isolates

Molecular
Typing
Method

Duration of
Transmission,

Days
Transmission

Route

Infections
Potentially
Prevented:

7-Day Intervention

Infections
Potentially
Prevented:

14-Day Intervention

1 Feb 12 Acinetobacter
baumannii

3 PFGE 19 Trauma ICU 1 1

2 Mar 13 Klebsiella
pneumoniae

A: 28 PFGE 865 ERCP 20 20

B: 2 3 ERCP 0b 0b

C: 2 13 ERCP 0b 0b

Total: 32

3 Jun 15 K. pneumoniae 7 PFGE 29 Bronchoscope 5 3

4 Jul 15 Pseudomonas
aeruginosa

8 PFGE 42 Bronchoscope 5 4

5 Aug 15 A. baumannii 5 PFGE 80 Medical ICU 3 2

6 Dec 15 P. putida 3 PFGE 1 Bronchoscope 0 0

7 Apr 16 K. pneumoniae 9 PFGE & WGS 39 Gastroscope 5 3

8 Jun 16 Clostridium
difficile

A: 2 WGS 4 Trauma Floor 0b 0b

B: 2 15 Post Anesthesia Unit 0b 0b

C: 2 35 Pulmonology Floor 0b 0b

Total: 6

9 Sep 16 C. difficile 4 WGS 67 Medical ICU 1 1

Total: 40 Total: 34

Note. PFGE, pulsed-field gel electrophoresis; WGS, whole-genome sequencing; ICU, intensive care unit; ERCP, endoscopic retrograde cholangiopancreatography.
aThe correct transmission route was identified by the data mining program for all outbreaks.
bOnly 2 isolates; cannot prevent any infections.
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total, for the 2011–2016 outbreak requests, potentially 40 or 34
infections (78% or 66% of possible preventable infections, respec-
tively) could have been prevented based on intervention imple-
mentation at 7 or 14 days.

Discussion

In this study, data mining of the EHR correctly identified transmis-
sion routes by the eighth patient of 1 outbreak and the second
patient in all other outbreaks studied. If run in conjunction with
routine molecular typing, up to 40 infections (78% of possible pre-
ventable infections) could have been prevented assuming that
proper intervention had occurred. To our knowledge, this is the
first reported study that combines molecular typing results and
automated data mining of the EHR in a hospital outbreak setting
to identify routes of bacterial transmission. Our results provide
proof of concept that automated data mining can correctly identify
routes of exposure in hospital outbreak investigations.

Automated data mining has several potential advantages over
traditional approaches to hospital outbreak investigations. First,
the EHR can be rapidly scanned for common exposures among
patients with complex hospitalizations. Second, automated data
mining allows rapid assessment of the strength of association of
suspected exposures. In this study, we incorporated a case-control
study design to identify outbreak transmission routes, which is
similar to the approach that is used in traditional outbreak inves-
tigations. We are currently refining this approach to allow the

infection preventionist to easily select and explore the most appro-
priate control population within the hospital. For example, to iden-
tify the route of transmission during an outbreak that occurs on a
single nursing unit, the most appropriate control population may
be nonoutbreak patients on the same unit. Both approaches have
the potential to substantially decrease the number of hours
required for outbreak investigations and to allow infection preven-
tion personnel with limited outbreak investigation expertise to
conduct relatively sophisticated investigations.

Our study and approach have several limitations. First, only
outbreaks that had been detected by traditional epidemiologic
approaches were included. This limitation could have resulted in
missing other patients with genetically related isolates who should
have been included as cases, thus leading to both an underestimate
of the magnitude of the outbreak and having the patients incor-
rectly included in our control population. Despite this limitation,
data mining still identified the correct transmission routes. We
anticipate that we can largely overcome this limitation in the future
by implementing WGS surveillance of key hospital pathogens.
Second, the intervention delay of 7 or 14 days was based on hypo-
thetical timelines that considered the time required to perform
WGS, analyze data, and enact interventions (eg, removing a device
from use, targeted environmental cleaning, and/or staff education).
Regardless, a conservative delay of 14 days for effective interven-
tions still demonstrated 34 potential infections prevented across a
relatively small number of outbreaks. Third, we did not include

Fig. 1. Transmission route ranking for outbreak no. 4:
Pseudomonas aeruginosa from a contaminated broncho-
scope. Panel A: Results for bronchoscopy, showing timing
of cases, the proportion of cases who were found in the
EHR to have been exposed to bronchoscopy before illness
onset, the percent of the control population that was
found in the EHR to have been exposed to bronchoscopy,
the score, the ranking relative to other exposures, the
P value and odds ratio. Panel B: Graphical depiction of
relative ranking of bronchoscopy and 2 other ranking
exposures (top figure) and the cumulative number of
cases (bottom figure), both over time.
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some variables, such as exposure to specific healthcare workers. In
subsequent iterations, we plan to expand the number of variables
that are included. Fourth, our analysis focused on single-modal
transmission routes. For example, outbreak no. 2 was not detected
until the eighth patient because some of the patients early in the
outbreak did not have an ERCP procedure, which suggested
another transmission route early in the outbreak. This initially
diminished our ability to detect ERCP as the major transmission
route. However, had WGS surveillance been in place in real time,
the outbreak might have been detected sooner. Fifth, the creation
of the data mining algorithm required unblinding of the investiga-
tors for some outbreaks. However, this was required during this
developmental phase of EDS-HAT, which is now undergoing pro-
spective validation. Finally, automated data mining of the EHR
does not obviate the need for traditional “shoe leather” epidemiol-
ogy for outbreak investigations. Additional efforts will often be
required such as manual review of the EHR to obtain information
about exposure details and culturing of an implicated device or
direct observations of suspected procedures based on the results
of this automated approach.

We have recently instituted WGS surveillance of key hospital
bacterial pathogens to enhance outbreak detection in our hospital.
If run in real time, routine WGS in combination with data mining
has the potential to identify outbreaks earlier than traditional
methods thus preventing a larger outbreak or, importantly,

identify outbreaks that might not otherwise be detected.
Prospective validation of this approach is underway.
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