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Abstract
This article examines the social challenges posed by the data-driven economy, their implications for inter-
national trade law, the current trade negotiating context involving distinct models advanced by the United
States, European Union, and China, and a way forward that can both enhance trade and regulatory efficacy.
It examines seven interrelated risks. They are the rise of ‘winner-take-all’ companies; social control through
public and private surveillance; social polarization; premature deindustrialization; national security threats;
cybersecurity risks; and threats to personal privacy. In response to these risks, the article contends that trade
agreements should be deferential to national regulation, while supporting mechanisms for regulatory learn-
ing and adaptation. In this spirit, the article advances a governance framework that goes beyond ‘liberaliza-
tion’ and that foregrounds the importance of building resilience and engaging in regulatory problem solving.

Keywords: Digital economy and trade; electronic commerce; cybersecurity; data privacy; resilience; regulatory governance
and learning

Data, it is said, is the new oil. Treated as a raw material, once processed, once refined, data fuels
the new economy. But data also differs from oil in multiple ways. Unlike oil, it is not only non-
depletable, it is constantly generated and exponentially growing, which enhances its value.
Moreover, unlike oil, data exhaust from transactions is not waste but recycled for further use.
And unlike oil, data is non-rivalrous as it can be exploited by multiple users. Yet, despite the dif-
ferences, the metaphor is powerful not only because data fuels the new economy, but also because
data is extracted as raw material (in this case not only from land but from humans), and data is
then refined and protected and traded through law as a form of property.2 The value of data vastly

1Chancellor’s Professor, University of California, Irvine School of Law. This article is adapted from a keynote presentation
at a conference organized by the Asian International Economic Law Network (AIELN) in Taipei, entitled ‘International Trade
Regime for the Data-Driven Economy: How Will Artificial Intelligence Transform International Economic Law’. I thank
Anne van Aaken, Mira Burri, Jacob Cogan, Monica Hakimi, Alex Huneeus, Christopher Leslie, participants at a workshop
at the University of California, Irvine, participants at the AIELN conference, two anonymous reviewers, and Mona
Pinchis-Paulsen (as WTR editor) for their comments and suggestions.

2The legal construct of property rights in data is subject to considerable debate. Compare J. Cohen (2018) ‘The Biopolitical
Public Domain: The Legal Construction of the Surveillance Economy’, Philosophy & Technology 31: 213–214 (noting how
personal data is ‘reconceived as a resource that is unowned but potentially appropriable’ and then protected); K. Pistor
(2019) The Code of Capital: How the Law Creates Wealth and Inequality. Oxford, UK: Princeton University Press, 126–
131 (on the use of trade secrecy doctrine and patents in relation to big data); K. Pistor (2020) ‘Rule by Data: The End of
Markets?’, Law and Contemporary Problems 83(2): 101, 120 (proposing ‘treating data producers as co-owners of the database’
in a prorated fashion); S. Zuboff (2019) The Age of Surveillance Capitalism: The Fight for a Human Future at the New Frontier
of Power. New York, NY: PublicAffairs; and L. Weinar (2016) Blood Oil: Tyrants, Violence, and the Rules that Run the World.
Oxford, UK: Oxford University Press (critiquing the role of property law in legitimizing theft by corrupt leaders of a people’s
natural resources, such as oil). To give some examples, should data that is generated by user interaction with a product (say a
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surpasses that of oil as measured by the capitalization of the world’s largest firms.3 The only ques-
tion for companies is how to gather, store, analyze, and deploy data ever more efficiently since
data can significantly reduce transaction and production costs.

This article examines the social challenges posed by a data-driven economy, their implications
for trade law, the current trade negotiating context, and a way forward that can both enhance
trade and regulatory efficacy. The article’s normative premise is that countries and the societies
that they represent face different contexts and have different normative preferences, such that it is
important to develop mechanisms to govern the interface of different regulatory systems and
show appropriate deference toward domestic choices. At the same time, institutional mechanisms
can facilitate deliberation, learning, and norm development regarding the regulatory choices at
stake and their implications.

The article is divided into four sections. Section 1 sets the stage regarding law as a ‘channeling’
tool in the digital economy. Section 2 examines seven critical governance challenges posed by the
data-driven economy. Section 3 presents the negotiating context in which three major powers –
the United States, European Union, and China – advance different governance models. Section 4
provides a governance framework for moving forward in light of the challenges, a framework that
is modest and that foregrounds the importance of building resilience and engaging in problem
solving, learning, and adaptation. The proposed framework does not offer a panacea, especially
given regulatory uncertainty and legitimate differences in country positions. However, it does
put trade negotiations in a broader governance context, noting where commitments in trade
agreements are more appropriate and where they need to be subject to regulatory flexibilities.
It also notes where these issues should be addressed through other governance mechanisms
involving policy frameworks beyond trade liberalization.

1. The Data-Driven Economy and Law
The data-driven economy refers to the collection, aggregation, organization, analysis, exchange,
and exploitation of digital information, whether for use in production (such as in ‘smart manu-
facturing’ and ‘smart agriculture’), the sale of goods and services (such as through electronic com-
merce), the provision of services (such as through online platforms like Uber), and trade in data
as such (whether for advertising, solicitation, or assessment, as for credit ratings).4 The data-

rented driverless vehicle) be owned by the user, the producer (of the vehicle), or a third-party service provider (such as the
rental company, the provider of GPS services, or the provider of insurance). Should individuals retain ownership rights in
their data? Should data be socialized so that large companies are forced to share data with competitors to combat monop-
olization? Should oligopolistic companies holding data be regulated like utilities? Should governments create state-owned
enterprises to profit from citizens’ data that the government holds? Or, alternatively, should there be bans on the collection
and use of some data so that data does not become property at all?

3Seven of the eight most valuable listed firms in 2019 profit critically from data: Microsoft, Apple, Amazon, Alphabet (par-
ent of Google), Facebook, Alibaba, and Tencent (parent of WeChat). The eighth is Berkshire Hathaway, a holding company
whose largest holding is Apple. We pay for the ‘free’ services of Google, Facebook, Alibaba, and WeChat by exchanging access
to us and our data. WeChat, owned by Tencent, is the largest social network in China. Facebook envies it in terms of the
range of services that WeChat (the ‘everything app’) offers. N. Statt and S. Liao (2019) ‘Facebook Wants to be WeChat’,
The Verge, 8 March 2019, www.theverge.com/2019/3/8/18256226/facebook-wechat-messaging-zuckerberg-strategy (accessed
14 January 2021).

4OECD (2013) ‘Exploring Data-Driven Innovation as a New Source of Growth: Mapping the Policy Issues Raised by
“Big Data”’, OECD Digital Economy Paper No. 222, www.oecd-ilibrary.org/science-and-technology/exploring-data-driven-
innovation-as-a-new-source-of-growth_5k47zw3fcp43-en (noting data products, data-intensive products, data-driven R&D,
data-driven processes, data-driven marketing, and data-driven organization across sectors); A. Kusiak. (2018) ‘Smart
Manufacturing’, International Journal of Production Research 56(1–2), 508–517, at 508 (‘Smart manufacturing is an emerging
form of production integrating manufacturing assets of today and tomorrow with sensors, computing platforms, communi-
cation technology, control, simulation, data intensive modelling and predictive engineering’); S. Wolfert et al. (2017) ‘Big
Data in Smart Farming – A Review’, Agricultural Systems 153, 69–80, at 69 (‘New technologies such as the Internet of
Things and Cloud Computing are expected to leverage this development and introduce more robots and artificial intelligence
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driven economy is fueled by the data generated from connected devices, which is then used to
innovate, produce, operate, and sell responsive machines, goods, and services.5 McKinsey esti-
mates that the value of global data flows surpassed that of trade in goods as early as 2014.6

Today, such data constitutes a fourth factor of production, in addition to the three traditional
ones of land, labor, and capital.7

Technology has been and is being developed through the exponential rise in computing power,
storage, and bandwidth to exploit data. 5G wireless technology expands capacity, enhances the
speed of information flows, reduces latency for near-real time communication, and transforms
scalability for new services. Data-trained artificial intelligence (AI) industrializes learning,
which increases productivity, reduces costs, and improves logistical services, thus facilitating
trade.8 Microchips enable powerful computers at our fingertips, generating new data to be pro-
cessed. ‘Smart’ manufacturing self-automates, trumpeted in Germany as ‘Industry 4.0’ and in
the United States as the ‘Industrial Internet’. Linking big data, cloud computing, wireless sensor
networks, and automated analytic tools with industrial equipment makes manufacturing more
efficient, more precise, and more responsive.9 Daily life – from driverless cars to heart monitors
and security locks – revolutionize through the so-called Internet of Things.10

Many, if not most commentators on trade and technology, are technological optimists since, in
basic economic theory, ‘technological progress by definition shifts out the production possibilities
frontier’ and thus enhances aggregate social welfare.11 Basic trade law and economics casebooks
deploy parables that compare trade with technology with a moral that countries should embrace

in farming. This is encompassed by the phenomenon of Big Data, massive volumes of data with a wide variety that can be
captured, analysed and used for decision-making’). For different definitions of digital trade that vary in their expansiveness,
see J. Meltzer (2019) ‘Governing Digital Trade’,World Trade Review 18(S1), S23–S48, S33 (including those of the WTOWork
Program on Electronic Commerce and the US International Trade Commission). Ciuriak and Ptashkina break down digital
trade into five modes. D. Ciuriak and M. Ptashkina (2018) ‘The Digital Transformation and the Transformation of
International Trade’, International Center for Trade and Sustainable Development Issue Paper, Geneva.

5D. Ciuriak (2018) ‘The Economics of Data: Implications for the Data-Driven Economy’, Center for International
Governance Intervention, Data Governance in the Digital Age Essay Series, 14–19, at 14.

6J. Manyika et al. (2015) ‘The Internet of Things: Mapping the Value beyond the Hype’, McKinsey Global Institute;
J. Manyika and M. Chui (2015) ‘By 2025, Internet of Things Applications Could Have US 11 Trillion Impact’, Fortune,
22 July 2015, https://fortune.com/2015/07/22/mckinsey-internet-of-things/ (accessed 15 January 2021).

7Contemporary economists sometimes distinguish human capital (consisting of skills and education) from labor, as well as
entrepreneurship and/or technology.

8D. Ciuriak (2018) ‘Digital Trade: Is Data Treaty-Ready’, CIGI Papers No. 162, Center for International Governance
Innovation, Waterloo, ON, www.cigionline.org/sites/default/files/documents/Paper%20no.162web.pdf. AI can reduce trans-
port, storage, and logistics costs by optimizing production and route planning and reducing uncertainty of delivery times.
It can facilitate localized manufacturing through 3D printing. These costs represent a major share in overall trade costs,
and, therefore, their reduction can have a large impact on trade flows. World Trade Organization, ‘World Trade Report
2018: The Future of World Trade: How Digital Technologies Are Transforming Global Commerce’ (3 October 2018), 8,
wto.org/english/res_e/publications_e/world_trade_report18_e_under_embargo.pdf (accessed 15 January 2021).

9D. Henke et al. (2016) ‘The Age of Analytics: Competing in a Data-Driven World’, McKinsey Global Institute. The char-
acteristics of data-driven smart manufacturing include: (i) the enabling of ‘customer-centric product development by exploit-
ing user data’; (ii) the enabling of smart production planning by exploiting task data; (iii) the enabling of precise control by
exploiting data from the manufacturing process; (iv) the enabling of manufacturing process monitoring through exploiting
real-time data; and (v) the enabling of proactive maintenance and quality control by exploiting historical and real-time data.
Fei Tao et al. (2018) ‘Data-Driven Smart Manufacturing’, Journal of Manufacturing Systems 48(C), 157–169, at 161.

10The Internet of Things equips everyday objects, such as thermostats, refrigerators, and coffee machines, with identifying,
sensing, networking, and processing capabilities that allow them to communicate with other devices via the internet to
achieve their objectives. World Trade Organization, ‘World Trade Report 2018: The Future of World Trade: How Digital
Technologies Are Transforming Global Commerce’ (3 October 2018), 7, wto.org/english/res_e/publications_e/world_
trade_report18_e_under_embargo.pdf (accessed 15 January 2021).

11A. Korinek and J. Stiglitz (2017) ‘Artificial Intelligence and Its Implications for Income Distribution and
Unemployment’, NBER Working Paper No. w24174, National Bureau of Economic Research, Cambridge, MA, 21, www.
nber.org/papers/w24174.
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the social welfare benefits of trade.12 Even Dani Rodrik, a leading critic of the trade regime for
having liberalized too far, has argued that technology is more benign than trade in its distribu-
tional effects.13

If one is a technology optimist, then our task is less daunting: law should incentivize technol-
ogy’s development and use. Ronald Gilson, writing from Stanford in the nerve center of Silicon
Valley, famously called lawyers ‘transaction cost engineers’.14 It is lawyers who grease the wheels
and driverless cars of innovation – the creative disruptor of not just commerce but our life worlds.
It is law and lawyers that construct the intangibles of the data-driven economy, such that data’s
potential as energy is released.15 Because AI systems require huge quantities of updated data to
‘train’ them and to continuously learn, improve, and refine their output, the data-driven economy
relies on the free flow of data across borders generated from digitized societies.16 Predictions
made through AI improve with more data, driving demand. For economic globalization, the
‘free flow of data’ becomes the ‘fifth freedom’ alongside the free movement of goods, services,
capital, and labor – the ‘four freedoms’ of the European Union’s internal market.17

The great contract scholars and rule-of-law theorists stressed law’s channeling function.18 For
the technological optimist, lawyers’ role is to free up data flows so as to release pent-up energy for
a leap in efficiency, facilitating the making of responsive, just-in-time products adapted to indi-
vidual and group desires and needs. The challenge for trade law scholars then is to combat con-
straints on data flows such as data localization requirements that are proliferating,19 and new
digital taxes,20 constituting a new protectionism impeding progress in the digitalized world.
The challenge is to press for inter-operative standards to ensure frictionless flow across borders

12In the parable, an entrepreneur declares that he has found a way to transform wheat into cars, thereby significantly low-
ering the cost of production, decreasing the cost of cars for consumers, and thus increasing standards of living. A competitor,
however, discovers that the purported production facilities are in fact empty and that the lower cost production comes from
trading domestic-produced wheat for foreign-produced cars, leading to a public outcry. J. Pauwelyn, A. Guzman, and
J. Hillman (2016) International Trade Law. New York, NY: Wolters Kluwer, 12–13; and J. Ingram (1983) International
Economics. Hoboken, NJ: Wiley & Sons, Inc.

13D. Rodrik (2011) The Globalization Paradox: Democracy and the Future of Trade Law. New York, NY: W.W. Norton,
59–60.

14R. Gilson (1998) ‘Lawyers as Transaction Cost Engineers’, The New Palgrave Dictionary of Economics and the Law.
New York, NY: Stockton Press, 508–514, 509. Compare K. Pistor (2019) The Code of Capital: How the Law Creates
Wealth and Inequality. Princeton, NJ: Princeton University Press, 158–182 (lawyers as ‘The Masters of the Code’, servicing
capital’s needs); and A. Chander (2014) ‘How Law Made Silicon Valley’, Emory Law Journal 63(3), 639–694.

15Compare W. Hurst (1956) ‘The Release of Energy’, Law and the Conditions of Freedom in the 19th Century United States.
Madison, WI: University of Wisconsin Press, 3.

16D. Barton et al. (2017) ‘Artificial Intelligence: Implications for China’, McKinsey Global Institute, 7; D. Ciuriak (2017)
‘The Knowledge-based and Data-driven Economy: Quantifying the Impacts of Trade Agreements’, CIGI Paper Series, Paper
No. 156, Center for International Governance Innovation, Waterloo, ON, 5, www.cigionline.org/publications/knowledge-
based-and-data-driven-economy-quantifying-impacts-trade-agreements.

17D. Ciuriak (2018) ‘Digital Trade: Is Data Treaty-Ready’, CIGI Papers No. 162, Center for International Governance
Innovation, Waterloo, ON, www.cigionline.org/sites/default/files/documents/Paper%20no.162web.pdf.

18L. Fuller (1941) ‘Consideration and Form’, Columbia Law Review 41(5), 799–824, 801 (on legal form’s ‘channeling func-
tion’); K. Llewellyn (1940) ‘The Normative, the Legal, and the Law Jobs: The Problem of Juristic Method’, Yale Law Journal
49(8), 1355–1400, at 1376–1383 (‘The function includes, to repeat, not only the channeling of overt behavior but the chan-
neling of expectations, norms and claims’); H. Hart (1961) The Concept of Law. Oxford, UK: Oxford University Press (law as
‘facilitative’); S. Shapiro (2013) Legality. Cambridge, MA: Harvard University Press (law as ‘planning’, or plan-like norms,
that help guide and coordinate action).

19A. Chander and U. Lê (2015) ‘Data Nationalism’, Emory Law Journal 64(3), 677–739, at 679.
20G. Hufbauer and Z. Lu (2018) ‘The European Union’s Proposed Digital Services Tax: A De Facto Tariff’, Peterson

Institute for International Economics, 2, www.piie.com/publications/policy-briefs/european-unions-proposed-digital-
services-tax-de-facto-tariff (accessed 15 January 2021). The imposition of digital taxes has become a new subject of trade
disputes. Office of the United States Trade Representative, Initiation of a Section 301 Investigation of France’s Digital
Services Tax, Docket No. USTR-2019-0009 (16 July 2019); P. Glicklich and H. Martin (2019) ‘Not Whether but When
and How: US Response to Unilateral Digital Taxation’, Bloomberg Law, 30 October 2019, www.cambridge.org/core/jour-
nals/world-trade-review/information/instructions-contributors.
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and combat fragmentation. The dream is a world where small-and-medium-sized enterprises
(SMEs) – the Jeffersonian democrats of the marketplace – can compete on a fair footing with
the multinational behemoths.21 The goal is a terrain where developing country entrepreneurs
can better participate and compete because deficiencies of physical infrastructure matter less in
a world of hand-held computers and digitalized communications and services.22 The vision is
a world of affordable products tailored for individual wants produced in an environmentally sus-
tainable way.23 With advances such as 3-D printing, we conceivably could live in a more localized
society that would, in the words of Richard Baldwin, in his book The Globotics Upheaval, ‘make
for a better society’.24 Trade lawyers’ role, from this vantage, is to release the potential of micro-
chips, circuits, and smart machines through the free flow of data. If only government represen-
tatives could see policy from the individual consumer’s perspective and understand the utilitarian
benefits of global markets, the neoclassical trade theorist posits, the world would be freer, richer,
and more peaceful.

However, if one is not a technology optimist, if one is a pragmatist who believes that there are
tradeoffs, if one finds that technology may be unstoppable but there remain choices for governing
it, if one is concerned about not just pathologies but pathogens that law can channel, then what
channel should governments choose?25 In a world of uncertainty, of speculation, amidst the fog
of transnational distrust, insecurity, and rivalry, governments face a daunting task.

2. The Challenges Posed
Let us consider seven risks that the technological tsunami of AI could unleash that are both dis-
tinct and interrelated. They are the rise of ‘winner-take-all’ companies and social inequality; social
control through public and private surveillance; social polarization and risks to democracy; pre-
mature deindustrialization implicating development; national security threats and geopolitical
rivalry; cybersecurity risks; and threats to personal privacy and dignity. Although technological
change offers great societal benefits, it also raises new regulatory challenges for which responses
vary depending on societal contexts and preferences. There is thus reason for pause before

21World Trade Organization, ‘World Trade Report 2018: The Future of World Trade: How Digital Technologies Are
Transforming Global Commerce’ (3 October 2018), 9, wto.org/english/res_e/publications_e/world_trade_report18_e_
under_embargo.pdf (accessed 15 January 2021). (‘The potential decline in trade costs can disproportionately benefit
MSMEs and firms from developing countries’); and at 39, 69 (digitalization ‘leads to a substantial decrease in the cost of
entry, making it easier for firms to produce, promote and distribute media products’); J. Meltzer (2019) ‘A WTO Reform
Agenda: Data Flows and International Regulatory Cooperation’, Global Economy & Development Working Paper 130,
The Brookings Institution, Washington, DC, www.brookings.edu/research/a-wto-reform-agenda/, 4 (‘e-commerce provides
a potentially significant opportunity to increase small business participation in international trade’).

22Ibid. at 9, 11.
23‘Additive manufacturing is expected to lead to a shift towards more digital and localized supply chains and lower energy

use, resource demands and related CO2 emissions over the product life cycle.’ World Trade Organization, ‘World Trade
Report 2018: The Future of World Trade: How Digital Technologies Are Transforming Global Commerce’ (3 October
2018), 32, wto.org/english/res_e/publications_e/world_trade_report18_e_under_embargo.pdf (accessed 15 January 2021);
M. Gebler, A. Uiterkamp, and C. Visser (2014) ‘A Global Sustainability Perspective on 3D Printing Technologies’, Energy
Policy 74, 158–167. Additive manufacturing, for example, should reduce wasteful excess production because of its focus
on efficiency and just-in-time production. However, maintaining massive amounts of data in the cloud and analyzing
them through AI also requires large amounts of energy that may come with significant environmental costs. N. Jones
(2018) ‘The Information Factories: Data Centres are Chewing Up Vast Amounts of Energy’, Nature 561, 163–166.

24R. Baldwin (2019) The Globotics Upheaval: Globalization, Robotics, and the Future of Work 261. Oxford, UK: Oxford
University Press. See also V. Mayer-Schonberger and T. Ramge (2018) Reinventing Capitalism in the Age of Big Data.
New York, NY: Hachette Book Group, 14 (‘Even rich data markets won’t be perfect; but pragmatically, they will be far super-
ior to what we have today’); P. Barwise (2018) ‘Nine Reasons Why Tech Markets Are Winner-Take-All’, Think, 10 July 2018,
www.london.edu/think/nine-reasons-why-tech-markets-are-winner-take-all (accessed 15 January 2021).

25Compare O. Lobel (2016) ‘The Law of the Platform’,Minnesota Law Review 101, 87–166, at 102 (characterizing platform
innovation in digital economy as ‘unstoppable’, raising the question of how to regulate it).
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concluding ambitious trade agreements that free data flows, at least without significant safe-
guards. This section examines each of these challenges before the following ones address future
governance options, including through trade agreements that complement (and defer to) other
governance mechanisms.

First, the data-driven economy could spur growing inequality in multiple ways, which, in turn,
could trigger the risks discussed below. On the one hand, because of network effects, increasing
returns of scale and scope, and the dynamic of first-mover advantage, the data-driven economy
increasingly gives rise to winner-take-all – or winner-take-most – companies, such as Amazon for
e-commerce, Google for search engines, and Facebook for social networking.26 Companies pro-
ficiently using AI can serve additional customers globally at little marginal cost at the same time
as they enhance quality, enabling the owner of this form of capital to capture unprecedented eco-
nomic rents.27 Unlike traditional industries, scale can be increased without the costs of ‘mass’
because data is weightless; its storage is in the cloud. It thus entails near-zero marginal production
costs. From this vantage, the trumpeting of e-commerce in terms of how it will benefit SMEs
could be a utopian fantasy.

A data-driven economy not only enables economic behemoths to monopolize, but also enables
them to engage in price discrimination so that they price at what each individual consumer is
willing to pay. One of the staple arguments for the benefit of markets in neoclassical economics –
that of ‘consumer surplus’ – is thus extracted from individuals since companies have the ability to
predict what exactly each consumer is willing to pay and charge that amount.28 In addition, AI
permits companies to engage in cartel-like behavior through reactive, tit-for-tat responses to
coordinate prices, once more to extract rents.29 As winner-take-most companies reap monopoly,
oligopoly, and collusive rents, inequality proliferates (including between high- and low-skilled
workers). The trade regime is already under considerable stress. Simply removing trade barriers
to data flows could contribute to social conflict within countries unless growing inequality is
addressed.

Second, companies and governments gather data through surveillance that can exploit and
shape us. The algorithms they use to process our data enable them to know our future and predict
what we want and when we want it better than ourselves. Our wired world creates opportunities
for enhanced state control through harnessing social pressure, epitomized by the development of
‘social credit’ systems in China.30 In parallel, it enables ‘surveillance capitalists’ to steer us toward
products to maximize their profits.31 Not just our data can be automated, but also us. When

26D. Autor et al. (2017) ‘Concentrating on the Fall of the Labor Share’, American Economic Review 107(5), 180–185, 184.
The challenges for labor in the digital economy, such as when workers are treated as ‘independent contractors’ so that they
are unable to bargain collectively, are multiple and are not addressed here.

27D. Ciuriak and M. Ptashkina (2018) ‘The Digital Transformation and the Transformation of International Trade’,
International Center for Trade and Sustainable Development Issue Paper, Geneva, 9.

28Consumer surplus represents the difference between the maximum price a consumer is willing to pay and the actual
price they pay based on market prices. There are benefits to precision/demand pricing so as to more accurately value
goods and services, and thus increase efficiency in matching supply and demand, but such pricing practices also enable com-
panies to extract rents, especially in oligopolistic markets.

29World Trade Organization, ‘World Trade Report 2018: The Future of World Trade: How Digital Technologies
Are Transforming Global Commerce’, 42, 142 (3 October 2018), wto.org/english/res_e/publications_e/world_trade_report18_
e_under_embargo.pdf (accessed 15 January 2021). In addition, under this market dynamic, it is harder for niche companies
to create profitable niches, which reduces the likelihood that some consumers will be served. Winner-take-all companies acquire
small companies to foreclose competition and, in the process, reduce consumer choice.

30K. Strittmatter (2019) We Have Been Harmonised: Life in China’s Surveillance State. London, UK: Old Street Publishing;
K. Wong and A. Dobson (2019) ‘We’re just data: Exploring China’s Social Credit System in Relation to Digital Platform
Ratings Cultures in Westernised Democracies’, Global Media and China 4(2), 220–232, at 221.

31‘Surveillance capitalism unilaterally claims human experience as free raw material for translation into behavioral data …
fabricated into “prediction products” that are traded in “behavioral futures markets,” creating incentives “to herd behavior to
profitable outcomes.”’ S. Zuboff (2019) The Age of Surveillance Capitalism: The Fight for a Human Future at the New Frontier
of Power. New York, NY: Public Affairs, 8; J. Cohen (2018) ‘The Biopolitical Public Domain: The Legal Construction of the
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social media become constitutive of social participation, we become increasingly numb to com-
panies and governments knowing everything about us, while we know nothing about how and
what they know.32 We as consumers are consumed. We participate in our commoditization to
fuel trading in data to make the commodities that we buy. It is law that helps constitute that rela-
tionship, including through protecting company algorithms through property law.33 Law could,
for example, ban particular algorithmic practices and otherwise require disclosure and monitor-
ing of algorithms so that they can be contested, whether for different forms of bias or for their
social consequences.34

Third, because of rising inequality within countries and the spread of disinformation that the
data-driven economy facilitates, social conflict within countries could rise, undermining demo-
cratic systems. Violence looms, threatening national civic and global peace. US President
Trump’s references to the prospect of ‘civil war’ were he to be impeached,35 and his subsequent
spouting of disinformation and conspiracy theories and instigation of a mob that ransacked the
Capitol, were symptomatic, as were the mass protests of the ‘yellow vest’ movement in France.36

Populist leaders harness US and European workers’ lost sense of status from the shift of jobs to
China and the East, harnessing nationalist and populist fervor.

As a result, the data revolution has intensified pressures on democracies. To start, the dynamic
of increased economic inequality facilitates conditions for decreased social solidarity and
increased social conflict, which can erode democracies. More specifically, the data revolution
enables others to manipulate our views, including through the proliferation of ‘fake news’ that
harnesses predictive power regarding our psychology and behavior.37 Tech developed and har-
nessed by groups such as Cambridge Analytica relentlessly targets individual vulnerabilities
and spurs ‘thinking fast’ tribal responses, thus manipulating behavior to win elections and
embed leaders in power.38 Foreign authoritarian powers can harness these mechanisms, creating
‘vast numbers of fake persons orchestrated by shadowy intelligence warfare units building
momentum for online paranoia and conspiracy theories’.39 In addition, entrepreneurs can profit
by targeting search results from prior preferences, which divides societies into information bub-
bles, leading to increased social fragmentation and political polarization. While foreign

Surveillance Economy’, Philosophy & Technology 31, 213–233, at 231(‘a commercial future in which consumer surplus is
extracted “from each according to his abilities,” while goods and services flow “to each according to his [manufactured]
needs”’).

32F. Pasquale (2016) The Black Box Society. Cambridge, MA: Harvard University Press.
33K. Pistor (2019) The Code of Capital: How the Law Creates Wealth and Inequality. Princeton, NJ: Princeton University

Press, 129–131.
34F. Pasquale (2019) ‘The Second Wave of Algorithmic Accountability’, Law and Political Economy Project, 25 November

2019, https://lpeproject.org/blog/the-second-wave-of-algorithmic-accountability (accessed 15 January 2021) (contending that
some algorithms should be banned).

35M. McCord (2019) ‘Armed Militias Are Taking Trump’s Civil War Tweets Seriously’, Lawfare Blog, 2 October 2019,
www. lawfareblog.com/armed-militias-are-taking-trumps-civil-war-tweets-seriously (accessed 15 January 2021). As
Diamond also writes, Trump suggested that if his democratically nominated rival, Hillary Clinton, won, the only way to
stop her from picking liberal, pro-gun-control judges would lie with ‘the Second Amendment people’– a clear reference
to gun violence and assassination’. L. Diamond (2019) Ill Winds: Saving Democracy from Russian Rage, Chinese
Ambition, and American Complacency. New York, NY: Penguin Press, 78–79.

36P. Goodman (2019) ‘Inequality Fuels Rage of “Yellow Vests” in Equality-Obsessed France’, New York Times, 15 April
2019, www.nytimes.com/2019/04/15/business/yellow-vests-movement-inequality.html (accessed 15 January 2021).

37L. Diamond (2019) Ill Winds: Saving Democracy from Russian Rage, Chinese Ambition, and American Complacency.
New York, NY: Penguin Press, 78–79; R. Hasen (2020) Election Meltdown: Dirty Tricks, Distrust, and the Threat to
American Democracy. New Haven, CT: Yale University Press; D. Kaye (2019) Speech Police: The Global Struggle to Govern
the Internet. New York, NY: Columbia Global Reports.

38J. Bartlett (2018) The People vs Tech: How the Internet is Killing Democracy. New York, NY: Dutton, 1 (‘In the coming
years either tech will destroy democracy and the social order as we know it, or politics will stamp its authority over the digital
world’).

39V. Buterin and J. Lanier (2018) ‘Forward’, in E. Posner and E. Weyl, Radical Markets: Uprooting Capitalism and
Democracy for a Just Society. Princeton, NJ: Princeton University Press, xxv.
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governments target conspiracy theories at vulnerable groups to create social chaos, entrepreneurs
do so to profit from ‘clickbait’.40 As Larry Diamond documents, anti-democratic politics are
spreading globally.41 Democracies risk becoming a shell, unless governments, companies, and
societies rise to the regulatory challenge.

Fourth, the technological revolution can lead to ‘premature deindustrialization’ of developing
countries, possibly trapping them at low-income levels in services sectors, widening the global
economic divide by a ‘digital divide’.42 Development economists worry about the consequences
for development since manufacturing helped make many developing countries, particularly in
Asia, richer.43 With deindustrialization, smart manufacturing enterprises operate more like soft-
ware companies, requiring employees to design, program, operate, and debug ‘smart’ machines.
That know-how will more likely reside in a few leading countries, with the United States, Europe,
China, and a few others vying for leadership, while opportunities for other countries to catch up
through industrialization decrease. Smaller developing countries may benefit from free data
flows for foreign companies serving their constituents, but they also face foreign monopolists’
economic clout.

Fifth, data and AI pose national security challenges in light of new geopolitical rivalries and
conflict, in part because the refined data and technology have dual uses, giving rise to a shift
in trade analysis toward geopolitics and ‘geoeconomics’.44 This shift places traditional trade lib-
erals, with their analysis of trade’s mutual benefits, on the defensive. At the core of the US–China
trade war is technology, which will determine the global leaders of tomorrow and whether those
leaders are Chinese or American. As part of this competition, China competes with the United
States, Europe, and Japan in creating standards for the data-driven economy, such as for 5G infra-
structure and the future of manufacturing. The US contestation of China’s 2025 innovation ini-
tiative, in part, is because China threatens to take the lead in ‘smart manufacturing’ at the cutting
edge of technology. Yet, that technology also can be used for military purposes. Sales of Huawei
5G infrastructure, for example, become security concerns not only because they facilitate espion-
age, but also because a country’s economy can be held hostage under the threat of a shutdown of
wireless services. Technology can be ‘weaponized’ by withholding key components in a trade war
or in an actual conflict.45 More broadly, technology is now a key part of geoeconomic rivalry in
which economic predominance and technological independence become part of national security.
The rise of China threatens US hegemony and, possibly in turn, the stability of the international

40C. Silverman and L. Alexander (2016) ‘How Teens in the Balkans are Duping Trump Supporters with Fake News’,
BuzzFeed News, 3 November 2016, www.buzzfeednews.com/article/craigsilverman/how-macedonia-became-a-global-hub-
for-pro-trump-misinfo; A. Higgins, M. McIntire, and G. Dance (2016) ‘Inside a Fake News Sausage Factory: “This is All
About Income”’, New York Times, 25 November 2016, www.nytimes.com/2016/11/25/world/europe/fake-news-donald-
trump-hillary-clinton-georgia.html; N. Pelroth (2019) ‘A Former Fox News Executive Divides Americans Using Russian
Tactics’, New York Times, 21 November 2019, www.nytimes.com/2019/11/21/technology/LaCorte-edition-news.html.

41L. Diamond (2019) Ill Winds: Saving Democracy from Russian Rage, Chinese Ambition, and American Complacency.
New York, NY: Penguin Press.

42World Trade Organization, ‘World Trade Report 2018: The Future of World Trade: How Digital Technologies Are
Transforming Global Commerce’ (3 October 2018), wto.org/english/res_e/publications_e/world_trade_report18_e_under_
embargo.pdf (accessed 15 January 2021).

43Deindustrialization is ‘premature’ because developing countries lose the benefits of manufacturing jobs before ‘catching
up’ to the wealth and prosperity of ‘post-industrialized’ nations. D. Rodrik (2015) ‘Premature Deindustrialization’, NBER
Working Paper No. w20935, National Bureau of Economic Research, Cambridge, MA, 3, www.nber.org/papers/w20935.

44R. Blackwill and J. Harris (2016) War by Other Means: Geoeconomics and Statecraft. Cambridge, MA: Harvard
University Press (geoeconomics as the ‘use of economic instruments to promote and defend national interests, and to pro-
duce beneficial geopolitical results’); A. Roberts, H. Moraes, and V. Ferguson (2019) ‘Toward a Geoeconomic World Order in
International Trade and Investment’, Journal of International Economic Law 22(4), 655–676 (using the term ‘to describe a
macro level change in the relationship between economics and security in the regime governing international trade and
investment’).

45H. Farrell and A. Newman (2019) ‘Weaponized Interdependence: How Global Economic Networks Shape State
Coercion’, International Security 44(1), 42–79.
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system to the extent that it depends on one country being dominant, as contended in ‘hegemonic
stability theory’.46 Given the rivalry of a rising China and a declining United States, scholars now
warn of a new ‘Thucydides Trap’ in which the rising power and the incumbent heedlessly and
inescapably march toward war.47

Sixth, apart from geopolitical rivalry, the technology poses significant systemic concerns regard-
ing risks of system vulnerability, integrity, and availability.48 If the 5G network were to shut down
without a backup, whether from a terrorist attack or an accident, social chaos could spread, giving
rise to a Margaret Atwood MaddAddam dystopia.49 Economics, ecology, engineering, and psych-
ology – from their different vantages – all stress the importance of resilience to guard against system
collapse,50 which the risks of the COVID-19 virus exemplify. The so-called global financial crisis
was not in fact global because China and Chinese banks were less ensnared in the market disinte-
gration triggered by the US housing and mortgage-backed securities bubble. Countries could sell
their products to China, enabling the global economy to staunch contagion and recover more
quickly. Imagine the counterfactual if China’s economy had been ‘just like us’ (i.e., US) in 2008,
with free capital flows and globally integrated banks, and had crashed as well. Because it differed,
there was greater resilience for the global economy, benefitting everyone. This experience holds les-
sons for the risks posed by a global economy dependent on single technological systems, regardless
of whether geoeconomic conflict can be managed.

Seventh, and finally, there are risks to personal privacy and dignity. We have so far stressed
societal risks as opposed to individual ones, as the latter have been most frequently addressed
in legal scholarship.51 Many of these societal risks build on individual ones. Yet, even if societal
risks are addressed, the risks to individuals regarding their privacy, dignity, and safety, can be
ruinous, whether the individual be coerced by authoritarian governments or privately, such as
through social media.52

46‘Hegemonic stability theory’ posits that the international system will be more stable if one country is a dominant power
or hegemon, as was the United States following the end of the Cold War. R. Gilpin (2001) Global Political Economy:
Understanding the International Economic Order. Princeton, NJ: Princeton University Press.

47G. Allison (2015) ‘The Thucydides Trap’, The Atlantic, 24 September 2015, www.theatlantic.com/international/archive/
2015/09/united-states-china-war-thucydides-trap/406756/.

48Engineers refer to three types of risks known as CIA: confidentiality, integrity, and availability. Confidentiality refers to
data privacy and security (i.e., unauthorized information release). Integrity refers to the ability of a third party to enter and
compromise a program or device, such as a self-driven vehicle, a heart monitor, the electrical grid, or a nuclear power reactor
(i.e., unauthorized information modification). Availability refers to the ability to shut down a device or system (i.e., unauthor-
ized denial of use). These three risks are connected and thus referenced in terms of a triangle. For example, a breach of a
system’s integrity can compromise confidentiality as well as availability. AI, for example, can be very brittle, subject to com-
promise of its integrity so that a minor tweak can lead to serious malfunction, potentially leading to dire consequences. The
CIA triad is codified in the United States Code in 44 USC, §3552 (Definitions). Y. Cherdantseva and J. Hilton (2013) ‘A
Reference Model of Information Assurance Security’, International Conference on Availability, Reliability and Security,
546–555 (providing a history of the triad); N. Kobie ‘To Cripple AI, Hackers Are Turning Data Against Itself’, Wired
UK, 11 September 2018), www.wired.co.uk/article/artificial-intelligence-hacking-machine-learning-adversarial (accessed 15
January 2021).

49Margaret Atwood’s brilliant MaddAddam trilogy consists of Oryx and Crake (2003), The Year of the Flood (2009), and
MaddAddam (2013).

50R. Bhamra, K. Burnard, and S. Dani (2011) ‘Resilience: The Concept, a Literature Review and Future Directions’,
International Journal of Production Research 49(18), 5375–5393, at 5386, 5393 (noting ‘the conceptual linkages between vul-
nerability, resilience and adaptive capacity’); Y. Sheff (2005) ‘Building a Resilient Supply Chain’, Harvard Business Review
Supply Chain Strategy, October 2005, https://hbr.org/2007/08/building-a-resilient-supply-ch%20May%2011; J. Diamond
(2011) Collapse: How Societies Choose to Fail or Succeed. New York, NY: Penguin Books.

51See e.g. B. Schneier (2015) Data and Goliath: The Hidden Battles to Collect Your Data and Your World. New York, NY:
W.W. Norton & Company; D. Solove and P. Schwartz (2017) Information Privacy Law. New York, NY: Wolters Kluwer;
C. Kuner (2013) Transborder Data Flows and Data Privacy Law. Oxford, UK: Oxford University Press.

52In this vein, Europe (as well as others) has recognized a ‘right to be forgotten’ in recognition of individual privacy and
dignity. Case C-131/12 Google Spain SL, Google Inc. v Agencia Española de Protección de Datos, Mario Costeja González
[2014] 2013 E.C.R. 424. Compare D. Citron (2016) Hate Crimes in Cyberspace. Cambridge, MA: Harvard University Press.
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3. The Current Negotiating Context: Three Approaches
Trade negotiations often take a mercantilist orientation where trade negotiators aim to
protect domestic industries while opening foreign markets. Through the mechanism of
reciprocity, these negotiations, complemented by litigation, have led to greater trade
liberalization over time. For those focused on reciprocally opening markets, their starting point
is thus no different for data than it is for goods and services – how to free up flows, in this
case data flows that are intrinsic to the new data-driven economy. In terms of efficiencies in
production, the resulting trade law can reduce transaction costs for businesses and the costs of
segmented markets.53

Many trade scholars have focused on the lack of fit of current trade rules with developments in
the new digital economy.54 The same applies to international law more generally,55 rendering the
challenges for trade law even greater. Given that WTO rules were negotiated over a quarter of a
century ago before the Internet existed, scholars naturally conclude that trade rules must be
updated. WTO rules still address primarily goods, a legacy of the 1948 GATT, an era where
industrial manufacturing represented the commanding heights of the economy. In 1995, with
the creation of the WTO and its inclusion of a General Agreement on Trade in Services
(GATS), the trade regime partially and indirectly addressed services that are linked to the digital
economy, as well as technical regulations affecting trade in goods.56 But that too was a quarter of a
century ago and technology has changed radically. Today services constitute the largest and fast-
est growing part of the global economy in terms of output, value added, and employment.57 The
GATS only rudimentarily addresses digital issues where the line between a ‘good’ and a ‘service’
blurs and could eventually disappear.58 Not only are an increasing number of goods now inex-
tricably linked with ‘services’ (the Internet of Things), but know-how and data have become
the most valuable components of trade across borders.59

While WTO negotiations have failed to fill key regulatory gaps for digital trade, countries have
negotiated bilateral and plurilateral trade agreements to instill their priorities and values into
standards for the digital economy. Trade negotiations reflect competition between systems,
since countries’ positions reflect their internal policies. One can broadly speak of three distinct
approaches for digital governance advanced by the WTO’s three most powerful members –
the United States, the European Union (EU), and China.60

53At the WTO ministerial meeting in Buenos Aires in 2018, a group of members issued a Joint Statement on Electronic
Commerce to commence negotiations. WTO, Joint Statement on Electronic Commerce, WT/L/1056 (25 January 2019).

54J. Meltzer (2019) ‘AWTO Reform Agenda: Data flows and International Regulatory Cooperation’, Global Economy &
Development Working Paper 130, The Brookings Institution, Washington, DC, www.brookings.edu/research/a-wto-reform-
agenda/; A. Mitchell and N. Mishra (2018) ‘Data at the Docks: Modernizing International Trade Law for the Digital
Economy’, Vanderbilt Journal of Entertainment & Technology Law 20(4), 1073–1134; M. Burri (2017) ‘The Regulation of
Data Flows through Trade Agreements’, Georgetown Journal of International Law 48(1), 407–448.

55B. Kingsbury (2019) ‘Infrastructure and InfraReg: On Rousing the International Law “Wizards of Is”’, Cambridge
University Law Journal 8(2), 171–186, at 184.

56The WTO included a more detailed agreement governing product regulation, the Agreement on Technical Barriers to
Trade, but it was drafted before the rise of the data-driven economy and does not address data regulation.

57P. Buckley and R. Majmudar ‘The Services Powerhouse: Increasingly Vital to World Economic Growth’, Deloitte, 12 July
2018, www2.deloitte.com/us/en/insights/economy/issues-by-the-numbers/trade-in-services-economy-growth.html; S. Lund
et al. (2019) ‘Globalization in Transition: The Future of Trade and Value Chains’, McKinsey Global Institute, 109.

58Mitchell and Mishra, for example, note the limitations of the GATS classification system, and the fact that the main
restrictions on internet-based services are regulatory. A. Mitchell and N. Mishra (2018) ‘Data at the Docks: Modernizing
International Trade Law for the Digital Economy’, Vanderbilt Journal of Entertainment & Technology Law 20(4), 1073–1134.

59J. Manyika et al. (2015) ‘The Internet of Things: Mapping the Value Beyond the Hype’, McKinsey Global Institute.
60Ciuriak and Ptashkina present an excellent table comparing US, EU, and Chinese approaches across issue areas based on

the TPP, the EU–Canada Comprehensive Economic and Trade Agreement (CETA), and the China–Australia Free Trade
Agreement. D. Ciuriak and M. Ptashkina (2018) ‘The Digital Transformation and the Transformation of International
Trade’, Table A1 in Annex 2, International Center for Trade and Sustainable Development Issue Paper, Geneva.
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The United States has trumpeted a world of free ‘data flows’ that would benefit its compan-
ies.61 The United States–Mexico–Canada Agreement (USMCA), which entered into force on
1 July 2020, illustrates the US approach.62 Chapter 19 of the agreement is on ‘Digital
Trade’, and it represents the first time that a trade agreement has a chapter with such a
title. Although this change is, in part, semantic since the chapter borrows significantly from
chapter 14 of the earlier Trans-Pacific Partnership (TPP) agreement on ‘Electronic
Commerce’, the title signifies a concern broader than trade in goods, and the chapter indeed
further tightens rules in favor of US technology companies. It includes provisions mandating
free movement of data, a permanent moratorium on customs duties, and bans on data local-
ization requirements, forced disclosure of source codes, and other forced technology transfers.
It also includes a new provision providing that internet platforms should not be held civilly
liable for their user’s actions, and is modeled after section 230 of the US Communications
Decency Act.63

Although the European Union has advanced liberalization objectives, it imposes significant
restraints on the free flow of data on privacy grounds. The EU’s position is reflected in its
General Data Protection Regulation (GDPR), together with EU judicial oversight of its negoti-
ation of ‘adequacy decisions’ with third countries, such as through ‘safe harbors’ and ‘privacy
shields’, in order for data on European citizens to leave the continent. On 16 July 2020, the
European Court of Justice invalidated the US–EU Privacy Shield because it provides inadequate
protection to EU citizens’ privacy from surveillance, just as the court had in October 2015 as
regards the previous US–EU ‘Safe Harbor Privacy Principles’.64 Because the European Union
lacks leading digital firms, it is politically easier for it to champion such regulation.65

China, in contrast, applies ‘data localization’ requirements on sovereignty grounds, rather than
the protection of citizen rights. In this way, the Chinese state and private Chinese companies con-
trol data over China’s 1.4 billion citizens, facilitating social control while creating a competitive
advantage for Chinese enterprises.66 By requiring data localization, China limited access to
Chinese nationals’ data to Chinese companies, which provided them with huge advantages in
the winner-take-most digital economy because of the size of China’s population. A result was
the rise of Chinese information technology titans such as Alibaba and Tencent.

Other countries choose among these three approaches, although those ‘choices’ occur within
negotiating contexts that can involve highly asymmetric power. In this way, these different

61The United States is home to the top ten internet brands, seven out of the ten internet companies with the largest market
value worldwide, and four US companies provide more than half of the world’s cloud computing capacity. S. Aaronson and
P. Leblond (2018) ‘Another Digital Divide: The Rise of Data Realms and Its Implications for the WTO’, Journal of
International Economic Law 21(2), 245–272, at 253.

62Agreement between the United States of America, the United Mexican States, and Canada (USMCA), Chapter 19, 10
December 2019 (entered into force 1 July 2020).

63Ibid., art. 19.17; and Communications Decency Act of 1996 § 230, 47 USC. § 230.
64Court of Justice of the European Union Press Release 91/20, The Court of Justice Invalidates Decision 2016/1250 on the

Adequacy of the Protection Provided by the EU–US Data Protection Shield (16 July 2020); Case C-311/18, Data Protection
Commissioner v. Facebook Ireland Ltd. [2020] ECLI:EU:C:2020:559.

65There are no European firms among the top 15 digital firms by market value, and US firms control some 54% of the
EU’s digital market. S. Aaronson and P. Leblond (2018) ‘Another Digital Divide: The Rise of Data Realms and its
Implications for the WTO’, Journal of International Economic Law 21(2), 245–272, at 258.

66A. Mitchell and N. Mishra (2018) ‘Data at the Docks: Modernizing International Trade Law for the Digital Economy’,
Vanderbilt Journal of Entertainment & Technology Law 20(4), 1073–1134. While the United States and European Union have
been exporting their approach through free trade agreements (FTAs), Chinese FTAs do not contain binding rules on data
flows or language to limit digital protectionism. Rather, China has encouraged e-commerce, a sector where it is very com-
petitive with firms like Alibaba and JD.com. For example, China included provisions for facilitating cross-border e-commerce
in its updated FTA with Chile. S. Aaronson and P. Leblond (2018) ‘Another Digital Divide: The Rise of Data Realms and Its
Implications for the WTO’, Journal of International Economic Law 21(2), 245–272, 268. China is the world’s largest digital
market, accounts for more than 40% of e-commerce transactions, and by 2021, more than half its economy will be digital.
Ibid., at 262.
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approaches are adopted around the globe. Japan has adopted the US model, as reflected in the
2019 US–Japan Trade Agreement.67 Australia and Canada have hybrid approaches that include
stronger data privacy protection as under the EU model, while India, Indonesia, and Brazil,
envious of Chinese internet companies’ fortunes, are enticed by China’s requirements of data
localization to create national champions.68

The questions arise: will these competing systems converge and, if not, how will they interface?
It is conceivable that the United States and European Union could negotiate a further comprom-
ise in which the United States adopts EU-style privacy protections, and the European Union
assures free data flows. Although the European Union will periodically challenge US tech giants,
it is less likely to develop its own. Nonetheless, the European Union generally favors a single mar-
ket for data flows, subject to adequate privacy and consumer protection. The United States and
China, however, are less likely to negotiate a compromise (unless it includes significant carve outs
on national security and other public policy grounds), given the advantages for China of requir-
ing data localization so that foreign companies do not gain access to the Chinese data trove. India
will likely follow this route.69 Economic behemoths from just a few countries could dominate the
globe. From an economics perspective, the global market will not be based on perfect competition
reflected in neoclassical models, but rather ‘strategic trade’ in which a few countries compete to
support national champions that reap oligopolistic and monopolistic profits, potentially having
positive spillover effects for their national economies.

4. Governance Framework for a Way Forward
Although the challenges are severe, if they are to be met, law must play a critical role nationally,
internationally, and transnationally. This section provides a framework for addressing the chal-
lenges posed. It places trade law in a broader regulatory context that involves competing ways
to frame the ‘problem’ to be addressed in a world characterized by uncertainty and rapid techno-
logical change.70 It then briefly applies the framework to particular issues.

Addressing the challenges requires regulation. Three key issues are: (i) how should the ‘problem’
be framed; (ii) at what level should regulation occur; and (iii) what form and content should such
regulation take. First, different stakeholders, policymakers, and analysts will frame a policy challenge
in different ways, involving diagnostic struggles over the ‘problem’ that legal norms are to address,
such as trade protectionism, national security, economic resilience, or individual privacy. Second,
the ensuing regulation to address the problem can occur at multiple levels, from local and national
to international levels of political organization. Third, the regulation also can take different forms,
involving hard and soft law developed by public and private bodies. Moreover, regulation in any
one country will have impacts on constituencies outside that country, so that countries have incen-
tives to address these externalities. In parallel, common problems may require regulatory coordination
and cooperation among countries to address them effectively. The key questions, in sum, are: (i) in
which regulatory arena does the ‘problem’ predominantly lie; (ii) what regulation, if any, should occur
at the international level and how should it interface with national regulation; and (iii) what forms
and processes should such regulation take, and how should these forms and processes interact.

67See ‘Fact Sheet on US–Japan Trade Agreement’, Office of the United States Trade Representative (2019), https://ustr.gov/
about-us/policy-offices/press-office/fact-sheets/2019/september/fact-sheet-us-japan-trade-agreement (accessed 4 November
2019).

68A. Mitchell and N. Mishra (2018) ‘Data at the Docks: Modernizing International Trade Law for the Digital Economy’,
Vanderbilt Journal of Entertainment & Technology Law 20(4), 1073–1134, at 1084–1087.

69‘US criticises India’s data localisation norms, draft e-commerce policy’, The Economic Times, 9 April 2019, https://
economictimes.indiatimes.com/news/economy/foreign-trade/us-criticises-indias-data-localisation-norms-draft-e-commerce-policy/
articleshow/68794927.cms?from=mdr.

70On the importance of ‘framing’ a problem for transnational legal ordering, see T. Halliday and G. Shaffer (eds) (2015)
Transnational Legal Orders. New York, NY: Cambridge University Press.
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4.1 Three Principles

Todeterminea framework for governanceof the respective challenges,we startwith three general prin-
ciples. First, trade agreements should be viewed as part of a broader ecology of governance of the new
data-driven economy, which creates links between different rulemaking andmonitoring bodies at dif-
ferent levels of social organization. Second, formost of the issues raised in Section 2, there should be no
single system of hierarchical rules. Rather, in a world of radical uncertainty and different preferences
regarding the regulation of these issues, countries will benefit from experimentation with different
regulatory approaches. A diversity of regulatory approaches provides greater resilience against the sys-
temic risks posed when single systems fail. Trade agreements thus should ensure flexibility for coun-
tries to address the complex regulatory issues at stake. Third, given the transnational impacts of the
risks, aswell as of national regulation addressing (or failing to address) them, there is a need for systems
of regulatory coordination over options and experiences that can facilitate tradewhile enhancing regu-
latory efficacy, learning, and adaptation. Once one turns to issues of coordination and the interface of
different national regulatory systems, one is in a world of transnational legal ordering that is not just
top-down but also bottom-up, horizontal, and transversal.

Elsewhere I have developed a theory of transnational legal orders with the sociologist Terence
Halliday.71 That approach focuses on how problems are framed, how hard and soft law norms
develop transnationally in response to such framings, and how norms settle and unsettle as
part of recursive processes of interaction between different levels of social organization, from
the international to the national and local. That framework has been predominantly positivist
in its approach, aimed at generating empirical research for how legal norms develop, diffuse,
and change transnationally.

Such an approach, however, also has normative payoffs when combined with what has been called
new governance theory regarding systems of adaptive regulation in light of uncertainty involving
changing problems and regulatory contexts. New governance theory, when applied transnationally,
emphasizes the need for the development of transnational institutional structures for regulation com-
prised of a common forum for deliberation, principles to guide discussions, an open menu of options
for addressing regulatory choices, and peer review and information sharing to enhance trust and
learning.72 Through such structured processes of regulatory dialogue, both hard and soft inter-
national law norms can develop, while policy differences can be debated, justified, and transparently
explained.73 The question becomes: can trade law help to facilitate and channel these processes?

Under a new governance approach, countries jointly create regulatory goals and measures to
gauge achievement and permit variation in how regulatory agencies pursue the attainment of
these goals. These agencies then report to each other and participate in peer review processes
regarding regulatory outcomes, aimed at continual improvement and potential reassessment of
goals in light of experience.74 This approach, in the pragmatist tradition, entails ongoing mutual
scrutiny of outcomes and their effectiveness based on continuous information exchange by reg-
ulators committed to regulatory improvement and attentive to risk, including potentially

71T. Halliday and G. Shaffer (eds) (2015) Transnational Legal Orders. New York, NY: Cambridge University Press.
72C. Sabel and J. Zeitlin (2010) ‘Learning from Difference: The New Architecture of Experimentalist Governance in the EU’,

Experimentalist Governance in the European Union: Toward a New Architecture. Oxford, UK: Oxford University Press, 1–28 (the-
orizing, describing, and giving examples of new governance mechanisms in the EU); G. de Burca and J. Scott (2006) Law andNew
Governance in the EUand theUS 2. Portland,OR:Hart Publishing;V.Nourse andG. Shaffer (2014) ‘Empiricism, Experimentalism,
and Conditional Theory’, Southern Methodist University Law Review 67(1), 141–184.

73The OECD breaks down the full range of options into eleven approaches that include these regulatory options. See
Organization for Economic Cooperation and Development, ‘International Regulatory Cooperation: Rules for a Global
World’, GOV/RPC(2012)8/REV1 (2012), www.oecd.org/officialdocuments/publicdisplaydocumentpdf/?cote=GOV/RPC
(2012)8/REV1&docLanguage=En; J. Wiener and A. Alemanno (2016) ‘The Future of International Regulatory
Cooperation: TTIP as a Learning Process toward a Global Policy Laboratory’, Law and Contemporary Problems 78, 103–136.

74C. Sabel and W. Simon (2011) ‘Minimalism and Experimentalism in the Administrative State’, The Georgetown Law
Journal 100, 53–93, at 55; V. Nourse and G. Shaffer (2014) ‘Empiricism, Experimentalism, and Conditional Theory’,
Southern Methodist University Law Review 67(1), 141–184.
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catastrophic risks. Under this approach, regulators exchange information, conduct joint trials and
risk assessments, monitor results, and adapt regulatory practices.75 Transparency is central to this
model through processes of information sharing, peer review, questioning, and response.
Through regulatory learning, norms and practices can recursively change.

At the global level, Charles Sabel and Bernard Hoekman note the possibility of open plurilateral
trade agreements that core groups of countries initially would join to develop such a regulatory
approach, and which others could enter subsequently.76 In June 2020, Chile, New Zealand, and
Singapore signed a Digital Economy Partnership Agreement that aims to develop mechanisms
that build trust in data flows, and which is open for other parties to join.77 More broadly, the
United States and European Union discussed the development of new transatlantic regulatory
mechanisms in their negotiations to create a Transatlantic Trade and Investment Partnership.78

The European Union proposed the creation of a new transatlantic body, called a Regulatory
Cooperation Body, to support specific regulatory cooperation initiatives and oversee them.
Hoekman noted how other institutions, including private ones, could complement it in particular
regulatory domains.79 Through ongoing interactions, national regulators eventually could recognize
each other’s regulations as functionally equivalent, facilitating trade. These programs could lead to
the institutionalization of broader sectoral frameworks, giving rise to cooperative regulatory systems
that reduce barriers to trade while enhancing regulatory responsiveness in an increased number of
domains. Food safety is one area where such a system has been applied transnationally.80 The gov-
ernance challenges posed by the digital economy beckons for new institutional initiatives in this vein.

New governance theory is particularly useful in a world of radical regulatory uncertainty.
Given the risks, uncertainties, and differences in values, interests, and priorities, international
trade law must not foreclose experimentation and variance. Yet, given these very same risks,
uncertainties, and differences, international trade law and institutions are needed to foster
cooperation, deliberation, and exchange of ideas. International trade law must foster transnational
engagement, while not foreclosing regulatory policy space to engage with the challenges posed.
Seeking and adjusting the ‘right’ balance between coordination, harmonization, and experimen-
tation will be an ongoing challenge. Policy harmonization should not necessarily result. Countries
inevitably will have different regulatory preferences, and these preferences, when not clearly dis-
criminatory, should be respected. Nonetheless, such processes, at a minimum, can spur greater
policy transparency regarding data regulation, and require reasoned justification of policy choices.
Depending on the issue area, these processes can be used as alternatives or complements to hard-
law requirements and judicial review in trade agreements.81

75See C. Sabel and W. Simon (2012) ‘Contextualizing Regimes: Instituitonalization as a Response to the Limits of
Interpretation and Policy Engineering’, Michigan Law Review 110(7), 1265–1308.

76C. Sabel and B. Hoekman (2019) ‘Open Plurilateral Agreements, International Regulatory Cooperation and the WTO’,
Global Policy 10(3), 297–312. See also B. Hoekman and C. Sabel (2019) ‘In a World of Value Chains: What Space for
Regulatory Coherence and Cooperation in Trade Agreements’, in B. Kingsbury et al., Megaregulation Contested: Global
Economic Ordering After TPP. Oxford Scholarship Online, 217–239, https://oxford.universitypressscholarship.com/view/10.
1093/oso/9780198825296.001.0001/oso-9780198825296.

77The text is available at www.mfat.govt.nz/assets/Uploads/DEPA-Signing-Text-11-June-2020-GMT.PDF.
78G. Shaffer (2016) ‘Alternatives for Regulatory Governance under TTIP: Building from the Past’, Columbia Journal of

European Law 22(3), 403–419.
79Hoekman, for example, recommended the creation of ‘knowledge platforms’ that bring together ‘academics, regulators,

government agencies, and NGOs’. B. Hoekman (2015) ‘Fostering Transatlantic Regulatory Cooperation and Gradual
Multilateralization’, Journal of International Economic Law 18(3), 609–624, at 615. He similarly notes the potential role
for supply chain councils that would identify regulatory policies that generate unnecessary costs in light of regulatory objec-
tives. Ibid., at 618

80C. Sabel and B. Hoekman (2019) ‘Open Plurilateral Agreements, International Regulatory Cooperation and the WTO’,
Global Policy 10(3), 297–312.

81G. Shaffer and M. Pollack (2010) ‘Hard vs Soft Law: Alternatives, Complements and Antagonists in International
Governance’, Minnesota Law Review 94, 706–799.
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4.2 Electronic Commerce

Among the issues that this article addresses, it is most appropriate for a trade agreement to work
to facilitate trade in goods and services through electronic means. Traditional trade law frames of
trade facilitation and non-discrimination apply and can be adopted at the international level
through binding rules. Nonetheless, in this area too, a WTO agreement may be most achievable
if it adopts a decentralized model that accommodates regulatory flexibility in which countries of
varying levels of development have different implementation periods conditioned on regulatory
capacity building and technical assistance. The WTO’s 2017 WTO Trade Facilitation Agreement
offers a model of how this can be done.82 The Trade Facilitation Agreement provides for flexibil-
ity in relation to a country’s level of development, and it facilitates provision of technical assist-
ance and resources for developing countries to adapt their regulatory systems.

A new digital trade agreement could have a similar structure, in this case organized to accom-
modate not only countries at different levels of development, but also to support the interface and
interoperability of different regulatory systems that reflect varying national practices and prefer-
ences.83 For example, it could facilitate agreement on digital norms to ensure the validity of con-
tracts, recognition of electronic authorizations and signatures, protection against fraudulent
practices, and the banning of unsolicited commercial messages. In this way, parties would com-
mit both to foster consumer trust by protecting information and preventing fraud, and to cooper-
ate to tackle transnational problems, such as spam generated from abroad.84 Developing country
adherence to them, however, would be subject to the receipt of technical and financial assistance,
as under the Trade Facilitation Agreement.

These norms could be negotiated and developed in conjunction with other venues as part of a
broader ecology of transnational and global governance. For example, the United Nations
Commission on International Trade Law (UNCITRAL), the United Nations Conference on
Trade and Development (UNCTAD), the Organization for Economic Cooperation and
Development (OECD), and the G20, each have ongoing programs to develop, share, assess,
and provide capacity building for the adoption of e-commerce regulations.85 Though developed
elsewhere, the norms could be incorporated by reference into the trade agreement and be updated
over time. In terms of the international norms’ relation to national regulation, they could consti-
tute minimum standards, while permitting countries to deviate from them on legitimate regula-
tory grounds.

There is precedent for this approach in WTO and other trade agreements. Within the WTO,
the Agreement on Sanitary and Phytosanitary Standards references standards developed by
Codex Alimentarius and other standard-setting bodies, and the Agreement on Technical
Barriers to Trade references international standards more generally, including those developed
in the International Organization for Standardization (ISO). More directly, in the EU–Canada
agreement known as CETA (Comprehensive Economic and Trade Agreement), the parties
agree that they ‘shall take into due consideration international standards of data protection of

82The Trade Facilitation Agreement was concluded at the WTO Ministerial Conference in Bali in December 2013, but it
did not enter into force until 22 February 2017. A. Eliason (2015) ‘The Trade Facilitation Agreement: A New Hope for the
World Trade Organization’, World Trade Review 14(4), 643–670, at 644.

83This also could be addressed through a ‘reference paper on digital trade’, which is attached to a WTO members’ schedule
of commitments under the GATS, where there is a basic text that provides for variation in members’ commitments, analo-
gous to the Trade Facilitation Agreement. M. Burri (2021) ‘Towards a Treaty on Digital Trade’, Journal of World Trade 55(1).

84R. Wolfe (2019) ‘Learning about Digital Trade: Privacy and E-Commerce in CETA and TPP’, World Trade Review 18
(S1), S63–S84.

85L. Lianos et al. (2019) ‘The Global Governance of Online Consumer Protection and E-Commerce, Building Trust’,World
Economic Forum, www.weforum.org/whitepapers/the-global-governance-of-online-consumer-protection-and-e-commerce
(accessed 15 January 2021).
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relevant international organizations of which both Parties are members’.86 In each case, they per-
mit parties to apply more stringent standards for legitimate regulatory reasons.

Such an agreement also could include provisions that are standard in trade agreements. It
could require non-discrimination between domestic and foreign digital products, potentially sub-
ject to negotiated product and sectoral carve outs, as well as general exceptions on regulatory pol-
icy grounds, including national security. It could incorporate basic due process commitments,
including the right to be heard and to receive reasoned justifications before administrative and
judicial processes.

Going further, the agreement could address (and either ban or otherwise limit) customs duties
on electronic transmissions. It could likewise cover the use of digital taxes, possibly, once more,
by reference to standards developed elsewhere, whether in the OECD (where discussions have
been highly contentious) or otherwise.87 It also could clarify and enhance parties’ market access
commitments to services that affect digital trade, which is currently being negotiated in the form
of a Trade in Services Agreement on a plurilateral basis among a subset of 23 WTO members,
including the United States and European Union.88 The agreement would need to ensure that
developing countries would benefit (such as through revenue collection), as well as enterprises
within them, especially given the challenges posed by deindustrialization. Many developing coun-
tries are wary of liberalization of digital trade, including the banning of customs duties on elec-
tronic transmissions, fearing they will lose revenue and competitiveness.89 These distributional
concerns need to be addressed, including through partnering with other international organizations
focused on economic development to ensure that the agreement would benefit all countries, includ-
ing possibly through transnational reporting requirements and revenue transfer mechanisms.

A particularly challenging issue is the regulation of ‘data localization’ requirements. On the
one hand, they are analogous to export bans, which are prohibited under GATT article XI. On
the other hand, they vary in terms of the policy rationale supporting them. Some policy ratio-
nales, such as data privacy protection, do not have a discriminatory intent and are legitimate.
Other policy rationales take an arguably illegitimate ‘beggar-thy-neighbor’ approach, aiming to
privilege domestic producers over foreign ones. However, even here, the analysis is complicated
given the winner-take-all nature of digital companies, and the first-mover advantage of US multi-
national behemoths; thus, the regulation does not involve competitive markets (as modeled in
neoclassical economics), but rather oligopolistic ones involving strategic trade concerns.

Where countries want greater constraints on data-related regulation, such as prohibiting data
localization and source code transfers, they can address them in bilateral and regional agreements.
There is a potential for greater convergence in this area, as even the United States, for example,
wishes to retain authority to access source codes to guard against money laundering and the eva-
sion of economic sanctions, and has become more concerned about Chinese and other foreign
access to the data of US citizens.90 China, in parallel, has agreed in the 2020 Regional
Comprehensive and Economic Partnership that it will not require businesses to ‘locate computing
facilities’ in its territory or restrict ‘cross-border transfer of information by electronic means’ for

86Comprehensive Economic and Trade Agreement, Article 16.4. Parts of CETA went into provisional effect in September
2017, pending ratification.

87A trade agreement could incorporate by reference rules on digital taxes developed elsewhere, such as the OECD or G20.
88For many digital services, it is unclear how they should be classified under the GATS. M. Burri (2017) ‘The Regulation of

Data Flows through Trade Agreements’, Georgetown Journal of International Law 48(1), 407–448, at 413–414.
89UN Conference on Trade and Development, Rising Product Digitilisation and Losing Trade Competitiveness, 15–18, Doc

No. UNCTAD/GDS/ECIDC/2017/3 (2017). As for revenue, however, they still could apply non-discriminatory sales and
value-added taxes on such transmissions.

90Compare the Comprehensive and Progressive Agreement for Trans-Pacific Partnership (CPTPP), art. 14.17; United
States–Mexico–Canada Agreement (USMCA), art. 19.16; US–Japan Trade Agreement. On the range of data localization pol-
icies that vary in their strictness, see S. Sacks and J. Sherman (2019) ‘Global Data Governance’, New America, 16 December
2019), 8, https://d1y8sb8igg2f8e.cloudfront.net/documents/Global_Data_Governance_final_eyG7dLY.pdf.
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business purposes, but subject to national security and public policy exceptions that may not be
judicially reviewed under the agreement’s dispute settlement mechanism.91 Such bilateral and
plurilateral trade agreements can serve as learning laboratories for the development and applica-
tion of norms.

Such an agreement also could include (or be complemented by) an ongoing new governance,
soft law component addressing national regulation. It could require regulatory transparency and
create a framework for regulators, standard setters, and commercial enterprises to engage with
and learn from each other to address the uncertainties that new technologies pose and share
information through peer-to-peer processes.92 WTO committee and working group processes
offer one means.93 A WTO committee also could work in coordination with other international
organizations and standard-setting bodies where the primary regulatory peer review could be
done. That body then could report to the WTO committee.

4.3 National Security, Cybersecurity, and Resilience

To turn to the other challenges raised in Section 2, they will be more difficult since the framing of
the problem involves much more than ‘trade protectionism’ and ‘trade facilitation’. For example,
concerns over resilience to cybersecurity risks represent a critical reason why a very ‘ambitious’
trade agreement that does not provide for regulatory flexibility would be problematic at this stage.
Governments must be free to regulate and require different standards, product controls, and even
product bans, on security grounds to ensure resilience. States and companies will need to develop
backup, modular, and exit systems involving redundant and diverse infrastructure that is adaptive
to 5G communications and other breakdowns.94 It is a critical question for engineering and for
regulatory policy. There are always tradeoffs in product performance and costs, on the one hand,
and security, on the other. But here it is not a question of simple market failure and ‘second best’
government intervention to ‘correct’ it. Rather, the risks can be catastrophic. Regulation of these
concerns should thus be left predominantly at the national level, addressed primarily by security
and not trade law professionals.

The current GATT article XXI exception on national security grounds was not drafted with
cybersecurity concerns at stake and it will need to be updated to address cyber threats and the
appropriate deference to be given to national policy decisions.95 The GATT article currently refers
to ‘action… taken at time of war or other emergency in international relations’. National cyber-
security precautions do not neatly fall within this text.96 The text accordingly should be expanded
to grant governments greater flexibility to define their security policies in relation to new threats

91Regional Comprehensive Economic Partnership, art. 12.14 (Location of Computing Facilities) and art. 12.15
(Cross-border transfer of Information by Electronic Means).

92C. Sabel and B. Hoekman (2019) ‘Open Plurilateral Agreements, International Regulatory Cooperation and the WTO’,
Global Policy 10(3), 297–312.

93A. Lang and J. Scott (2009) ‘The Hidden World of WTO Governance’, European Journal of International Law 20(3),
575–614, at 589.

94‘EU Coordinated Risk Assessment of the Cybersecurity of 5G Networks Report’, NIS Cooperation Group (8 October 2019),
www.europeansources.info/record/eu-coordinated-risk-assessment-of-the-cybersecurity-of-5g-networks/; ‘Overview of Risks
Introduced by 5G Adoption in the United States’, Cybersecurity and Infrastructure Security Agency (31 July 2019), www.cisa.
gov/sites/default/files/publications/19_0731_cisa_5th-generation-mobile-networks-overview_0.pdf; J. Kleinhans (2019) ‘Whom
to Trust in a 5G world?: Policy Recommendations for Europe’s 5G challenge’, Stiftung Neue Verantwortung, 5 December 2019,
www.stiftung-nv.de/de/publikation/whom-trust-5g-world-policy-recommendations-europes-5g-challenge.

95For an excellent article on alternative institutional arrangements to address national security issues, B. Heath (2020) ‘The
New National Security Challenge to the Economic Order’, Yale Law Journal 129(4), 1020–1098.

96Some might argue that article XXI(b)(ii) could be interpreted to apply to cybersecurity issues. It permits invocation of
the security exception ‘relating to the traffic in arms, ammunition and implements of war and to such traffic in other goods
and materials as is carried on directly or indirectly for the purpose of supplying a military establishment’. The problem is that
cybersecurity extends beyond supplies to ‘a military establishment’.
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(beyond immediate ‘emergencies’), while remaining subject to oversight through peer-review
mechanisms and (possibly) judicial application of proportionality analysis on a deferential
basis. For example, article 17.13 of the Regional Comprehensive Economic Partnership now
includes measures ‘taken so as to protect critical public infrastructure, including communications,
power, and water infrastructures’ under the list of legitimate national security concerns.97

The bulk of such regulatory efforts must be national where regulators and politicians are most
easily held to account. Nonetheless, given the externalities of one country’s regulations on others
and given reciprocal regulatory concerns, there is a role for transnational regulatory architectures
where countries adopting different economic models, holding different preferences, and advan-
cing different interests can cooperate. That calls, on the one hand, for the retention of policy
space, including the development of ‘regulatory sandboxes’ to keep up with a rapidly changing
digital world in which diverse countries may gain regulatory experience and develop alternative
regulatory models.98 On the other hand, it calls for the development of new oversight and peer-
review mechanisms, together with standard-setting, possibly on a voluntary, soft-law basis. Such
standard setting and oversight can be allocated between the International Organization for
Standardization, the International Electrotechnical Commission, the WTO, and other organiza-
tions, catalyzing interlinked networks of institutional oversight and peer review to foster policy
learning, cooperation, and coordination.

In a world of increasing geoeconomic competition and accompanying national security con-
cerns, there are limits to what trade agreements can accomplish. Because technological shifts give
rise to automated and wirelessly connected products that are vulnerable to hacking, trade in such
products acquires a greater security dimension. The US blacklisting of Huawei and other Chinese
companies, the banning of the use of Huawei’s 5G technology for their wireless networks by
Australia, Japan, New Zealand, and the United Kingdom, and continental Europe’s internal
debates, exemplify the concerns. In this area, the 2017 US national security plan declares, ‘eco-
nomic security is national security’.99

If the invocation of national security becomes generalized, there is a risk that trade wars
and the decline of the rule of law for trade could follow.100 In response, trade law can be struc-
tured to alleviate some of these concerns by facilitating international coordination and oversight
of domestic processes. The trade agreement could require the implementation of domestic due
process mechanisms, such as the requiring of a risk assessment, the giving of reasons, and an
opportunity for affected parties to be heard.101 The application of these provisions could then

97Regional Comprehensive Economic Partnership, article 17.13. The new United States–Mexico–Canada Agreement goes
further in constraining judicial review, providing that ‘nothing in this Agreement shall be construed to… preclude a Party
from applying measures that it considers necessary for… the protection of its own essential security interests’. USMCA, art-
icle 32.2. As a result, invocation of ‘essential security interests’ is no longer limited to an enumerated list of matters under the
USMCA, unlike under GATT Article XXI.

98D. Ciuriak (2018) ‘The Economics of Data: Implications for the Data-Driven Economy’, Center for International
Governance Intervention, Data Governance in the Digital Age Essay Series 14–19, 7.

99‘National Security Strategy of the United States of America’ (December 2017), 17, www.whitehouse.gov/wp-content/
uploads/2017/12/NSS-Final-12-18-2017-0905.pdf (citing Donald Trump, ‘Economic security is national security’ as
epigraph).

100G. Shaffer (2019) ‘A Tragedy in the Making? The Decline of Law and the Return of Power in International Trade
Relations’, Yale Journal of International Law Online 44, 1–17.

101G. Shaffer and J. Trachtman (2011) ‘Interpretation and Institutional Choice at the WTO’, Virginia Journal of
International Law 52(1), 103–154 (noting the value of this institutional alternative). For example, the WTO Agreement
on Sanitary and Phytosanitary Measures requires that trade measures be based on a risk assessment, which process is subject
to WTO review. As the Appellate Body stated regarding review of the EU’s risk assessment on hormone-treated beef, ‘the
review power of a panel is not to determine whether the risk assessment undertaken by a WTO Member is correct, but rather
to determine whether that risk assessment is supported by coherent reasoning and respectable scientific evidence and is, in
this sense, objectively justifiable’. Appellate Body Report, United States – Continued Suspension of Obligations in the EC–
Hormones Dispute, WT/DS320/AB/R (16 October 2008), para. 590.
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be subject to peer review mechanisms, possibly coupled with minimal, process-oriented judicial
review.102

Rising US concerns over national security suggest that the US position is shifting toward more
expansive exceptions to free data flow commitments.103 This shift potentially could facilitate
agreement, provided the exceptions are broad enough to encompass privacy and public order
interests advanced by the European Union, China, and others, while providing for some inter-
national oversight. The approach set forth in this article does not offer a panacea, but it is vastly
preferable to the current situation in which trust that underpins a cooperative international trade
legal order is eroding.

4.4 Data Privacy

As regards data privacy regulation, countries’ approaches again will diverge based on different
preferences, and thus regulation should again predominately take place at the national level.
Nonetheless, structures can be developed where countries discuss their common concerns,
develop soft and hard law principles and standards, and work to free data flows so long as
core concerns are met. The European Court of Justice’s invalidation of the US–EU Privacy
Shield, while upholding the validity of the EU’s ‘standard contractual clauses’ for data transfers,
illustrates the challenges posed.104 Bilateral negotiations, complemented by the development of
common international principles and standards together with ongoing judicial oversight, present
a path forward.

In practice, jurisdictional conflicts, including the assertion of de facto or de jure extraterritorial
jurisdictional power, must be managed continuously.105 In these cases, a key challenge for all
countries will be how to protect individual information in a world where AI increasingly can
identify individuals even when data is processed to be anonymized and deemed ‘non-
personal’.106 Given the transnational implications of any policy, and given the role of companies
in governing data usage, there is a need for not only governments to develop rules, but also for
domestic and transnational civil society organizations to be incorporated within governance

102B. Heath ‘The New National Security Challenge to the Economic Order’, Yale Law Journal 129(4), 1020–1098 (provid-
ing an overview of alternative institutional mechanisms); S. Lester and I. Manak (2020) ‘A Proposal for Committee on
National Security at the WTO’, Duke Journal of Comparative and International Law 30, 267–281.

103For example, the US government is concerned about Chinese companies transmitting data on US consumers back to
China. J. Nicas, M. Isaac, and A. Swanson (2019) ‘TikTok Said to Be under National Security Review’, New York Times, 1
November 2019, www.nytimes.com/2019/11/01/technology/tiktok-national-security-review.html (noting ‘evidence of the
app sending data to China’). At the WTO, the United States has proposed three categories of exceptions relating to the
Joint Statement Initiative on e-commerce: a general exception (which would include public morals and thus privacy); a
national security exception; and a prudential/monetary exception. H. Monicken (2019) ‘China’s E-Commerce Proposal
Includes Privacy Protections, Lacks Data Flow’, Inside US Trade, 10 May 2019, https://insidetrade.com/daily-news/china%
E2%80%99s-e-commerce-proposal-includes-privacy-protections-lacks-data-flow.

104Court of Justice of the European Union Press Release 91/20, The Court of Justice Invalidates Decision 2016/1250 on the
Adequacy of the Protection Provided by the EU–US Data Protection Shield (16 July 2020); Case C-311/18, Data Protection
Commissioner v. Facebook Ireland Ltd. [2020] ECLI:EU:C:2020:559.

105G. Shaffer and D. Bodansky (2012) ‘Transnationalism, Unilateralism and International Law’, Transnational
Environmental Law 1(1), 31–41. For example, the European Court of Justice ruled in favor of Google that French rules
on the ‘right to be forgotten’ could not be applied to internet searches conducted outside of the European Union. ‘Right
to be forgotten’ on Google only applies in the EU, court rules’, The Guardian, 24 September 2019.

106L. Rocher, J. Hendrickx, and Y. Montjoye (2019) ‘Estimating the Success of Reidentifications in Incomplete Datasets
using Generative Models’, Nature Communications 10(3069), 1–9, https://doi.org/10.1038/s41467-019-10933-3 (accessed
15 January 2021) (finding ‘that 99.98% of Americans would be correctly re-identified in any dataset using 15 demographic
attributes’); F. Zufall and R. Zingg (2019) ‘Data Portability in a Data-Driven World’ (October 2019 conference paper, on file
with author).
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mechanisms to engage with governments and corporations.107 The WTO traditionally has only
engaged with civil society organizations through such processes as its annual Public Forums,
while leaving most engagement to domestic processes. In this way, the WTO differs from
other international organizations, and it potentially could do more to develop new means of
interaction with the WTO secretariat and member representatives.108 Structures can be developed
outside the WTO for such engagement on privacy issues, involving information exchange, peer
review, and norm development to address privacy concerns. But the WTO committee system also
can be engaged in coordination with such other international bodies.

4.5 Competition Law

The critical issue of competition policy for the digital economy falls outside the expertise of trade
professionals, but it has serious trade implications.109 Policymakers are reevaluating competition
policy in response to digitalization and the data-driven economy.110 Policy options include regu-
lating property rights in data,111 blocking oligopolists’ expansion through acquisitions that pre-
empt competition, breaking up companies, and regulating oligopolists like utilities or
fiduciaries. For example, some propose granting competitive access to data to alleviate consumer
‘switching costs’ of moving from one platform to another, which otherwise locks in consumers.112

There is considerable debate regarding these options.113

107D. Kaye, former UN Special Rapporteur on the Promotion and Protection of the Right to Freedom of Opinion and
Expression, stresses this point regarding the regulation of speech in his book Speech Police. D. Kaye (2019) Speech Police:
The Global Struggle to Govern the Internet. New York, NY: Columbia Global Reports.

108E. Hannah, J. Scott, and R. Wilkinson (2017) ‘Reforming WTO-Civil Society Engagement’, World Trade Review 16(3),
427–448.

109R. Anderson et al. (2018) ‘Competition Policy, Trade and the Global Economy: Existing WTO Elements, Commitments
in Regional Trade Agreements, Current Challenges and Issues for Reflection’, WTO Staff Working Paper No. ERSD-2018-12,
World Trade Organization Economic Research and Statistics Division at 47, www.wto.org/english/res_e/reser_e/
ersd201812_e.pdf.

110T. Philippon (2019) The Great Reversal: How America Gave up on Free Markets. Cambridge, MA: The Belknap Press of
Harvard University Press. It is sometimes argued that ‘the nature of competition in digital markets differs from that in trad-
itional markets as it tends to be based first-and-foremost on innovation rather than pricing’, although welfare losses may be
high as monopolists become entrenched. R. Anderson et al. (2018) ‘Competition Policy, Trade and the Global Economy:
Existing WTO Elements, Commitments In Regional Trade Agreements, Current Challenges and Issues for Reflection’,
WTO Staff Working Paper No. ERSD-2018-12, World Trade Organization Economic Research and Statistics Division,
www.wto.org/english/res_e/reser_e/ersd201812_e.pdf.

111Compare J. Cohen (2018) ‘The Biopolitical Public Domain: The Legal Construction of the Surveillance Economy’,
Philosophy & Technology 31, 213–233; K. Pistor (2019) The Code of Capital: How the Law Creates Wealth and Inequality.
Princeton, NJ: Princeton University Press, 129–131.

112World Trade Organization, ‘World Trade Report 2018: The Future of World Trade: How Digital Technologies Are
Transforming Global Commerce’ (3 October 2018), 42, wto.org/english/res_e/publications_e/world_trade_report18_e_
under_embargo.pdf (accessed 15 January 2021). Article 20 of the EU’s General Data Protection Regulation provides for
‘data portability’ of raw data provided by the data subject, but it likely will have limited impact since the value of data
lies in how they have been processed. Regulation 2016/679, of the European Parliament and of the Council of 27 April
2016 on the protection of natural persons with regard to the processing of personal data and on the free movement of
such data, and repealing Directive 95/46/EC (General Data Protection Regulation), 2016 O.J. (L 119/1), 68. Nonetheless, gov-
ernment mandated information sharing will be critical to retain competitive markets. Australia, for example, began consulta-
tions on a ‘mandatory information-sharing scheme between international automakers and Australia’s independent repair and
service sector’ after its national competition authority found that car manufacturers withheld the computerized information
from mechanics to favor their dealership networks. N. Toscano (2019) ‘Win for Local Mechanics with Plan to Make World’s
Car Makers Share High Tech Data’, The Sydney Morning Herald, 12 February 2019, www.smh.com.au/business/companies/
win-for-local-mechanics-as-world-s-car-makers-forced-to-share-high-tech-data-20190212-p50x8k.html. See also V. Mayer-
Schonberger and T. Ramge (2018) Reinventing Capitalism in the Age of Big Data. New York, NY: Hachette Book Group,
167–169 (calling for ‘progressive data sharing’).

113Compare J. Tirole (2019) Economics for the Common Good. Princeton, NJ: Princeton University Press (2019) (chapters
14 and 15); ‘What If Large Tech Firms Were Regulated Like Sewage Companies?’, The Economist, 23 September 2017, www.
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Winner-take-most companies profit globally through trade, raising tensions between the
companies’ home countries and third countries regulating them, as in the case of the
European Union investigating the practices of US data-exploiting multinational companies
such as Google.114 Countries deploying competition law to discipline foreign companies will
thus continue to trigger trade conflicts,115 creating an important role for international oversight.
Given significant divisions on competition policy, especially between the United States and
European Union, and given divisions in economic theory, including in relation to the diversity
of social contexts that different countries face, it will be difficult to address this issue in a
trade agreement. Nonetheless, the issue calls for dialogue and regulatory response at the inter-
national level, including within the International Competition Network (ICN), the OECD, and
UNCTAD. Although the OECD has organized a series of sessions on these issues and the
ICN spent its annual meeting in 2019 at Cartagena addressing them, much more work needs
to be done regarding the competition law challenges that digitalization poses.116 The WTO cre-
ated a Working Group on the Interaction between Trade and Competition Policy in 1996, but it
became inactive in 2004. Given the importance of competition policy in the regulation of
the digital economy and its implication for trade, a WTO committee or working group
should follow these issues, especially since the issues are being addressed in other bilateral and
plurilateral trade agreements.117

4.6 Inequality

Not to be forgotten, societies face rising inequality that the data-driven economy exacerbates. Like
trade in goods, free flow of data enhances efficiency and thus welfare gains, but also facilitates
economic processes that exacerbate inequality in ways that can threaten social stability and inter-
national cooperation. Liberalization of data flows should not be addressed without complemen-
tary social policies. For conventional trade theorists, social equality and trade adjustment
assistance should be left entirely to the national level. Many reference Scandinavian social welfare
and job flexicurity policies to show how this can be done.118

economist.com/business/2017/09/23/what-if-large-tech-firms-were-regulated-like-sewage-companies; P. Swire (2017) ‘Should
the Leading Online Tech Companies Be Regulated as Public Utilities?’, Lawfare, 2 August 2017, www.lawfareblog.com/
should-leading-online-tech-companies-be-regulated-public-utilities; D. Ghosh (2019) ‘Don’t Break Up Facebook – Treat It
Like a Utility’, Harvard Business Review, 30 May 2019, https://hbr.org/2019/05/dont-break-up-facebook-treat-it-like-a-utility;
G. Sitamaran (2010) ‘Too Big to Prevail: The National Security Case for Breaking Up Big Tech’, Foreign Affairs, March/April
2020, www.foreignaffairs.com/articles/2020-02-10/too-big-prevail; Balkin, J. (2016) ‘Information Fiduciaries and the First
Amendment’, UC Davis Law Review 49(4), 1183–1234 (treating online companies as fiduciaries of private information, giving
rise to fiduciary obligations of care and loyalty); J. Balkin and J. Zitrain (2018) ‘How to Exercise the Power You Didn’t Ask
For’, Harvard Business Review, 19 September 2018, https://hbr.org/2018/09/how-to- exercise-the-power-you-didnt-ask-for;
and E. Posner and E. Weyl (2018) ‘Data As Labor’, Radical Markets: Uprooting Capitalism and Democracy for a Just
Society. Princeton, NJ: Princeton University Press, 205–249 (proposing granting stronger rights in data ‘as labor’ so that indi-
viduals can extract greater rent from the use of their data).

114S. Zuboff (2019) The Age of Surveillance Capitalism: The Fight for a Human Future at the New Frontier of Power.
New York, NY: Public Affairs, 134–138.

115D. Gifford and R. Kudrle (2015) The Atlantic Divide in Antitrust: An Examination of US and EU Competition Policy.
Chicago, IL: University of Chicago Press; D. Sokol (2017) ‘Troubled Waters between US and European Antitrust’, Michigan
Law Review 115(6), 955–977.

116ICN, 2019 Annual Conference Press Release (17 May 2019), www.internationalcompetitionnetwork.org/featured/2019-
annual-conference-press-release (accessed 15 January 2021) (‘clear focus is on two topics, first, on the digital economy’).

117For a 2018 WTO research paper on the issues, see R, Anderson et al. (2018) ‘Competition Policy, Trade and the Global
Economy: Existing WTO Elements, Commitments in Regional Trade Agreements, Current Challenges and Issues for
Reflection’, WTO Staff Working Paper No. ERSD-2018-12, World Trade Organization Economic Research and Statistics
Division, www.wto.org/english/res_e/reser_e/ersd201812_e.pdf.

118Flexicurity policies combine labor market flexibility, lifelong learning, active labor market policy, and social
security. G. Shaffer (2019) ‘Retooling Trade Agreements for Social Inclusion’, University of Illinois Law Review 1, 1–43, at
23–24.
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These commentators are right, to an extent, in that such regulatory power should reside pre-
dominantly at the national level, which is most democratically legitimate. However, trade agree-
ments can facilitate (or impede) governments’ ability to address social inclusion policies, and thus
there is an inevitable link to governance at the international level.119 At a minimum, trade agree-
ments should not directly or indirectly constrain governments from adopting necessary policies
domestically. They must accommodate (and not foreclose) mechanisms that enable states to
address social concerns implicated by the digital economy.120 For example, agreements should
address tax evasion and tax avoidance so that governments can fund social welfare and job flex-
icurity policies.121 These agreements should be developed primarily outside of the WTO.
However, since these policies implicate trade, trade liberalization initiatives for the digital econ-
omy could be made contingent on their conclusion. Similarly, trade agreements could explicitly
recognize the ability of countries to address social dumping concerns, as most recently developed
in the United States–Mexico–Canada Agreement.122 Otherwise, the economic dynamics of trade
liberalization in the digital economy could further increase inequality, undercut domestic solidar-
ity, and, in turn, empower nativist and politically populist domestic movements that undermine
international cooperation and good will, as well as national democratic systems.

5. Conclusion
The world needs international institutions to enhance international deliberation, cooperation, and
exchange, but international institutions must be careful not to overreach. Normatively, there are
efficiency and fairness reasons for agreements to accommodate policy space so that governments
may respond effectively to different preferences and priorities. Politically, when international
trade law overreaches, it can spur populist backlash so that the system unravels.

The challenges raised in section 2 will not be resolved through a traditional trade agreement
alone. The data-driven economy is developing at a rapid pace for which governments lack regu-
latory experience. Given the risks – ranging from risks to cybersecurity, national security, demo-
cratic institutions, and personal privacy – trade negotiators should proceed with caution and
humility. Most of the issues raised are not clearly protectionist, as with tariffs, but rather entail
regulation addressing diverse public policy concerns. While one of the purposes of international
trade agreements is for national political bodies to ‘tie themselves to the mast’ to avoid the siren
call of protectionism,123 this rationale is inapt when applied to non-discriminatory regulation.
Democracies should be able to elect leaders that change orientation regarding the appropriate
mix of free data flow and regulation to protect security, privacy, and other legitimate concerns.
Trade agreements constraining their ability to do so curtail democracy. Because governments
weigh tradeoffs regarding the balance between free data flow and other policies in different
ways, each country should be free to change its mind. International trade law should not foreclose
these domestic debates and choices.

At the same time, governance mechanisms are needed in an interdependent world to address
common challenges and the externalities that one country’s regulations pose for others.
Governments should be required to provide equal treatment and due process to affected foreign-
ers domestically, and to provide public policy justifications for the regulations they adopt before
transnational peer-review and other mechanisms. Section 4 advanced a pragmatist, transnational

119Ibid., at 17.
120Ibid., at 33–39.
121Ibid., at 17–22.
122Agreement between the United States of America, the United Mexican States, and Canada (entered into force on 1 July

2020), chapter 23; G. Shaffer (forthcoming 2021) ‘Governing the Interface of US–China Trade Relations’ (on file with
author).

123G. Maggi and A. Rodríguez-Clare (2007) ‘A Political-Economy Theory of Trade Agreements’, American Economic
Review 97(4), 1374–1406.
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governance architecture focused on regulatory cooperation and learning as an essential comple-
ment and alternative to WTO ‘hard’ rules backed by dispute settlement. This form of inter-
national governance can interact with national regulation in ways that both enhance trade,
with its accompanying welfare benefits, and regulatory efficacy, learning, and adaptation. It is
not a panacea, but it is the best way for trade law and institutions to work in combination
with other governance organizations and networks to address the multiple challenges raised by
the data-driven economy.

The approach set forth in this article differs significantly from the ‘grand bargains’ that char-
acterized the creation of the WTO. It is much humbler, grounded in the uncertainty that char-
acterizes the emerging digital world and what it means for societies and individuals. Trade
agreements should approach the issues with caution, focused first on traditional matters such
as bindings on tariffs and non-discriminatory behind-the-border taxes. Regulation should be
left predominantly at the national level, while recognizing common standards in some areas to
facilitate trade in goods and services (such as regarding electronic signatures and authorizations),
coupled with structures that catalyze experimentation and exchange of knowledge and practices
regarding the challenges that all societies will continue to face and to which they must respond.
These processes can facilitate learning and, possibly but not necessarily, convergence over time.

There are admittedly clear limits to this approach. Commercial interests and countries will
contend that there is certainty regarding ‘best’ policies and they will attempt to use leverage
and persuasion to extend these policies globally. ‘Learning’ is difficult to facilitate where interests
have strong incentives to think otherwise. Yet, even then, such processes will make differences
more transparent, while still leaving open the possibility of learning from experience that, poten-
tially, can lead to policy adaptation.

The future can be governed in worse ways or better. Law at the international and national
levels and their transnational interaction will help constitute that world. In the face of uncertainty,
there is a critical need for agonistic deliberation, debate, and policy experimentation. Karl Polanyi
in his book The Great Transformation described what occurred when governments lost control of
unleashed markets in the first half of the last century.124 We know how that ended. With the data
revolution and the rise of AI, the risks are high. The choices societies make today will shape
which science fiction remains fiction. It is a brave new world. A future will arrive that we have
yet to imagine, but that (hopefully) we can muddle through.

124K. Polanyi (2001) The Great Transformation: The Political and Economic Origins of Our Time. Boston, MA: Beacon
Press.
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