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Data Sharing in the Context of 
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Introduction
Citizen science is expanding and increasing in vis-
ibility.1 Indeed, citizen science is so popular that the 
term is in danger of losing any clear meaning. Here 
we use the term “citizen science” to refer to “scientific 
endeavors in which individuals without specific scien-
tific training participate as volunteers in one or more 
activities relevant to the research process other than 
(or in addition to) allowing personal data or speci-
mens to be collected from them.”2 Citizen science is 
celebrated for its potential to democratize science, as 
well as to supplement conventional science carried 
out by professional scientists. The extent to which 
democratization involves a rejection of — or at least 
significant departures from — norms and policies that 
have evolved in the context of conventional science is 
a matter of ongoing debate.3 

The expansion of citizen science has been associ-
ated with advances in technology, including genomic 
sequencing and digital technologies such as mobile 
devices.4 The co-development of citizen science and 
digital technologies related to health is apparent in a 
number of areas:

•  Direct-to-consumer (DTC) genetic testing with 
return of raw data to consumers, enabling n-of-1 
genomic research and consumer pooling of 

data to create genomic data commons,5 as well 
as research-directed “data donation” to DTC 
genetic testing companies (e.g., 23andMe).6

•  Crowd-sourced and -funded research projects, 
such as the American and British Gut Projects, 
which enroll participants online and give them 
access to sequencing results for their own use or 
donation to other projects.7

•  DIYbio, including patient-led condition-focused 
research and technology development projects 
(e.g., Crohnology, NGLY1.org, the Do-It-Yourself 
Open Artificial Pancreas System (OpenAPS), 
Nightscout)8 and the Quantified Self movement, 
which focuses on self-tracking and knowledge 
generation via wearable technologies.9 

•  Platforms for peer-to-peer connection and data 
aggregation and sharing such as Citsci.org and 
Open Humans.org, both nonprofit, and the plat-
form created by the for-profit company Patient-
sLikeMe, recently acquired by insurance giant 
UnitedHealth Group.10 

•  Environmental health studies enabled by 
sensors, including efforts focused on particular 
health conditions (e.g., asthma), the built 
environment (e.g., walkability), or inequities in 
toxic exposures (e.g., traffic exhaust, pollution 
from industrial farming).11

The range of initiatives that satisfy even a well-delin-
eated definition of citizen science, encompassing 
variation in goals, structure, scale, and technologies 
employed, is a challenge for ethical analysis and policy 
making.

Keeping that complexity in mind, this article focuses 
on data sharing in the context of health-related citi-
zen science, including whether citizen scientists have 
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an obligation to share data and should commit to 
open science. Like citizen science, “open science” is a 
term open to multiple interpretations. It has a family 
resemblance to citizen science, insofar as open science 
as a movement aspires to “make scientific research 
and data accessible to all.”12 Yet openness in science 
can vary along multiple dimensions. Open science has 
been linked to six distinct but related principles: open 
methodology, open source, open data, open access, 
open peer review, and open educational resources.13 
Data sharing and open science have been favored by 
recent policy, but even in conventional science these 
developments are not without their critics. Concerns 
about the interests of data generators and data quality 
and stewardship of resources come into play, as well 
as concerns about privacy and security and control in 

the case of health-related human data. With open data 
and open access in particular, privacy and security 
concerns are amplified. Further, even if certain norms 
and policies can be justified for professional scien-
tists, justifications may be weaker for uncompensated 
volunteers. We also briefly consider whether citizen 
scientists have an obligation to make their findings 
accessible via publication in journals. 

Data Sharing in Conventional Science
The commitment to making knowledge more easily 
accessible to others in conventional science arguably 
dates back to the advent of scientific journals in the 
mid-17th century. However, the modern concept of 
open science, especially as it relates to the obligation 
to share data in the context of health-related research, 
can most clearly be traced to norms that were devel-
oped in the 1990s, as scientists embarked on one of the 
largest, publicly-funded, international collaborative 
projects in history, the Human Genome Project. At 
the time, the generation of human genome sequence 
data was incredibly expensive and time-consuming 
(it took 13 years and almost $3 billion to complete 
the project), and thus efforts to sequence the human 
genome were concentrated in a handful of large, 
well-funded sequencing centers across the globe.14 
Each center was responsible for analyzing particular 
segments of the genome, with the goal that all of the 

generated data would eventually be pooled to create a 
reference human genome for the benefit of our global 
society. However, the work was slow-going, and there 
were legitimate concerns that the ability to create this 
important community resource would be thwarted by 
professional competition and self-interest. Of particu-
lar concern was the potential for scientists working 
on the Human Genome Project to make intellectual 
property claims on their discoveries, which would sty-
mie data accessibility and make it excessively expen-
sive and complicated to conduct clinical research that 
relied on these basic scientific discoveries. Thus, in 
1996, at a summit in Bermuda, representatives from 
the major DNA sequencing centers in 5 nations agreed 
to a groundbreaking set of guiding principles for the 
Human Genome Project, which required that all DNA 

data be released into a publicly accessible 
database within 24 hours of generation. 
These “Bermuda Principles” created an 
ethos of broad data sharing that has per-
sisted with respect to genomic data and 
eventually spread to other research out-
puts.15 In 2003, the same year that econ-
omist Paul David coined the term “open 
science,” the NIH released its statement 
on sharing research data, which sets an 

expectation for “the timely release and sharing of final 
research data from [all] NIH-supported studies for 
use by other researchers.”16 Similar policies have also 
been adopted by sponsors internationally.17

Even researchers who do not receive funding from 
a sponsor that requires data sharing may be required 
to make the outputs of their research publicly acces-
sible. Many journals now require that published arti-
cles be accompanied by the underlying research data, 
and there are an increasing number of journals that 
are open access.18 Policies like these that support data 
sharing “aim to reduce transaction costs, promote data 
re-use, increase rigor and reproducibility, decrease 
redundant research, better involve patients, consum-
ers, and others, facilitate researcher transparency in 
sharing processes and results, and improve connec-
tions with a larger variety of actors to produce more 
innovative approaches and solutions over the medium 
to long term.”19 In fact, even if a researcher is not com-
pelled to share data in order to obtain research fund-
ing or as a condition of publication, some have argued 
that there is a moral obligation for individuals who 
participate in research to share data so that it is widely 
and responsibly used.20

Although most can agree that making data widely 
available to advance research is a good thing, there 
are several areas of persistent concern. First, it is 
important to protect the professional interests of 

When citizen scientists address data sharing 
in normative terms, they support it and do so 
using language that suggests a strong affinity 
to open science.
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data generators through fair publication policies and 
clear procedures for ensuring that those who spend 
the time and intellectual capital on generating data 
get credit for their work. This has been addressed in 
several ways, including by granting data generators a 
certain grace period during which only they can pub-
lish on the data, through standards for collaboration 
and acknowledgement, and by shifting norms in aca-
demic medical centers so that team science is taken 
seriously and treated as a legitimate endeavor for the 
purposes of promotion and tenure. Second, additional 
effort is needed to promote data quality and steward-
ship of resources. If data repositories become dump-
sters for “big bad data” then they will be worse than 
useless.21 Sharing “junk data” increases transaction 
costs and makes it less likely that research findings 
will be reproduceable, which ultimately undermines 
the purpose of an open science model and weakens 
public trust. This can be addressed by ensuring that 
all research is conducted under a quality management 
system that requires minimum standards are met.22 
Finally, when health-related human data are shared, 
there are added concerns about issues such as pri-
vacy and security, group harm, and ownership and 
control. These issues cannot easily be addressed, but 
creating governance structures that involve members 
of the community whose data are being shared can 
help safeguard against harm, ensure stakeholder per-
spectives are taken into account, and promote trust. 
Engaging community members in this way is also con-
sistent with the principles of citizen science and is one 
way to integrate non-professionals into the scientific 
enterprise.

Data Sharing in Citizen Science
In this section, we review considerations that favor, 
qualify, or weigh against an obligation to share data 
in the context of health-related citizen science. The 
affirmative case for data sharing and open science 
begins with principles, values statements, and codes 
of ethics that have emerged from within the citizen 
science community itself. Implicit ethical commit-
ments of practitioners, relationship to achievement of 
citizen science goals, and funder requirements are also 
relevant. We then look at caveats and concerns that 
add nuance and condition imperatives to share data 
or maximize access. In particular, we consider privacy 
and security, quality and cost, and safety, and look at 
how data sharing platforms are addressing concerns 
in practice. Finally, we examine arguments against 
a data sharing obligation, including lack of consen-
sus regarding a general (versus professional) duty of 
beneficence and the disparate cost-benefit pictures of 
citizen scientists and professional scientists.

The Case for an Obligation to Share
Principles, Values, and Codes of Ethics. The Euro-
pean Citizen Science Association (ECSA) has identi-
fied 10 principles that underlie good practice in citizen 
science. Principle 7 is: “Citizen science project data 
and meta-data are made publicly available and where 
possible, results are published in an open access for-
mat.”23 The ECSA has also issued a policy brief high-
lighting synergies between the citizen science and 
open science movements. One of the areas of conver-
gence mentioned is “contribution to common goods 
and shared resources” such as “a body of knowledge, 
methods and tools, or a pool of data that then serve as 
infrastructures for further research and civic action.”24 
Another ECSA policy brief envisions citizen scientists 
leading academic scientists by example toward greater 
openness.25 The values statement of the Citizen Sci-
ence Association (based in Maine) is in line, affirming 
a belief that “the practice of citizen science will grow 
stronger when more diverse actors…collect, interpret, 
analyze, curate, and share data.”26 The North Ameri-
can and European Congresses of DIYbio have dissem-
inated draft codes of ethics endorsing “Open Access” 
and “Transparency.”27 There are minor differences, but 
both advocate sharing of ideas, knowledge, and data. 
In addition, researchers who interviewed project coor-
dinators and conducted a focus group with volunteers 
attending a citizen science networking event heard 
that citizen science is “dominated by an ethic of open-
ness” and that citizen scientists value and take pride in 
broad data sharing.28 In sum, when citizen scientists 
address data sharing in normative terms, they sup-
port it and do so using language that suggests a strong 
affinity to open science. 

Implicit Ethical Commitments. The word “citizen” 
derives from the Latin civitas (city), suggesting contri-
bution to a larger enterprise.29 Even one of the more 
individualistic-seeming forms of citizen science, the 
quantified self, is associated with a more collectivist 
notion, the quantified community.30 As for “science,” in 
Robert Merton’s classic work, the foundational norms 
of modern science include “communism” (some-
times modified to “communalism” to avoid any con-
fusion with Marxist ideology). According to Merton,  
“[s]ecrecy is the antithesis of this norm,” while “full 
and open communication is its enactment.”31

Connection to Achievement of Goals. Data shar-
ing and openness have been cited as particularly 
salient to achievement of the goals of patient-led and 
-centric research. For example, Sharon Terry, the par-
ent of two children affected by the genetic disorder 
pseudoxanthoma elasticum or PXE, has made the case 
that data sharing is a duty owed to participants, who 
want to see as much good as possible come from their 
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contributions.32 Matthew Might and Matt Wilsey, also 
parents of children affected by rare genetic disorders, 
have advocated for a principle of share early and often. 
They elaborate: “Share data. Share negative results. 
For findings too small to be publishable, turn to the 
Web and publish them in short blog posts. Get the 
information out there.”33

Funder or Sponsor Requirements. In the context 
of citizen science, external resources or support may 
be necessary or desirable for purposes such as hiring 
project coordinators (who may manage activities such 
as engagement, enrollment, and communication) and 
professional scientists (who may provide training and 
ongoing consultation or supervision) and developing 
or purchasing relevant technologies, especially for 
large-scale projects. As noted above, many funders of 
scientific research have adopted policies mandating or 
encouraging data sharing. In the case of federal agen-
cies funding or sponsoring citizen science, data shar-
ing is generally required by the Crowdsourcing and 
Citizen Science Act. In particular, the Act states that 
federal science agencies “shall, where appropriate and 
to the extent practicable, make data collected through 
a crowdsourcing or citizen science project…available to 
the public, in a machine readable format, unless pro-
hibited by law.”34 As part of the consent process, agen-
cies are supposed to notify participants whether they 
(participants) are authorized to publish data. The law 
also directs agencies to make technologies and applica-
tions developed through a covered crowdsourcing or 
citizen science project available to the public. 

Caveats and Concerns
privacy and security 
The challenge of promoting broad data sharing while 
protecting the privacy of participants and securing 
data against unauthorized access is prominent in 
commentary on sharing data generated through bio-
medical research. While many citizen scientists may 
be willing to trade some personal or group privacy for 
achievement of goals such as advancing research, help-
ing people impacted by a health condition, and com-
piling evidence that an injustice exists and should be 
remedied, privacy and security clearly warrant atten-
tion in any discussion of data sharing in the context 
of citizen science.35 The explanation of ECSA Princi-
ple 7 includes a caveat recognizing that privacy and 
security concerns may prevent data sharing.36 In her 
work on citizen science, Sharona Hoffman underlines 
how public access may harm those whose information 
is included in datasets, especially given the weakness 
of U.S. laws restricting use by present and prospec-
tive employers, financial institutions, and marketers.37 
Mobile applications may be particularly likely to facil-

itate generation or sharing of data outside user expec-
tations. For example, participants in a citizen science 
study of stress may wear a sensor that generates elec-
trocardiogram data. These data indeed have value 
relative to monitoring and management of stress but 
can also reveal cocaine use.38 And evidence is accumu-
lating that disclosures about when and how data from 
mobile applications will be shared — including in the 
context of app-based research studies — do not always 
accord with best practices.39 

The universal adoption of best practices for dis-
closures as part of the consent process for app-based 
research studies would be a step in the right direction. 
Anne Bowser and colleagues have put forward a help-
ful set of privacy-focused recommendations for citi-
zen science projects, including data obfuscation and 
minimizing personal information collection, training 
volunteers via brief modules on safe privacy practices 
and privacy-setting options, reminders about parame-
ters as projects unfold, and checks for unintentionally 
revealing patterns in data to be made public.40 Efforts 
to pass laws or develop policies that would simplify 
and standardize consents and terms of use for DTC 
genetic testing and consumer-facing health-related 
digital technologies, such as the recently-proposed 
Protecting Personal Health Data Act,41 would also help 
to ensure that when citizen scientists make choices to 
trade off privacy to advance other values and interests, 
those choices are informed. 

The caveat to promotion of higher standards and 
greater uniformity is the importance of nuance. For 
example, it is unclear that small-scale community-
led citizen science projects should be governed in the 
exact same manner and by the exact same standards as 
large-scale efforts, or efforts with significant academic 
or corporate involvement and so greater resources at 
their disposal.42 And, as noted in the introduction, 
some citizen scientists may be leery of any standards 
that are imposed without a convincing justification, 
or that seem overly paternalistic or tied to securing 
the hegemony of conventional science. Nuance is also 
needed where the data to be shared are collected by a 
proxy (e.g., parent or guardian) or have implications 
for third parties (e.g., data from a wearable device that 
includes continuous video monitoring of surround-
ings, data that could be used to stigmatize a group), as 
the case for additional safeguards and/or some form 
of external consultation or review is especially strong 
for citizen science projects that include one or more of 
these features.43 

quality and cost 
As noted, quality and cost are other concerns that fre-
quently surface in discussions of data sharing. There 
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is little benefit, indeed there is harm, in proliferating 
and wasting resources on junk data.44 Given the vari-
ety of initiatives that count as citizen science, it would 
be unsurprising if the data emerging from some initia-
tives is poor-quality. However, Bonney and colleagues 
contend that, with appropriate measures, data quality 
can be equivalent for citizen science projects and proj-
ects carried out entirely by professional scientists.45 
Further, new computing tools address many data-
quality issues, and advances in sensing technologies 
have improved accuracy in studies that employ these 
technologies to collect data.46 To the extent digital 
health companies adopt proposed best practices such 
as using auditable and transparent validation meth-
ods,47 this technology-driven trend toward higher 
quality should extend to many kinds of technology-
enabled health-related research. In addition, sharing 
data (including making data public) itself facilitates 
external review, which can improve quality.48 None-
theless, two forms of bias are worthy of attention. The 
first is selection bias, if those who are attracted to citi-
zen science and have the time and energy and technol-
ogy to participate, and are undeterred by privacy and 
other concerns, are not representative of the popula-
tion under study. For example, participants in a study 
using Apple ResearchKit are likely to be more afflu-
ent and educated than the general population.49 The 
second is the bias introduced if project leaders or par-
ticipants shape data to serve personal agendas. Trials 
led by access-oriented patient advocacy organizations 
may be regarded as particularly prone to this kind of 
bias. These two problems have not been solved, but 
recommendations have been offered, such as early and 
meaningful engagement of members of groups likely 
to be underrepresented, and transparency and the 
creation of incentives to use bias-minimizing research 
methods.50 As for cost, it is important to make the 
case that investments in citizen science data sharing 
produce commensurate benefits. Perhaps methods 
developed to capture the value of open science could 
be adapted for this purpose.51 

safety
If data sharing is understood broadly, it picks up 
activities such as posting information to support do-
it-yourself device manufacturing. Considerable tech-
nical sophistication may be required both to create 
instructions that will lead to a working device and to 
follow those instructions. Technology hobbyists have 
long shared this kind of information, but the stakes 
are higher when, for example, the device is intended 
to inject a drug that will stop a life-threatening allergic 
reaction. In a report from the Citizen Health Innova-
tors Project, general enthusiasm for citizen science 

is tempered in the case of the Four Thieves Vinegar 
Biohacking Collective’s posting of information on how 
to make a home version of the EpiPen. The report 
quotes Jose Gomez-Marquez, Co-director of the MIT 
Little Devices Lab, as stating that “‘[p]utting the idea 
out there… could be dangerous.’”52 Intellectual prop-
erty law may limit copying of an existing device like 
the EpiPen, but that leaves open the question of how 
best to manage the dissemination of information 
about innovations that do more than mimic existing 
devices, and may cause harm if deficient or improp-
erly executed but are unlikely to result in severe injury 
or death. One example would be code permitting a 
parent to monitor blood glucose readings from the 
continuous glucose monitoring system of a child with 
Type 1 diabetes remotely via a smartphone — a simpli-
fied description of the original basis for Nightscout.53 
The parent went on to share his solution, and then 
the actual code, with other parents and patients with 
diabetes. These acts of sharing led to a global collab-
orative endeavor of further innovation and sharing, 
as well as a broader movement to accelerate prog-
ress in the treatment of diabetes linked to the motto 
“#WeAreNotWaiting” (including “#WeAreNotWait-
ing to bridge disconnected data islands”).54 Nightscout 
project leaders have responded to the safety challenge 
by, first, acknowledging that it exists, and second, 
reaching out to the U.S. Food and Drug Adminis-
tration (FDA) to discuss how safety concerns can be 
addressed in an open source, citizen science context. 
For example, leaders have shared their processes for 
“ensuring that new features and code are well reviewed 
and tested before being made available to the general 
public, and for making sure that any reported issues 
that might represent a safety issue can be appropri-
ately triaged, prioritized, fixed, and the fix distributed 
back to the people using the software.”55 The FDA has 
stressed the need for a single entity, even if nontradi-
tional, as a point of accountability — a challenge given 
the nature of the group.56 The FDA has expressed par-
ticular concerns about DIY closed loop systems, like 
the OpenAPS, that involve automated insulin deliv-
ery. In May 2019, the FDA issued a strongly-worded 
warning after one such system resulted in an insulin 
overdose requiring medical intervention; DIY devel-
opers replied with a tweet encouraging open sharing 
of information about adverse events.57

How Data-Sharing Platforms Are Addressing 
Concerns
While some citizen science-oriented web-based plat-
forms simply catalog projects, CitSci.org and Open 
Humans are notable for doing much more. Both plat-
forms support data uploading and sharing, and both 
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have invested in supporting citizen scientists in con-
ducting their work responsibly through embedded 
features and policies. The developers of CitSci.org 
have created an analytical framework that captures 
both volunteer personal privacy (e.g., what informa-
tion about volunteers qua project members is visible 
and to whom) and project data openness, and a range 
of decision control options in each domain. Based on 
their experience, they believe that “decisions related to 
governance — that is, the balance of decision-making 
power regarding who can make an information shar-
ing choice about what information to share and when 
to share it — are usually best left to each project.”58 At 
the same time, the platform sometimes nudges proj-
ects toward privacy protective practices via default 
settings. For example, in the domain of volunteer per-
sonal privacy, the default choice is anonymized user 
name for public view. The framework recognizes four 
options for project data openness: closed (open only 
to project managers), semi-open (viewable by project 
managers and volunteers, either all project volun-
teers or the project volunteer who collected the data), 
enhanced semi-open (also viewable by registered plat-
form users), and open (fully public). The developers 
believe that a totally closed approach is contrary to the 
ethos of citizen science. However, they favor permit-
ting different choices to be made for different kinds 
and/or levels of data. In particular, they state that 
“providing options to open or close data at the level 
of the individual data point brings an added benefit 
to a project, as data points that otherwise may have 
been left uncollected for fear of their being exposed, 
may instead be collected and protected, leading to a 
more complete and representative data set for analy-
sis and even reuse.”59 They recommend that sharing 
decisions, especially for potentially sensitive data, be 
pushed down to individual volunteers.  

CitSci.org also addresses quality concerns. For 
example, the developers have built in data manage-
ment and metadata documentation features. Meta-
data entries are optional, but completion indicators 
and the award of badges for metadata excellence 
encourage projects to take full advantage of features 
that enhance quality and increase transparency. Fur-
ther, these and other platform features are continually 
refined based on user feedback to ensure that they are 
tailored to user needs.60 

CitSci.org is intended to serve the full range of citi-
zen science projects, whereas Open Humans, as the 
name suggests, facilitates sharing of human data. As 
of March 2020, 25 projects including the Nightscout 
Data Commons were listed on the Open Humans 
“Explore and Share Your Data” page.61 As with Citsci.
org, many choices about data access and other aspects 

of governance are left to individual projects and par-
ticipants. Guidance for projects is conveyed via a suite 
of policies. A Project Guidelines document lays out 
expectation for projects using the platform in areas 
such as data management and security. Regarding 
data management, the guidelines include: explain the 
data you’ll receive and your data security measures, be 
aware of existing de-identification standards and risks 
of re-identification (and don’t look to Open Humans 
to de-identify data for you), don’t ask for more data 
than you need, and share data with project members. 
The security section covers practices such as using 
HTTPS to encrypt interactions, monitoring and lim-
iting administrative access, and constantly updating 
operating systems and software packages to ensure 
installation of the latest security features.62 The Data 
Use Policy has an extensive section on the “inherent 
identifiability” of data, including the potential for 
genomic and location data to lead to re-identifica-
tion.63 The Public Data Guidelines document includes 
a warning related to data quality and safety concerns 
— “Use at your own risk.”64 

The Open Humans website is itself an open source 
project, and as with CitSci.org the developers work 
with projects to troubleshoot challenges and to 
enhance its features. Dana Lewis, an administrator of 
the Nightscout Data Commons as well as an inventor 
of the OpenAPS, has written: “I’ve been able to work 
closely with Mad [Ball, Open Humans co-founder 
and Executive Director] and suggest the addition of 
a few features to make it easier to use for research 
and downloading large datasets from projects. I’ve 
also been documenting some tools I’ve created (like a 
complex json to csv converter…), also with the goal of 
facilitating more researchers to be able to dive in and 
do research without needing specific tool[s] or tech-
nical experience.”65 The instructions for adding data 
to the Nightscout Data Commons on the Nightscout 
Foundation website are simple. The webpage includes 
a reminder that data deletion/removal is always an 
option (and a commitment to best efforts to remove 
data from active/ongoing research studies if that fur-
ther step is desired), and it describes how to learn 
who has been approved to access data, a feature of the 
Open Humans platform.66

The Case against an Obligation to Share
The caveats and concerns reviewed above weigh 
against a maximalist approach to data sharing, and we 
have described how several of the platforms created 
for citizen science data sharing accommodate limits 
to sharing based on data sensitivity and other factors. 
But we have not yet considered direct challenges to 
the notion that citizen scientists have a prima facie 
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duty to share data. One challenge might begin with 
an argument that the existence of a general duty to 
benefit others through enterprises like data sharing is 
debatable. For example, the philosopher Bernard Gert 
took the position that apart from duties to benefit 
others associated with professional and other specific 
roles, the only moral obligations that exist are cap-
tured by rules against causing harm to others or doing 
evil.67 Beneficence, then, is a moral ideal rather than 

a moral duty, and while data sharing might be praise-
worthy it would not generally be morally required of 
uncompensated volunteers. Further, one might argue 
that codes of ethics and values statements trumpet-
ing a commitment to data sharing and open science 
likely reflect the views of more privileged, more highly 
resourced, and less vulnerable participants in citizen 
science, rather than universal sentiments in the citi-
zen science community. In addition, while many may 
claim the identity of “citizen scientist,” thereby sug-
gesting an allegiance to the norms associated with the 
roles of “citizen” and “scientist,” some individuals or 
groups will simply be engaged in an activity that third 
parties label as citizen science. 

Finally, the context and consequences of a com-
mitment to data sharing are very different for citizen 
scientists as compared to professional scientists. Data 
sharing is associated with financial costs as well as 
costs in the form of investment of time and effort and 
experiences of frustration, although platform devel-
opers may seek to minimize burdens. Professional 
scientists have or may more readily seek funding and 
hire support staff in order to minimize the extent to 
which they personally bear these costs. Professional 

scientists are also arguably more likely to benefit in 
reputational and financial terms from data sharing 
(e.g., building good will with professional colleagues 
and potential collaborators, gaining promotion on 
the basis of “team science” activities, qualifying for or 
retaining large research grants tied to data sharing).

If any of these arguments are even somewhat per-
suasive, the fallback position might be advocacy for 
a limited, qualified obligation to share data on the 

part of citizen scientists. The case for 
an obligation is strongest where (a) an 
individual or group has generated data 
or made discoveries related to a health 
condition associated with great suffer-
ing, such that failure to share that data 
or discovery would be perceived by many 
people as wrong or even evil, or (b) the 
data or discovery is unlikely to be gen-
erated or made by others, as in the case 
of a rare disease. Also, the financial and 
nonfinancial costs associated with data 
sharing should not be excessive. In many 
cases, the most that should be asked of 
volunteers would be allowing a project 
coordinator or other leader to share data 
(e.g., by not asserting copyright and other 
rights to impede sharing), with a privacy 
caveat for sensitive data. The consider-
ations reviewed above also justify invest-
ment in efforts to minimize the time and 

effort required of citizen scientists in order to share 
data, and praise and support for sites like CitSci.org 
and Open Humans and individuals like Dana Lewis.

Citizen Scientists and Journal Publication
As noted above, publication plays a role in enhancing 
data quality. Publication in a journal may be espe-
cially valuable for quality enhancement if articles are 
vetted through a rigorous peer review process. Pub-
lication also helps ensure that results are findable by 
professional scientists and other citizen scientists. In 
the DIYbio Europe draft Code of Ethics “results” are 
included in the list of things to be shared.68

Publication of citizen science-related papers in jour-
nals is increasing, although in one analysis the num-
ber of publications in the “medical” category was small 
relative to publications in categories such as avian, 
marine, terrestrial invertebrate, plant, astronomy, and 
environmental.69 Also, some of the activity captured 
by publication counts may be reflective of articles 
in “outreach” sections of journals. If that is the case, 
there may be barriers preventing a ramp-up in articles 
reporting research findings on par with the recent 
expansion of health-related citizen science. Bonney 

The caveats and concerns reviewed above 
weigh against a maximalist approach to data 
sharing, and we have described how several of 
the platforms created for citizen science data 
sharing accommodate limits to sharing based 
on data sensitivity and other factors. But we 
have not yet considered direct challenges to 
the notion that citizen scientists have a prima 
facie duty to share data. One challenge might 
begin with an argument that the existence 
of a general duty to benefit others through 
enterprises like data sharing is debatable. 
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and colleagues have suggested that lack of acceptance 
by first-tier journals, or consignment to sections that 
would not be considered for “real” science, reflects 
overgeneralization of quality concerns about citizen 
science or simple prejudice, since as noted above citi-
zen science can be equivalent to conventional science 
in quality with appropriate data quality assurance 
measures.70 Publication fees and requirements such as 
institutional review board (IRB) approval may also be 
impediments to publication for citizen science projects 
that lack institutional affiliations and the resources to 
pay fees and engage a commercial IRB. Even apart 
from the financial aspect, IRBs “may promote deci-
sions specific to data ownership, data management, 
and informed consent that directly conflict with the 
aims of research that is explicitly participant-led.”71 
The desirability of IRB involvement in citizen science 
is discussed elsewhere in this issue. There is room to 
debate whether citizen scientists should be subject to 
the same ethics review requirements as professional 
scientists, so long as they can describe a reasonable 
process for protecting the rights and interests of any-
one who would be a human subject were the research 
regulated. 

The challenges of achieving acceptance by scientific 
journals may be especially great for citizen scientists 
reporting the results of n-of-1 studies. While Sean 
Ahrens, the founder of Crohnology, succeeded in pub-
lishing the results of his self-experimentation with the 
ingestion of pig whipworm eggs in the American Jour-
nal of Gastroenterology, the article was accompanied 
by an extensive editor’s note justifying its inclusion in 
a medical journal. The editor concluded the note by 
denying any bearing of the article on judgments about 
treatment efficacy and suggested that the outcome of 
reading articles of this type would be a growth in clini-
cian empathy rather than any change in clinical prac-
tice.72 Many citizen scientists might be grateful for the 
inclusion but infuriated by the hints of condescension. 

Finally, it is worth noting that there are complex 
questions regarding authorship when citizen science 
findings are published in journals. The Vancouver 
Protocol requires involvement in drafting or revising a 
manuscript for authorship. Some journals do not spec-
ify a role in writing as a criterion, but Sarna-Wojcicki 
and colleagues note that the editors of these journals 
still envision authors as having email accounts and 
being literate in English.73 At present norms seem to 
be in flux. For example, the Our Voice family of citi-
zen science projects encompasses a journal article in 
which the author line includes “On Behalf of Burnie 
Brae Citizen Scientists” and citizen scientists are listed 
by name in the Acknowledgements.74 It also encom-
passes a journal article in which there is no mention 

of citizen scientists in the author line and the com-
munity partner is listed by name in the Acknowledge-
ments but the citizen scientists are thanked collec-
tively.75 Consistent with best practice for professional 
scientist-professional scientist collaborations, ideally 
discussions about authorship will be initiated early 
on in collaborations between professional scientists 
and citizen scientists and among citizen scientists, 
and continue as projects evolve. Especially in the con-
text of research with indigenous communities, shar-
ing authorship and other benefits of the research with 
citizen scientists can demonstrate respect, build trust, 
strengthen long-term collaborative relationships, and 
reduce the risk of misunderstanding and misappro-
priation of knowledge.76

Conclusion
There is considerable overlap between the citizen sci-
ence and open science movements. Unsurprisingly, 
then, open sharing of health-related data is an aspi-
ration that is strongly supported within the citizen 
science community. Publication of findings is also 
endorsed. At the same time, the diversity of health-
related citizen science projects and the different 
kinds and degrees of participant vulnerability counsel 
against simple endorsement of data sharing and pub-
lication of findings as universal norms. Likewise, the 
sensitivity of much health-related data should spark 
skepticism about any insistence on unrestricted public 
access as the only approach to data sharing consistent 
with a commitment to open science. We have illus-
trated how champions of data sharing in the citizen 
science space are acting upon a nuanced understand-
ing of the data sharing imperative by, for example, 
developing platforms for data sharing that involve 
members of the communities whose data are being 
shared in decision making about levels of access and 
other aspects of governance. We have also touched 
on some continuing challenges, including addressing 
quality and safety concerns. The creativity and com-
mitment to continuous learning on display in the plat-
form development efforts we describe fuel our hope 
that citizen scientists and their allies will use these 
qualities to make progress in resolving the remaining 
issues.

Note
The authors report grants from the NIH during the conduct of the 
research, and Dr. McGuire reports serving on the SAB for Geis-
inger Research, Morgridge Institute for Research, and Danaher 
Life Sciences.

References
1.	 C.J. Guerrini et al., “Citizen Science, Public Policy,” Science 

361, no. 6398 (2018): 134-136; “Rise of the Citizen Scientist,” 

https://doi.org/10.1177/1073110520917044 Published online by Cambridge University Press

https://doi.org/10.1177/1073110520917044


Majumder and McGuire

unregulated health research using mobile devices • spring 2020	 175
The Journal of Law, Medicine & Ethics, 48 S1 (2020): 167-177. © 2020 The Author(s)

Nature 524, no. 7565 (2015): 265-266; E. Pauwels and S.W. 
Denton, The Rise of the Bio-Citizen, T. Kuiken, ed. (2018), 
available at <https://www.wilsoncenter.org/sites/default/files/
media/documents/article/rise_of_biocitizenfinal.pdf> (last 
visited March 17, 2020).

2.	 Guerrini et al., supra note 1, at 134.
3.	 See, e.g., H. Aungst, J.R. Fishman and M.L. McGowan, “Par-

ticipatory Genomics Research: Ethical Issues from the Bot-
tom Up to the Top Down,” Annual Review of Genomics and 
Human Genetics 18 (2017): 357-367.

4.	 Pauwels and Denton, supra note 1; C. Kullenberg and D. Kas-
perowski, “What Is Citizen Science? A Scientometric Meta-
Analysis,” PLoS ONE 11, no. 1 (2016): e0147152.

5 .	 B.J. Evans, “Barbarians at the Gate: Consumer-Driven Health 
Data Commons and the Transformation of Citizen Science,” 
American Journal of Law & Medicine 42, no. 4 (2016): 
651-685.

6.	 M. Bietz, K. Patrick, and C. Bloss, “Data Donation as a Model 
for Citizen Science Health Research,” Citizen Science: Theory 
and Practice 4, no. 1 (2019): 1-11.

7.	 Id.
8.	 Pauwels and Denton, supra note 1; J.M. Lee, E. Hirschfield, 

and J. Wedding, “A Patient-Designed Do-It-Yourself Mobile 
Technology System for Diabetes: Promise and Challenges for a 
New Era in Medicine,” Journal of the American Medical Asso-
ciation 315, no. 14 (2016): 1447-1448.

9.	 Bietz, Patrick, and Bloss, supra note 6.
10.	 Y. Wang et al., “CitSci.org: A New Model for Managing, Docu-

menting, and Sharing Citizen Science Data,” PLoS Biology 
13, no. 10 (2015): e1002280; S.J. Lynn et al., “Designing a 
Platform for Ethical Citizen Science: A Case Study of CitSci.
org,” Citizen Science: Theory and Practice 4, no. 1 (2019): 1-15; 
CitSci, “About,” available at <www.CitSci.org> (last visited 
September 30, 2019); Open Humans, available at <www.
openhumans.org> (last visited September 30, 2019);Patients 
Like Me, available at <https://www.patientslikeme.com/
about> (last visited September 30, 2019).

11.	 M.A. Barrett et al., “Big Data and Disease Prevention: From 
Quantified Self to Quantified Community,” Big Data 1, no. 
3 (2013): 168-175 (noting the potential role of technology 
in facilitating both data collection and precision prevention 
interventions, and the critical role of technologies that cap-
ture geography in facilitating the integration of environmental 
data with other kinds of data); B.W. Chrisinger and A.C. King, 
“Stress Experiences in Neighborhood and Social Environ-
ments (SENSE): A Pilot Study to Integrate the Quantified Self 
with Citizen Science to Improve the Built Environment and 
Health,” International Journal of Health Geographics 17, no. 
1 (2018): 17 (study involved a smartphone/tablet-based appli-
cation collecting photos and audio narratives about elements 
of the built environment and a wrist-worn sensor collecting 
time-stamped data including 3-axis accelerometry, skin tem-
perature, blood volume pressure, heart rate, and electrodermal 
activity; part of the “Our Voice” family of studies, available 
at <http://med.stanford.edu/ourvoice.html> (last visited Sep-
tember 30, 2019); P.B. English, M.J. Richardson, and C. Gar-
zón-Galvis, “From Crowdsourcing to Extreme Citizen Science: 
Participatory Research for Environmental Health,” Annual 
Review of Public Health 39 (2018): 335-350 (providing exam-
ples of social justice-oriented citizen science projects).

12.	 UNESCO Global Open Access Portal, Open Science Move-
ment, available at <http://www.unesco.org/new/en/commu-
nication-and-information/portals-and-platforms/goap/open-
science-movement> (last visited September 30, 2019).

13.	 M. Phillips and B.M. Knoppers, “Whose Commons? Data 
Protection as a Legal Limit of Open Science,” Journal of Law, 
Medicine and Ethics 47, no. 1 (2019): 106-111.

14.	 Cook-Deegan and A.L. McGuire, “Moving Beyond Bermuda: 
Sharing Data to Build a Medical Information Commons,” 
Genome Research 27, no. 6 (2017): 897-901.

15.	 Summary of Principles Agreed at the First International Strat-
egy Meeting on Human Genome Sequencing, U.S. Depart-

ment of Energy Genome Program, available at <http://
www.ornl.gov/sci/techresources/Human_Genome/research/
bermuda.shtml>  (last visited February 28, 2020) (reproduc-
ing the original report by the Human Genome Organisation 
(HUGO)).

16.	 P.A. David, “The Economic Logic of “Open Science” and the 
Balance Between Private Property Rights and the Public 
Domain in Scientific Data and Information: A Primer,” in P. 
Uhlir and J. Esanu, eds., The Role of Scientific and Technical 
Data and Information in the Public Domain: Proceedings of 
a Symposium (Washington, D.C.: National Academies Press, 
2003), NIH Data Sharing Policy, available at <https://grants.
nih.gov/grants/policy/data_sharing/> (last visited February 
28, 2020).

17.	 Wellcome Open Access Policy 2021, available at <https://
wellcome.ac.uk/news/wellcome-updates-open-access-policy-
align-coalition-s> (last visited February 28, 2020) (policy will 
take effect January 1, 2021).

18.	 D.B. Taichman et al., “Sharing Clinical Trial Data — A Pro-
posal from the International Committee of Medical Journal 
Editors,” New England Journal of Medicine 374, no. 4 (2016): 
384-386.

19.	 E.R. Gold et al., “An Open Toolkit for Tracing Open Sci-
ence Partnership Implementation and Impact,” Gates Open 
Research 3 (2019): 1442.

20.	 J.M. Drazen, “Data Sharing and the Journal,” New England 
Journal of Medicine 374, (2016): e24, available at <https://
www.nejm.org/doi/full/10.1056/NEJMe1601087> (last visited 
February 28, 2020).

21.	 See S. Hoffman and A. Podgorski, “Big, Bad Data: Law, Public 
Health, and Biomedical Databases,” Journal of Law, Medicine 
& Ethics 41, no. 1, Suppl. (2013): 56-60; L. Merson, O. Gaye, 
and P.J. Geurin, “Avoiding Data Dumpsters—Toward Equita-
ble and Useful Data Sharing,” New England Journal of Medi-
cine 374, no. 25 (2016): 2424-2415.

22.	 Committee on the Return of Individual-Specific Research 
Results Generated in Research Laboratories, Returning Indi-
vidual Research Results to Participants: Guidance for a New 
Research Paradigm (Washington, DC: National Academies 
Press, 2018).

23.	 European Citizen Science Association, Ten Principles of Citi-
zen Science, September 2015, available at <https://ecsa.citi-
zen-science.net/sites/default/files/ecsa_ten_principles_of_cit-
izen_science.pdf> (last visited February 28, 2020).

24.	 European Citizen Science Association, Citizen Science & Open 
Science: Synergies & Future Areas of Work, DITOs Citizen 
Science Policy Brief #3, February 2018, available at <https://
ecsa.citizen-science.net/sites/default/files/ditos-policybrief3-
20180208-citizen_science_and_open_science_synergies_
and_future_areas_of_work.pdf> (last visited February 28, 
2020).

25.	 European Citizen Science Association, ‘Do It Yourself Biotech-
nology’ (DIYBio) for open, inclusive, responsible Biotechnology, 
DITOs Citizen Science Policy Brief #2 (May 2017), available at 
https://ecsa.citizen-science.net/sites/default/files/ditos-policy-
brief2-20171004-diybio.pdf> (last visited February 28, 2020).

26.	 Citizen Science Association, “Values,” available at <https://
www.citizenscience.org/association/about/values> (last visited 
February 28, 2020).

27.	 Draft DIYbio Code of Ethics from North American Congress, 
July 2011, available at <https://diybio.org/codes/code-of-
ethics-north-america-congress-2011> (last visited February 
28, 2020), and Draft DIYbio Code of Ethics from European 
Congress, 2011, available at <https://diybio.org/codes/draft-
diybio-code-of-ethics-from-european-congress> (last visited 
February 28, 2020).

28 .	 A. Bowser et al., “Accounting for Privacy in Citizen Sci-
ence: Ethical Research in a Context of Openness,” CSCW 
2017, 2124-2138 available at <https://dl.acm.org/citation.
cfm?id=2998305> (last visited February 28, 2020).

29.	 Citizen, Lexico, available at <https://www.lexico.com/en/defi-
nition/citizen> (last visited February 28, 2020).

https://doi.org/10.1177/1073110520917044 Published online by Cambridge University Press

https://doi.org/10.1177/1073110520917044


176	 journal of law, medicine & ethics

JLME SUPPLEMENT

The Journal of Law, Medicine & Ethics, 48 S1 (2020): 167-177. © 2020 The Author(s)

30.	 See Barrett et al., supra note 11.
31.	 R.K. Merton, “The Normative Structure of Science,” in R.K. 

Merton, The Sociology of Science (Chicago: University of Chi-
cago Press, 1973): 267-278, at 274.

32.	 S. Terry, “Challenging the Drug Development Status Quo,” 
available at <https://blog.tedmed.com/challenging-drug-
development-status-quo> (last visited September 30, 2019); 
Precision Medicine World Conference, “Questions for Sharon 
Terry, Genetic Alliance-PMWC 2019 Honoree,” available at 
<https://www.pmwcintl.com/sharon-terry-2019sv-qa/> (last 
visited February 28, 2020).

33.	 M. Might and M. Wilsey, “The Shifting Model in Clinical 
Diagnostics: How Next-Generation Sequencing and Families 
Are Altering the Way Rare Diseases are Discovered, Studied, 
and Treated,” Genetics in Medicine 16, no. 10 (2014): 736-737, 
737.

34.	 Crowdsourcing and Citizen Science Act, H. R. 6414, 15 U.S.C. 
§ 3724(d)(6).

35.	 Bowser et al., supra note 28; Lynn et al., supra note 10; Eng-
lish, Richardson, and Garzón-Galvis, supra note 11.

36.	 European Citizen Science Association, Ten Principles, supra 
note 23. 

37.	 S. Hoffman, “Citizen Science: The Law and Ethics of Public 
Access to Medical Big Data,” Berkeley Technology Law Journal 
30, no. 3 (2015): 1741-1805.

38.	 S. Kumar et al., “Center of Excellence for Mobile Sensor Data-
to-Knowledge (MD2K).” Journal of the American Medical 
Informatics Association 22 (2015): 1137-1142; Bietz, Patrick, 
and Bloss, supra note 6, point out that even data that seem 
non-sensitive, like step counts, can support inferences about 
behavior that may be sensitive, such as whether an employee 
was out and about while taking a sick day. They also point out 
increases in re-identification and other risks associated with 
data aggregation and the capacity to combine datasets.

39.	 See K. Hickvale, J. Torous, and M.E. Larsen, “Assessment of 
the Data Sharing and Privacy Practices of Smartphone Apps 
for Depression and Smoking Cessation,” JAMA Network Open 
2, no. 4 (2019): e192542; S. Moore et al., “Consent Processes 
for Mobile App Mediated Research: Systematic Review,” 
JMIR MHealth and UHealth 5, no. 8 (2017): e126, available 
at <http://mhealth.jmir.org/2017/8/e126> (last visited Febru-
ary 28, 2020). For an overview of concerns related to mobile 
technologies, see M.A. Rothstein et al., “Unregulated Health 
Research Using Mobile Devices: Ethical Considerations and 
Policy Recommendations,” Journal of Law, Medicine and Eth-
ics 48, no. 1, Suppl. 1 (2020): 196-226.

40.	 Bowser et al., supra note 28.
41.	 Protecting Personal Health Data Act, 116th Congress, S. 1842; 

for the results of a non-governmental initiative to develop 
high-level standards for digital health entities, see “Guiding 
Principles on Ethics in Digital Health,” Stanford Libraries, 
February 21, 2019, available at <https://library.stanford.edu/
node/156021> (last visited February 28, 2020).

42.	 Bietz, Patrick, and Bloss, supra note 6.
43 .	 For ethical guidance tailored to projects involving the use of 

automated, wearable cameras in observational healthy behav-
ior research, see C. Nebeker et al., “Engaging Research Par-
ticipants to Inform the Ethical Conduct of Mobile Imaging, 
Pervasive Sensing, and Location Tracking Research,” TBM 6 
(2016): 577-586; Regarding risks to groups such as residents 
of particular neighborhoods in the case of research focused on 
environmental hazards, see English, Richardson, and Garzón-
Galvis, supra note 11, at 346-347 (“Although citizen science 
may presume the best interests of the community partners, 
partaking in traditional epidemiologic studies of hazard iden-
tification without explicit consideration of social justice may 
contribute to inequitable hazards in poor, disempowered, and 
nonwhite communities.”)

44.	 Hoffman and Podgorski, supra note 21; Merson, Gaye, and 
Geurin, supra note 21.

45.	 R. Bonney et al., “Next Steps for Citizen Science,” Science 343, 
no. 6178 (2014): 1436-1427; The ECSA Principles, supra note 

23, are straightforward on this front, with Principle 6 stating: 
“Citizen science is considered a research approach like any 
other, with limitations and biases that should be considered 
and controlled for.” An extended reflection on quality concerns 
related to citizen science focuses on fitness for use:

Thus, the philosophical literature on the aims of science, 
the empirical literature on data quality in citizen science, 
and the citizen science community’s own reflections on 
how to define data quality all converge on the conclusion 
that it is unfruitful to pose concerns about the quality of 
data and methodology as a universal critique of citizen 
science… [In] specific contexts, we can ask whether the 
data provided by particular citizen science groups and 
the methods that they have employed are sufficient for 
addressing the epistemic or practical task at hand. We 
can also explore whether there are ways of altering the 
questions being asked or improving the data being col-
lected so they are compatible. In some cases, citizen sci-
ence projects may even challenge professional scientists 
to reconsider their assumptions about what kinds of data 
or methods are most helpful and what kinds of questions 
ought to be investigated.

	 K.C. Elliott and J. Rosenberg, “Philosophical Foundations for 
Citizen Science,” Citizen Science: Theory and Practice 4, no. 1 
(2019): 1-9, at 4.

46.	 Bonney et al., supra note 45; T. Carlson and A. Cohen, “Linking 
Community-Based Monitoring to Water Policy: Perceptions of 
Citizen Scientists,” Journal of Environmental Management 
219 (2018): 168-177; English, Richardson, and Garzón-Galvis, 
supra note 11.

47.	 Stanford Guiding Principles, supra note 41.
48.	 Guerrini et al., supra note 1. See also Hoffman, supra note 28, 

at 1803-1804 (describing several nontraditional approaches to 
facilitation of scientific peer review).

49.	 Bietz, Patrick and Bloss, supra note 6 (evidence of demographic 
differences between Apple iPhone and Android mobile phone 
users). For more on unrepresentativeness bias as concern in 
citizen science, see Hoffman, supra note 28, at 1783; L. Del 
Savio, B. Prainsack, and A. Buyx, “Motivations of Participants 
in the Citizen Science of Microbiomics: Data from the British 
Gut Project,” Genetics in Medicine 19, no. 8 (2017): 959-961 
(participants in British Gut Project, which requires payment 
to join, older and more educated than general population); 
T.M. Maddox, J.S. Rumsfeld, and P.R.O. Payne, “Questions for 
Artificial Intelligence in Health Care,” Journal of the American 
Medical Association 321, no. 1 (2019): 31-32 (“quantified self ” 
efforts known to “oversample the healthy, wealthy, and well”); 
C. Nebeker et al., “Acceptance of Mobile Health in Communi-
ties Underrepresented in Biomedical Research: Barriers and 
Ethical Considerations for Scientists,” JMIR MHealth and 
UHealth 5, no. 6 (2017): e87 (concerns around privacy and 
potential risks related to data found across Latino, Somali, 
and Native Hawaiian Pacific Islander community members); 
English, Richardson, and Garzón-Galvis, supra note 11 (his-
tory has given rise to mistrust of research in low-income com-
munities and communities of color, necessitating awareness 
of how citizen science approaches can potentially harm those 
communities and steps to empower communities and mitigate 
risks).

50.	 Hoffman, supra note 28, at 1784-5; D.M. Wenner, J. Kimmel-
man, and A.J. London, “Patient-Funded Trials: Opportunity 
or Liability?” Cell Stem Cell 17, no. 1 (2015): 135-137. Note 
that the Citizen Science Association has a Data and Meta-
data Working Group that, among other things, maintains a 
webpage that includes a data management guide and other 
resources on data quality.

51.	 Gold et al., supra note 19. It is clear that absent long-term 
investment and planning data may simply disappear, as hap-
pened with Data Donors, a data donation project sponsored 
by the Wikilife Foundation. Bietz, Patrick, and Bloss, supra 

https://doi.org/10.1177/1073110520917044 Published online by Cambridge University Press

https://doi.org/10.1177/1073110520917044


Majumder and McGuire

unregulated health research using mobile devices • spring 2020	 177
The Journal of Law, Medicine & Ethics, 48 S1 (2020): 167-177. © 2020 The Author(s)

note 6. A lack of sustained support may also explain the signs 
of stasis on the website for DIY genomics. Pages for patient-
organized genomic research studies listed as active have not 
been updated in the past 5 years. Further, Genomera, the com-
pany that provided the infrastructure utilized in these studies, 
has gone out of business.

52.	 Pauwels and Denton, supra note 1, at 39.
53.	 Lee, Hirschfield, and Wedding, supra note 8.
54.	 Healthline, “The #WeAreNotWaiting Diabetes DIY Move-

ment,” available at <https://www.healthline.com/health/
diabetesmine/innovation/we-are-not-waiting#1> (last visited 
February 28, 2020).

55.	 S. Leibrand, “How and Why We Are Working with the FDA: 
Background and a Brief Summary of the Recent Meeting with 
the FDA about the Nightscout Project,” available at <https://
diyps.org/2014/10/12/how-and-why-we-are-working-with-
the-fda-background-and-a-brief-summary-of-the-recent-
meeting-with-the-fda-about-the-nightscout-project/> (last 
visited February 28, 2020).

56.	 Lee, Hirschfield, and Wedding, supra note 8.
57.	 U.S. Food and Drug Administration, FDA Warns against the 

Use of Unauthorized Devices for Diabetes Management (May 
17, 2019), available at <https://www.fda.gov/news-events/
press-announcements/fda-warns-against-use-unauthorized-
devices-diabetes-management> (last visited February 28, 
2020); E. Snouffer, “DIY Artificial Pancreas Gets Warning 
from FDA,” available at <https://diabetesvoice.org/en/news/
diy-artificial-pancreas-gets-warning-from-fda/> (last visited 
February 28, 2020). Despite the FDA warning, and the risks 
inherent in an approach that exploits a security flaw in an 
older generation of technologies, many individuals with dia-
betes continue to champion DIY approaches for reasons that 
include enhanced flexibility and cost-savings. See H. de Marco, 
“DIY Tech Gives People More Freedom in Managing Diabe-
tes,” Kaiser Health News, August 19, 2020; D. Brown, “Hack-
ing Diabetes: People Break Into Insulin Pumps as an Alterna-
tive to Delayed Innovations,” USA Today, June 5, 2019.

58.	 Lynn et al., supra note 10, at 4.
59.	 Id., at 6.
60.	 Wang et al., supra note 10.
61.	 Open Humans, “Explore and Share Your Data,” available at 

<https://www.openhumans.org/explore-share> (last visited 
March 16, 2020). 

62.	 Open Humans, “Project Guidelines, available at <https://
www.openhumans.org/community-guidelines/#project> (last 
visited February 28, 2020).

63.	 Open Humans, Data Use Policy, available at <https://www.
openhumans.org/data-use/> (last visited February 28, 2020).

64.	 Open Humans, “Public Data Guidelines,” available at <https://
www.openhumans.org/community-guidelines/#public-data> 
(last visited February 28, 2020).

65.	 D. Lewis, “Making It Possible for Researchers to Work 
with #OpenAPS or General Nightscout Data — and Cre-
ating a Complex Json to Csv Command Line Tool That 
Works with Unknown Schema,” available at <https://diyps.
org/2017/02/12/making-it-possible-for-researchers-to-work-
with-openaps-or-general-nightscout-data-and-creating-a-
complex-json-to-csv-command-line-tool-that-works-with-
unknown-schema/> (last visited February 28, 2020).

66.	 Nightscout, “#WeAreNotWaiting,” available at <http://www.
nightscout.info/> (last visited February 28, 2020).

67.	 B. Gert, Morality: Its Nature and Justification (New York: 
Oxford University Press, 2005).

68.	 Draft DIYbio Code of Ethics from European Congress, supra 
note 27.

69.	 R. Follett and V. Strezov, “An Analysis of Citizen Science Based 
Research: Usage and Publication Patterns,” PLoS ONE 10, no. 
11 (2015): e0143687.

70.	 Bonney et al., supra note 45.
71.	 A.D. Grant, G.I. Wolf, and C. Nebeker, “Approaches to Gover-

nance of Participant-led Research: A Qualitative Case Study,” 
BMJ Open 9 (2019): e025633, at 9; see also C. Cooper et 
al., “Project Categories to Guide Institutional Oversight of 
Responsible Conduct of Scientists Leading Citizen Science in 
the United States,” Citizen Science: Theory and Practice 4, no. 
1 (2019): 7 (noting concerns that IRBs may not appropriately 
accommodate community-based participatory research and 
may restrict report-backs that lessen knowledge disparities in 
professional-citizen scientist collaborations generally).

72.	 S. Ahrens, “Opening (and Swallowing) A Can of Worms to 
Treat My Crohn’s Disease,” American Journal of Gastroen-
terology 111, no. 7 (2016): 918-920. (The Editor’s Note in its 
entirety: “This article discusses the experience, ingenuity, and 
determination of Sean Ahrens, a young patient with Crohn’s 
disease who took it upon himself to treat his longstanding, 
symptomatic Crohn’s disease with pig whipworm eggs. Read-
ing this story will make some of you uncomfortable. You might 
question whether this work belongs in a medical journal or 
sends the wrong message to readers. However, we recognize 
that this topic is controversial and that N=1 reports cannot 
and should not change practice. The purpose of this story is 
not to encourage the use of pig whipworm or to demonstrate 
its efficacy (or lack thereof). We firmly believe that patients are 
uniquely qualified to provide insights into how they view their 
illnesses, weigh risks and benefits, and ultimately achieve self-
efficacy. Stories like this are important for us to acknowledge 
and understand, even if they do not change our practice.”)

73.	 D. Sarna-Wojcicki et al., “Where Are the Missing Coauthors? 
Authorship Practices in Participatory Research,” Rural Sociol-
ogy 82, no. 4 (2017): 713-746,

74.	 A.G. Tucket et al. (including Burnie Brae Citizen Scientists),  
“Older Adults Using Our Voice Citizen Science to Create 
Change in Their Neighborhood Environment,” International 
Journal of Environmental Research and Public Health 15, no. 
12 (2018): 2685. The ECSA principles, supra note 23, simply 
state in Principle 8 that “[c]itizen scientists are acknowledged 
in project results and publications.” 

75.	 Chrisinger and King, supra note 11.
76.	 H. Castleden, V.S. Morgan, and A. Neimanis, “Research-

ers’ Perspectives on Collective/Community Co-Authorship in 
Community-Based Participatory Indigenous Research,” Jour-
nal of Empirical Research on Human Research Ethics 5, no. 
4 (2010): 23-32; For a taxonomy of modes of recognition for 
patient partners in research, see E. Smith, J.S. Bélisle-Pipon, 
and D. Resnik, “Patients as Research Partners; How to Value 
Their Perceptions, Contribution, and Labor?” Citizen Science: 
Theory and Practice 4, no. 15 (2019): 1-13.

https://doi.org/10.1177/1073110520917044 Published online by Cambridge University Press

https://doi.org/10.1177/1073110520917044



