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Regulating Catastrophic Risks by Standards
Marta Simoncini *

This article analyses the role played by standards of protection in the regulation of cata-

strophic risks. It examines how to protect people against the occurrence of catastrophic 

events, considering that the related risk is highly uncertain and difficult to predict using 

rational methodologies. In this perspective, the article focuses on environmental risks and 

terrorist threats affecting common goods – namely environment and security – areas where 

any damage is susceptible to producing ruinous effects and huge casualties. Both natural 

and man-made disasters are capable of altering the normal legal relations that States are 

institutionally to ensure to their citizens. Therefore, the severity of the consequences of cata-

strophic events cannot be ignored, despite the low probability of their occurrence. However, 

in the absence of emergencies, exceptional measures may be adopted as a means of alter-

ing the legal framework, and thus the enjoyment, of fundamental freedoms and priorities 

in the allocation of public resources. No precautionary approach can escape from rational 

reflections about the opportunity-cost of any action, the cost-benefit analysis of counter-

measures and the proportionality of every regulatory decision. In order to understand how 

to face those “low probability – high cost” risks, the article considers a specific method of 

regulating risks by resorting to standards of protection. By using thresholds of alarm, public 

administrations can decide upon best-fit countermeasures that will correspond to specific 

risk characterisations. To this end, the article analyses the administrative process of formu-

lating standards and how they enable uncertain risks to be managed, thus promoting the 

development of a sound and accountable administration.

I. Introduction

Catastrophic risks present extremely serious chal-
lenges to the methodologies of risk regulation, be-
cause they are related to a high level of uncertainty 
and also to elevated consequences in terms of casual-
ties and losses when they do occur. In the description 
of different kinds of risks which have in common the 
capability to produce disasters, these threats show up 

the very problematic issues of risk regulation, con-
cerning both the content and the means for achiev-
ing objectives.

From the first standpoint, a pragmatic approach 
to risk regulation should recommend not reacting to 
low probability threats1, because with regard to the 
real costs, the benefits of the protection are only just 
possible, indeed rarely achievable. Moreover, it is ab-
solutely clear that the severity of the consequences 

* PhD in Administrative Law, University of Pisa. E-mail: <marta.sim-
oncini@gmail.com>. This paper was presented at the Society for 
Risk Analysis Europe Conference, Risk, Governance and Account-
ability, London, 21–23 June 2010. I would like to thank Alberto Ale-
manno, all the participants in the Conference for their comments 
and the anonymous referee of this journal for their remarks. Usual 
disclaimers apply.

1 See C.L. Comar, “Risk: A Pragmatic De Minimis Approach”, 203 
Science (1979), p. 309. Identifying the area of the relevant risk to 
be regulated in those phenomena where control could produce 

benefits would not be easily avoided, and that would not be rare 
and of small proportion; the author admits that catastrophic risks 
fall outside the category of significant risk, with serious conse-
quences (“100 per cent chance of harm”) for the parts eventu-
ally affected. Showing the need to rationalise risk regulation in 
order to improve both the efficiency in the use of resources and 
the effectiveness in the improvement of health and welfare, the 
author must recognise a gap in his model, which is the logical 
impossibility to give a coherent protection from low probabili-
ty-high loss risks.
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of catastrophic events cannot be ignored by states 
or by the international community, not only in the 
short run in their role as political actors charged with 
guaranteeing collective security, but also in the long 
run as institutions responsible for the respect of an 
inter-generational pact aimed at assuring sustainable 
development and use of scant resources.

For this reason, the consequences contribute to-
wards re-definition of the notion of ‘significant risk’2: 
A risk that cannot be accepted by society because it 
poses a threat affecting the ordinary management 
of legal, economic and political relationships. As a 
result, the concept of ‘tolerable risk’ does not overlap 
with a merely mathematical or statistical analysis of 
its probability, but is a regulatory concept that affects 
the effectiveness of the regulation3.

It is therefore essential to have methodologies that 
may be employed to avert such kinds of risk in order 
to determine the right balance between the costs ac-
tually borne of facing up to a possible disaster and 
the expected benefits from such an investment of 
public resources. In particular, the precautionary ap-
proach cannot avoid rational reflections about the op-
portunity cost of any action, the cost–benefit analysis 
of countermeasures and the proportionality of every 
regulatory decision. The difficulty in quantifying 
these variables involves a high discretionary power 
on the part of regulators, a power which should be 
rationally limited in order to prevent abuses and to 
guide provision of due protection against uncertain 
risks.

On these grounds this article aims to analyse the 
role that could be played by standards in the regula-
tion of catastrophic threats, looking at them as a bal-
ance between the absence of any precaution against 
disastrous events and the political will to anticipate 
them. First of all, focusing on environmental risks 
and terrorist threats, the traditional emergency ap-
proach to catastrophe is promoted in the light of 
the need for precautionary protection. Hence the 
analysis is centred on the management of uncertain 
risks and compares the solutions suggested by the 
precautionary principle with the ones offered by the 
categories found in economic analysis of law. In the 
absence of clear-cut results, the article considers the 
increasing protection set up by systems of thresholds 
of alarm which provide a standardised protection for 
every level of alert, and it investigates the adminis-
trative process of drawing up standards. In the final 
remarks, the analysis focuses on the limits and po-
tential of the regulatory model, showing how they 
can contribute to the promotion and development of 
a sound and accountable risk administration.

II.  The common good and catastrophic 
risks

The notion of catastrophic risk is highly descriptive, 
but it does not comprise any specific category of un-
certain risks: Hence any menace, when combined 
with the particular conditions of the reference con-

2 The notion of significant risk is based on an efficiency assessment, 
according to which the regulation, when faced by the impossibil-
ity of eliminating risks, should be focused on their reduction to 
the extent to which the costs do not exceed the benefits, avoid-
ing any inefficient regulation (that S. Breyer called the “tunnel vi-
sion” or “the last 10 per cent” regulation). See in the leading case 
in American case-law AFL-CIO v. American Petroleum Institute, 
448 US 607 (1980); but also Corrosion Proof Fittings v. EPA, 947 
F.2d 1201 (5th Cir. 1991); United States v. Ottati & Goss, Inc., 900 
F.2d 429 (1st Cir. 1990). The EU system does not endorse the ze-
ro-risk approach as well, and provides that the level of protection 
against risks should be based on a case by case analysis of the 
severity of the threat to human health, the degree of reversibil-
ity of its effects, the possibility of delayed consequences and the 
perception of the menace based on available scientific data. See 
in particular CFI, Pfizer Animal Health v. Council, Case T-13/99, 
[2002] ECR II-3305, paras. 145–146, 153; CFI, Alpharma v. Coun-
cil, Case T-70/99, [2002] ECR II-3495, paras. 157–159, 165–166; 
see also ECJ, Bellio F.lli Srl, Case C-286/02, [2004] ECR, para. 58; 
ECJ, Safety High-Tech, Case C-284/95, [1998] ECR I-4301, para. 
49. In the literature see P.F. Ricci and L.S. Molton, “Risk and Ben-
efit in Environmental Law”, 214 Science (1981), pp. 1096–1097; S. 
Breyer, Breaking the Vicious Circle. Toward Effective Risk Regula-
tion (Cambridge, Mass., 1993), pp. 11–19; G. Majone, Dilemmas 
of European Integration (Oxford: Oxford University Press, 2005), 
pp. 133–135; A. Alemanno, The Shaping of European Risk Regula-

tion by Community Courts (Jean Monnet Working Paper 18/2008), 
available on the Internet at <http://papers.ssrn.com/sol3/papers.
cfm?abstract_id=1325770>, pp. 33–36.

3 This approach is shared by EU regulatory system; indeed, the 
Commission acknowledged the “political responsibility” to “find 
answers” to “unacceptable risk, scientific uncertainty and public 
concerns”; see Communication from the Commission 2 February 
2000, COM (2000) 1, “on the precautionary principle”, paras. 5–6 
(summary) and 1, 6.3.4. Moreover, EU courts settled that scien-
tific evidence is a necessary condition, but not in itself sufficient 
for the exercise of the regulatory function. As a result, other non-
scientific factors, such as interests and values, play a fundamental 
role in the definition of the tolerable risk. See CFI, Pfizer Animal 
Health v. Council, Case T-13/99, cit., para. 201; ECJ, United King-
dom v. Commission, Case C-180/96, [1996] ECR I-3903, para. 89. 
On this point see A. Alemanno, The Shaping of European Risk 
Regulation by Community Courts, supra note 2, pp. 41–45, who 
stresses the relevance of such approach in the Hormones dispute 
between EU and US before the WTO Appellate body (see Appel-
late Body Report, European Communities-Measures Concerning 
Meat and Meat Products, WT/DS26/AB/R, WT/DS48/AB/R, 16 
January 1998). In this perspective, incorporating the fundamental 
issue of the right exercise of discretionary power, risks affect the 
same administrative organisation and action. See E. Fisher, “The 
Rise of the Risk Commonwealth and the Challenge for Adminis-
trative Law”, Public Law (2003), pp. 462–466.

EJRR 1-2011 Inhalt.indd   44 17.02.2011   15:24:09

ht
tp

s:
//

do
i.o

rg
/1

0.
10

17
/S

18
67

29
9X

00
00

06
0X

 P
ub

lis
he

d 
on

lin
e 

by
 C

am
br

id
ge

 U
ni

ve
rs

ity
 P

re
ss

https://doi.org/10.1017/S1867299X0000060X


EJRR 1|2011 Regulating Catastrophic Risks by Standards 39

text, is potentially susceptible of producing ruinous 
effects impacting the population and the legal order4.

In this perspective, the field of research is reduced 
to two emblematic catastrophic risks related to the 
protection of the common good: Environmental risk 
and international terrorist threats, which both need 
public regulation to prevent the disastrous effects 
from occurring. Despite their apparent dissimilari-
ties, these areas nevertheless display many points in 
common.

First of all, concerning the protection of the en-
vironment and global and national security, any 
significant damage to their integrity is likely to pro-
duce ruinous general effects and huge casualties: 
Both natural and man-made disasters are capable of 
altering the ordinary legal relations that States must 
institutionally guarantee to their citizens. To cite one 
example, in the long run, global warming is capable 
of jeopardising even the survival of the human race; 
from the same point of view, international terrorism 
represents a stable (i.e. controllable) danger to global, 
regional and national security.

In line with this reasoning, ever since the 1980s, 
nation states – in particular, the USSR after the Cher-
nobyl disaster in 19865 – and the UN have begun to 
consider the environment and non-military menaces 
as new issues on the global security agenda6. Moreo-
ver, it should not be forgotten that terrorist attacks 
may be launched against the environment, thus pro-

voking environmental disasters. From this perspec-
tive, the objectives of protecting the environment and 
human health are not so distant from the premises 
and the goals of counter-terrorism, even though their 
specificity is apparent not only in terms of objective 
competence but also regarding the means employed 
to guarantee their defence.

III.  The public law approach to 
catastrophes: Emergency versus 
risk regulation

In the traditional command-and-control model of 
regulation, protection against catastrophic risks is 
generally achieved through recourse to the category 
of emergency, which represents a safety valve for le-
gal order that allows the introduction of exceptional 
powers aimed at restoring the normal course of legal 
relations. However, the system is designed not only to 
react to the emergency situation, but also to anticipate 
forthcoming emergencies of the same kind through 
integrating counter-measures in the ordinary system 
of public management. This physiological process of 
overcoming emergencies may possibly produce para-
doxical effects, but at the same time it brings to light 
a fundamental social and political need to anticipate 
and prevent the incidence of the emergency.

The maintenance of an extraordinary order be-
yond the period that could be considered an emer-
gency in the strict sense involves making permanent 
any powers and measures planned for a temporary 
period7, expanding the capacity of the controlling au-
thority, even though this might be to the detriment 
of enjoyment of individual freedoms, and legislating 
for the failure of the legal system while overcoming 
the hazard. Indeed, this approach encourages an al-
tered interpretation of the regulatory principle, which 
prescribes that risks should be reduced to the low-
est possible level: According to this second-best rule, 
any risk that cannot be eliminated should be reduced 
as far as possible8. However, where catastrophes are 
concerned, such a model of regulation (like the one 
developed in the USA in the field of health risks) ends 
up by legalising a permanent emergency state, which 
is at odds with the nature of emergency powers and 
with the need of Western democracies to limit their 
authority over the restriction of personal liberty.

Therefore, if the overarching need to prevent 
emergencies cannot be ignored, it must be consid-
ered as an opportunity for risk regulation to allow 

4 For an overview on disaster definition, characteristics and classifi-
cation see A. Minhans, Disasters and Disaster Management, paper 
available on the Internet at <http://papers.ssrn.com/sol3/papers.
cfm?abstract_id=1590128> (2010), pp. 1–9. Moreover, on the cat-
astrophic outcomes of risk tradeoffs in regulation see F. Wharton, 
“Risk Management: Basic Concepts and General Principles”, in J. 
Ansell and F. Wharton (eds), Risk: Analysis, Assessment and Man-
agement (Wiley, 1992), pp. 12–14; G. Little, “BSE and the Regula-
tion of Risk”, 64 The Modern Law Review (2001), pp. 735–736.

5 See S. Lonergan, “Security and Environment”, in D.J. Cuff & A.S. 
Goudie (eds), Global Change (Oxford University Press, 2009), pp. 
553–554.

6 More specifically, the UN Resolution 1625/2005 links the preven-
tion of conflicts with the sustainable development and, afterwards 
the UN Doc. SC/9000 (2007) enhanced the issue of global warm-
ing to a relevant issue for the maintenance of peace and security. In 
the literature see F. Sindico, “Climate Change A Security (Council) 
Issue?”, 1 Carbon and Climate Law Review (2007), pp. 29–34.

7 David Dyzenhaus, “The Permanence of the Temporary: Can Emer-
gency Powers Be Normalized?”, in R.J. Daniels, P. Macklem and 
K. Roach (eds), The Security of Freedom: Essays on Canada’s Anti-
Terrorism Bill (2001), p. 21.

8 See G. Majone, “Dilemmas of European Integration”, supra note 2, 
pp. 132–133. According to the author, this regulatory principle is 
the American equivalent of the precautionary approach, because 
it does not involve any consideration of the costs and benefits of 
regulation.
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the prevention of not only the sudden incidence of 
an emergency situation, but also any paradoxical ef-
fects or abuse of the necessary recourse to emergency 
powers. In this context, a flexible system of alarm 
thresholds could be viewed as a rational instrument 
for managing uncertain risks ahead of an emergency 
and for mitigating the impact of its occurrence.

As a matter of fact, in the absence of disasters and 
casualties – therefore in the absence of an emergency 
situation – the adoption of extraordinary measures 
would highly alter the ordinary legal framework and 
thus both the enjoyment of fundamental freedoms 
(such as the right to economic initiative or the right 
to privacy) and the settlement of priorities in the al-
location of public resources.

From this point of view, the management of the 
terrorist threat is symbolic: In the aftermath of 11 
September 2001 the fight against terrorism has ren-
dered arduous the recognition of fundamental rights 
simultaneously with the emergency rationale; in fact 
it has pushed the historical tension between liberty 
and public powers to a critical stage and shown that 
the acquis of democracy and the rule of law itself can 
be openly questioned when the survival of the state 
is at stake. Indeed, in the face of the terrorist threat, 
collective security has become an unavoidable issue 
which governments want to ensure and improve as 
far as possible. Pursuing this duty, governments have 
introduced restrictive regulations in order to prevent 
further attacks from occurring and in order to reas-
sure the public about the effectiveness of the state 
reaction9.

As a consequence, the emergency has become the 
ordinary means of ensuring security, thus the model 
of emergency administration becomes an ordinary 
method of administration and provides bias in the 
national anti-terrorism regulations, showing the very 
political side of the law. In this way the notion of 
emergency expands from an exceptional order for 
regulating unknown and unforeseeable events to an 
alternative instrument for achieving efficiency in the 
legal system. In widening the emergency regulation 
into a method of governance for critical situations10, 
not only is the relationship between exceptional facts 
and temporary countermeasures altered, but also the 
exercise of fundamental rights is brought into ques-
tion in the attempt to prevent any further uncertain 
catastrophe from occurring.

From this viewpoint, resorting to risk regulation 
has become a necessary step to reduce the use of spe-
cial and derogatory powers and damages in the man-

agement of emergencies: This way, the governance of 
uncertainty gets back to a state of balanced combina-
tion of risk prevention and emergency management.

In this perspective, catastrophic risks are regu-
lated in order to preserve the collective capability to 
make choices: By making use of precautionary meas-
ures, flexibility in decision-making can be preserved 
for the future11. However, it should be stressed that 
applying risk regulation methodology to uncertain 
risks means introducing models of risk management 
where supportive risk assessment is sparse. As a re-
sult, the legal situation prevails over the scientific one 
and deals with the notion of significant risk and the 
available resources. Consequently, the specific prin-
ciples of risk management play a fundamental role 
in addressing the strategy against risks: Reference 
is made to the precautionary principle used in the 
European legal framework and to the cost–benefit 
analysis, which is more popular in US regulations.

IV.  Precautionary approaches in the 
management of catastrophic risks

The research into anticipated protection against dis-
asters collides with a double uncertainty: The prob-
abilities that a ruinous case will occur and the range 
of the effects related to such occurrence.

Applying the precautionary principle to such 
kinds of risk means the assumption of decisions in 
a context of scarcity of scientific information in or-
der to meet the possible damage and the severity of 
the threat. A clear example of such an approach is 

9 B. Ackerman, “The Emergency Constitution”, 113 Yale Law Journal 
(2003–2004), p. 1037.

10 This kind of regulative perspective has been called “catastrophic 
state”, in order to portray a state which resorts to the administration 
of disaster as “a form of governance and a way of ruling”, regularly 
putting at risk the ordinary system of law. From this point of view, 
the catastrophic state works on completely different premises from 
the “providential state” based on the solidarity principle, because 
it rests on the management of disasters, and not on their preven-
tion. See A. Ophir, “The Two-State Solution: Providence and Ca-
tastrophe”, 8 Theoretical Inquiries in Law (2007), pp. 123–144.

11 See C.R. Sunstein, “Irreversible and Catastrophic: Global Warming, 
Terrorism, and Other Problems: Eleventh Annual Lloyd K. Garri-
son Lecture on Environmental Law”, 23 Pace Environmental Law 
Review (2005–2006), pp. 856–857. In particular, the author con-
siders the preservation of the capability to choose in terms of an 
option value, applying a monetary valuation to the public decision-
making issue in an environmental context, which is in line with 
the economic analysis of law. In this perspective, he distinguishes 
the willingness to pay to use a pristine area (use value) from the 
willingness to pay for the option to use the same environmental 
amenity in the future (option value), basing them both on the ex-
istence value of the place.
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Principle 15 of the Rio Declaration on Environment 
and Development, which claims that the lack of full 
scientific certainty cannot be used to postpone the 
adoption of cost-effective measures to prevent envi-
ronmental degradation from serious and irreversible 
harm12. Therefore, the precautionary principle has 
been elevated to a decision-making rule that can jus-
tify and encompass the introduction of any measure 
which seems to be efficacious in the struggle against 
the loss of future chances (and the occurrence of po-
tential harm).

An outstanding American scholar, C.R. Sunstein, 
defines this approach to catastrophic risks as the “ir-
reversible harm precautionary principle”, recognising 

the intrinsic opportunity for public proactive inter-
vention which reduces the possible irreversible dam-
age13. Looking at risks through the lens of precaution, 
he defends the coherence of this methodology in 
catastrophic instances from the incoherence gener-
ated by the European version of the precautionary 
principle. More precisely, Sunstein blames the strong 
approach to precaution which imposes a high bur-
den of proof on the proponent of any activity with 
regard to its safety profile, because it is susceptible 
to producing paralyzing effects on social-economic 
development14; however, he makes one exception 
to this reasoning by adopting a weak version of the 
same principle in the attempt to tackle the issue of 
irreversible and catastrophic risks.15 This interpreta-
tion, however, cannot ignore the fact that that the 
weakness of the requested burden of proof – justi-
fied by a political goal which declares that science 
should not govern the law – could become an unlim-
ited delegation of the power to regulate risks where 
the scientific information is sparse. For this reason, 
framing the irreversible harm precautionary princi-
ple, Sunstein reflects also on the possible negative 
outcomes that such a rational approach could lead 
to, and from this perspective he tries to qualify its 
limits and potential. In particular, the precautionary 
counteraction should be graduated in degree in order 
to avoid aggressive forms of prevention that are able 
to produce irrationality in regulatory policies. This is 
the case of a maximin behavioural strategy towards 
the precautionary approach, which consists in com-
bating the worst-case scenario without taking into 
account the degree of risk aversion and uncertainty 
and the effects of that option. Following Rawls, the 
choice of such an action can only be justified if the 
costs of pursuing it are indifferent in respect to the 
opposing option16.

Sunstein tempers the irreversible harm precau-
tionary principle by introducing some further vari-
ables that have to be balanced in the definition of 
the counter-measures against disastrous risks, name-
ly “the full range of social risks”, “the idea of cost-
effectiveness, which requires regulators to choose 
the least costly means of achieving their ends”, the 
“distributional considerations” and “the costs […] as 
such”17. As a result, the struggle against catastrophic 
risks must be assessed in the light of a comprehen-
sive analysis of the social, economic and political 
reasons and interests at stake; the output is a set of 
decisions which sets the feasible level of protection 
against catastrophes in a specific legal space. This 

12 The United Nations Conference on Environment and Development, 
held in Rio de Janeiro, 3-14 June1992, adopted the Rio Declaration 
on Environment and Development which states in Principle 15 that 
“in order to protect the environment, the precautionary approach 
shall be widely applied by States according to their capabilities. 
Where there are threats of serious or irreversible damage, lack of 
full scientific certainty shall not be used as a reason for postponing 
cost-effective measures to prevent environmental degradation.”

13 See C.R. Sunstein, “Irreversible and Catastrophic”, supra note 11, 
pp. 13–15.

14 On the application of the precautionary principle in the EU see 
COM (2000) 1, cit. (in particular para. 6.4 on the reversal of the 
burden of proof). Moreover, in the case-law see ECJ Sandoz BV, 
Case 174/82, [1983], ECR 2445; ECJ, National Farmers’ Union et 
al., Case C-157/96, [1998] ECR I-2211; ECJ, United Kingdom v. 
Commission, Case C-180/96, [1998] ECR 3903; ECJ, Association 
Greenpeace France et al., Case C-6/99, [2000] ECR I-1651. How-
ever, it is worth noting that the EFTA Court played a fundamental 
role in the definition of the content of the precautionary principle 
in the case EFTA Surveillance Authority v. Norway, E-3/00, [2001] 
EFTA Court Report 2000/2001, 73, at paras. 30–31. Its acknowl-
edgement as a general principle of the EC legal order occurs in the 
case CFI, Artegodan et al. v. Commission, Case T-74/00, [2002] 
ECR II-4945 and in the case CFI, Solvay Pharmaceuticals v. Coun-
cil, T-392/02, [2003] ECR II-1825. In the literature see, among 
others, A. Alemanno, The Shaping of the Precautionary Principle 
by European Courts: From Scientific Uncertainty to Legal Certain-
ty (Bocconi Legal Studies Research Paper No. 1007404, 2007), 
available on the Internet at <http://papers.ssrn.com/sol3/papers.
cfm?abstract_id=1007404>, pp. 1–13; E. Fisher, Opening Pando-
ra’s Box: Contextualising the Precautionary Principle in the Euro-
pean Union (Oxford Legal Studies Research Paper No. 2/2007), 
available on the Internet at <http://papers.ssrn.com/sol3/papers.
cfm?abstract_id=956952>, pp. 1–43; E. Fisher, J. Jones and R. von 
Schomberg (eds), Implementing the Precautionary Principle. Per-
spectives and Prospects (Elgar, 2006); F. De Leonardis, Il principio 
di precauzione nell’amministrazione del rischio (Giuffrè, 2005); N. 
de Sadeleer, Environmental Principles: From Political Slogans to Le-
gal Rules (Oxford University Press, 2002); G. Majone, “What Price 
Safety? The Precautionary Principle and its Policy Implications”, 
40(1) Journal of Common Market Studies (2002), pp. 89–109.

15 See C.R. Sunstein, “Irreversible and Catastrophic”, supra note 11, 
p. 6.

16 See J. Rawls, A Theory of Social Justice (revised ed., Harvard Uni-
versity Press, 1999), pp. 134–135. In particular, the author recom-
mends the use of the maximin principle in the case of uncertain 
risks with potential catastrophic outcomes when the costs of re-
sorting to the principle are relatively indifferent. On this perspec-
tive, see C.R. Sunstein, “Irreversible and Catastrophic”, p. 880.

17 C.R. Sunstein, ibid., pp. 893–894.
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means a re-introduction of a burden of evidence on 
the regulator, which should demonstrate the effec-
tiveness of the precautionary measures.

In this framework, the admission of the public 
capacity to face catastrophic risks must be analysed 
concretely in the regulative process, in view of its be-
coming a rational principle of legal decision-making 
affecting the correct exercise of discretionary power. 
Administrative law seems to provide fundamental 
instruments for weighing up all the variables at stake 
in the definition of public protection. In particular, 
the guarantees of participation and analysis of inter-
ests in the administrative procedure seem to define 
a specific method to allocate public resources. The 
issue at stake is the way the risks and the legal posi-
tions are balanced: The core of the public decision-
making rests upon the analysis of different variables, 
without a predetermined result.

Moving from the same necessity to provide a pre-
cautionary protection against uncertain risks, R.A. 
Posner suggests responding to those very low prob-
ability – very high cost instances by making use of 
the instruments of the economic analysis of law18. 
In order to avoid costs exceeding benefits in the pre-
vention of catastrophes, this distinguished law and 
economics scholar draws up an inverse model of the 
traditional cost-benefit analysis: The approximated 
probability of the occurrence of a calamity is worked 
out by dividing the public resources devoted to the 
prevention of a particular catastrophic risk by the 
social costs of the possible materialisation of such an 
event19. As a consequence, uncertainty can be quan-
tified and contrasted in an economic way, namely 
by considering that the optimal expenditure must 
equate marginal cost and marginal benefit. In this 
perspective, independent assessments of the prob-
ability of such kinds of risks may be used as a hint 
about the correctness of the allocation of public re-
sources. Moreover, waiting for a scientific reduction 
of uncertainty and delaying the precautionary action 
means an increase in the expected losses from an 
unexpected catastrophe.

This approach to uncertain risks deals with a kind 
of public insurance against such risks that appears 
to be an economic assessment of the precautionary 
principle. However, this approach is based on esti-
mating the amount of the possible losses by pool-
ing uncertain cases as if they were similar, without 
taking into account their distinguishing and unique 
characteristics20; and so there is distortion of the 
same foundation of the insurance principle. Moreo-

ver, Posner’s model risks ending up with the applica-
tion of the maximin rule: Imagining the worst-case 
scenario, i.e. that only higher expenditure of public 
resources will reduce the possible losses without jeop-
ardising the economic balance of marginal costs and 
benefits. As a result, the system runs into a double 
anomaly which neglects probability and consequenc-
es. Indeed, the payment of an “emotion premium” 
disregards the probabilistic analysis without giving 
a sufficient certainty of being prepared against dis-
asters, because catastrophes are unique events and 
most likely “virgin risks”21.

Furthermore, it has been noted that Posner’s anal-
ysis is a “mathematical trick” used “as a justification 
for fundamental changes in legal institutions”22: By 
proposing different administrative reforms – which 
refer to education, fiscal tools, reorganisation of ad-
ministrative agencies and redefinition of the role of 
science in the legal procedure before courts23 – the 
author seems to provide a common response, that is, 
an enhancement of the administrative control which 
implies an irreversible sacrifice of civil liberties.

However, the case of terrorism is a clear example of 
the ineffectiveness of such an approach: The mere at-

18 See R.A. Posner, Catastrophe: Risk and Response (New York: Ox-
ford University Press 2004), p. 56.

19 See R.A. Posner, “Castastrophe”, supra note 18, pp. 176–184; id., 
“Efficient Responses to Catastrophic Risk”, 6 Chicago Journal of 
International Law (2005–2006), p. 523. More precisely, the author 
considers that expected cost (C) is the mathematical product of 
probability (P) and losses (L), according to the formula C = PL.

20 In this perspective see F. Knight, Risk, Uncertainty and Profit (Ital-
ian edition, Florence: La Nuova Italia, 1960), pp. 233–234. The 
author claims that in the case of risks – whose probabilities are 
known – the distribution of outcomes can be inferred by grouping 
(“consolidating”) similar instances on the basis of a priori calcula-
tion or statistics; on the contrary, in uncertain situations – that is, 
where probabilities are unknown – this grouping strategy is not 
possible, because every case is unique by definition.

21 See A. Berger, C. Brown, C. Kousky and R. Zeckhauser, Five 
Neglects: Risk Gone Amiss, paper available on the Internet at 
<http://www.hks.harvard.edu/fs/rzeckhau/Five_Neglects.pdf>, 
p. 3. Moreover, about emotion premium in the case of probabil-
ity neglect see C.R. Sunstein and R.J. Zeckhauser, Overreaction to 
Fearsome Risks, paper available on the Internet at <http://papers.
ssrn.com/sol3/papers.cfm?abstract_id=1319881>, pp. 7–9; C.R. 
Sunstein and R.J. Zeckhauser, Dreadful Possibilities, Neglected 
Probabilities, paper available on the Internet at <http://www.hks.
harvard.edu/fs/rzeckhau/Sunstein4-6-09.pdf> (forthcoming). As 
it concerns consequence neglect in the case of virgin risks, cf. C. 
Kousky, J. Pratt and R.J. Zeckhauser, Virgin Versus Experienced 
Risks, paper available on the Internet at <http://www.hks.harvard.
edu/fs/rzeckhau/kousky-pratt-rjz-revised.pdf>.

22 See R.A. Posner, “Book Note: The Days After Tomorrow: Catas-
trophe: Risk and Response” (New York: Oxford University Press, 
2004), in 118 Harvard Law Review (2005), pp. 1343–1344.

23 See R.A. Posner, “Book Note”, supra note 22, pp. 200–244.
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tention to the harm caused by attacks has determined 
“the permanence of the temporary” which does not 
guarantee the collective security that it promises and 
puts at risk the protection of fundamental liberties. 
This instance shows that such a model of protection 
does not consider the opportunity cost of precaution-
ary measures, compromising the coherence and the 
capability of defining priorities in regulation24. From 
this point of view, the US Supreme Court clamped 
down on the possibility of reacting to low probability 
risks in an extreme manner, interpreting the admin-
istrative duty to consider the worst-case scenario in 
the environmental assessment statements only where 
it was not completely speculative25. That means cre-
ating a balance in catastrophic risks between the sci-
entific assessment of probabilities and the possible 
effects of the materialisation of the risk to the legal 
order.

V.  Regulating catastrophic risks 
by standards

The analysed approaches to catastrophic risks do not 
arrive at conclusive statements on the principles of 
regulating disasters, thus avoiding any considera-
tions of the opportunity costs in regulating instances 
of very low probability/very high cost and demon-

strating a constitutively limited effectiveness of the 
counteraction.

For this reason, it is possible to reconstruct the 
problem of catastrophic risk regulation on a more tra-
ditional basis, one that balances the interests at stake 
in the light of the characteristics of the risk at issue 
against the expected effectiveness of the measures. 
This reasoning relies on analysis of proportionality 
in the adoption of precautionary rules that does not 
ignore the cost–benefit equilibrium, even though it 
is included in a more ample analysis of qualitative 
and quantitative variables. From this standpoint, the 
administrative procedure is the regulative venue of 
such a kind of decision-making process, and the defi-
nition of standards of protection can be a useful in-
strument for regulating the uncertainty that divides 
catastrophic risks from disasters.

Indeed, the fundamental principle of fairness 
which dominates the administrative procedure is 
able to provide significant guarantees of protection 
for individuals in public decision-making. The elabo-
ration of standards of protection through recourse 
to this kind of procedure allows for the outlining of 
the social acceptability of risks and of introducing 
accountable methods to govern risks and uncertainty.

More precisely, the regulatory administration sets 
up a rule-making process allowing the different in-
terests at stake to participate, thus allowing private 
and public parties to submit their legal situations and 
even their risk analysis. If the participation of other 
administrations is important in order to coordinate 
the different public interests and policies (also taking 
into account the settlement of regulatory priorities), 
the contribution of private parties has an intrinsic 
defensive character: Any public decision that affects 
single individuals must respect the right to be heard 
or, at least, to have a written cross-examination. This 
is a cultural guarantee, inherent in Western tradition, 
which affects the human dignity. Moreover, a fur-
ther participative model has been recognised where 
public decisions do not directly affect the private le-
gal sphere because of their general nature, so that 
in some cases the administrative procedure appears 
to substitute the political process for interest assess-
ment26. The regulatory process has been developed 
from public consultation to forms of co-regulation, 
giving different relevance to the private contribution 
to the settlement of public regulation: In the first case 
the administration tries to reduce its asymmetric in-
formation by submitting the draft decisions to the 
interested parties, while in the other case the public 

24 On the relation between opportunity-cost and precautionary prin-
ciple see G. Majone, “What Price Safety?”, supra note 14, p. 101.

25 See Robertson v. Mathow Valley Citizens Council, 490 US 332, 
354–356 (1989).

26 See R.B. Stewart, “The Reform of American Administrative Law”, 
88 Harvard Law Review (1974–1975), pp. 1723–1790, who reckons 
the American rule-making process is an administrative proceeding 
based on interest representation. See also id., “Il diritto ammin-
istrativo del XXI secolo”, 1 Rivista trimestrale di diritto pubblico 
(2004), p. 10; id., “U.S. Administrative Law: A Model for Global 
Administrative Law”, 68 Law and Contemporary Problems ( 2005), 
pp. 74–75. It should also be pointed out that removing the indi-
vidual concern clause from the requirements of any natural and 
legal person to challenge regulations, the Treaty on the Functioning 
of the European Union (TFEU) broadened the private chances to 
sue for the annulment of normative acts (see Article 263 (4) TFEU, 
which amended Article 230 (4) ECT). In order to reduce the po-
tential growth in litigation, the regulator should necessarily widen 
the participation to regulatory proceedings and to some extent it 
would get closer to the American interest representation model. 
See A. Meuwese, Y. Schuurmans and W. Voermans, “Towards a 
European Administrative Procedure Act”, 2 Review of European 
Administrative Law (2009), pp. 4–5, 30–31. On the present fea-
tures of public participation in EU see Communication from the 
Commission 11 December 2002, COM (2002) 704, “towards a re-
inforced culture of consultation and dialogue – General principles 
and minimum standards for consultation of interested parties by 
the Commission”.
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agency makes a negotiated agreement with private 
interests and the public decision is the result of such 
negotiation.

This way, the administrative process allows for 
equilibrium between private reasons and public 
guidelines, through adopting general rules for gov-
erning significant risks. Thus, the cost-benefit analy-
sis becomes a measure of efficiency, but not the sole 
and necessarily decisive rule of choice. Moreover, the 
application of the precautionary principle must take 
into account those systemic aspects that Sunstein 
indicates as fundamental variables that the public 
authority should consider in risk regulation. There-
fore, the precautionary approach to catastrophic risks 
becomes the coherent result of reasonable exercise of 
discretionary power in the light of the proportional-
ity principle: The administration has to show that 
the adopted measures are suitable and necessary 
to pursue the policy goal and that they do not af-
fect the individual legal sphere beyond the required 
measure27. This involves the application of regulation 
impact assessment (RIA), which is aimed at verify-
ing not only the effectiveness of such provisions but 
also the reasonableness of the sacrifice requested to 
individuals: Through the consultation process, the 
regulator can ex ante weigh up the likely economic, 
environmental and social implications of action and 
highlight the potential trade-offs in risks and ben-

efits28; in doing so, the search for better outcomes 
and performances in regulation should inevitably 
absorb distributional issues in the regulatory pro-
ceeding, so that risk policies can settle the correct 
balance between the cost-benefit approach and the 
precautionary one29. Hence, the implementation of 
better regulation strategies30 can become the road-
map for the development of a standard-based model 
of risk regulation: Pursuing the general suitability of 
rules regardless of sector specificities, such methodol-
ogy comes out as “a type of meta-policy targeting the 
governance of the regulatory process”31. Therefore, 
this regulatory model can contribute determining 
more appropriate levels of protection and, as a con-
sequence, organisational issues play a decisive role in 
its implementation. In this framework, the statement 
of reasons is the appropriate venue where those lim-
its to the discretionary power should emerge.

Moreover, the way standards are formulated re-
veals how the regulator pursues the policies’ goals 
and, thus, the methods followed by the administra-
tion in regulating risks. To this end the analysis of 
the characteristics of standards made by S. Breyer at 
the beginning of the 1980s is very helpful32.

First of all, a standard can satisfy the regulative 
purpose directly or indirectly, according to the ef-
fective capability of the administration involved to 
control the enforcement of the same rule. Hence, 

27 In this regard see COM (2000) 1, cit., paras. 6.3.1 and 6.3.4, which 
temper the precautionary approach with the assessment of the pro-
portionality of the regulatory action and the cost-benefit analysis.

28 Making the RIA a systemic part of the regulatory process requires 
rationalisation in the allocation of the public resources. To this 
end, in 2005 the European Commission introduced a proportion-
ality requirement in impact analysis, so that its deepness (and, in 
particular, the level of public participation and the accuracy of 
its findings) should be commensurate with the significance of the 
regulatory action and the range of the expected effects. This way 
RIA is strictly reconnected to the other main goal of better regula-
tion, the administrative simplification. See Communication from 
the Commission to the Council and the European Parliament 16 
March 2005, COM (2005) 97, “Better Regulation for Growth and 
Jobs in the European Union”, para. 2A and Annex I; European Com-
mission, Impact Assessment Guidelines, 15 June 2005, SEC (2005) 
791, para. 5. Moreover, the proportionality requirement has been 
implemented by Impact Assessment (IA) Guidelines, 15 January 
2009, SEC (2009) 92, which bases the significance of impacts on 
the type and the content of regulatory initiative (see para. 3.2). 
On the proportionate level of analysis for IA see also A. Aleman-
no, “The Better Regulation Initiative at the Judicial Gate: A Trojan 
Horse within the Commission’s Walls or the Way Forward?”, 15 
European Law Journal (2009), note 76, available on the Internet at 
<http://papers.ssrn.com/sol3/papers.cfm?abstract_id=1297170>; 
A. Renda, Impact Assessment in the EU. The State of the Art and 
the Art of the State (Brussels: CEPS, 2006), pp. 91–96; J. Wiener, 
Better Regulation in Europe (Duke Law School Legal Studies Paper 
No. 130, 2006), available on the Internet at <http://papers.ssrn.
com/sol3/papers.cfm?abstract_id=937927>, pp. 20, 36.

29 J. Wiener defines this approach to regulation as a “warm analysis”, 
because it focuses on regulatory impacts and tradeoffs, mitigat-
ing possible overreaction to risks and at the same time being not 
tied up to rigid measurements of cost and benefits. See id., “Bet-
ter Regulation in Europe”, supra note 28, pp. 33–38.

30 In the literature on better regulation see, among others, A.C.M. 
Meuwese, Impact Assessment in EU Lawmaking (Kluwer Law In-
ternational, 2008); L. Allio, “Better regulation and impact assess-
ment in the European Commission”, in C. Kirkpatrick and D. Parker 
(eds), Regulatory Impact Assessment. Towards Better Regulation? 
(Edward Elgar), pp. 72–105; S. Weatherill (ed.), Better Regulation 
(Hart Publishing, 2007); C.M. Radaelli, “Whither Better Regula-
tion for the Lisbon Agenda?”, 14 Journal of European Public Policy 
(2007), pp. 190–207; C.M. Radaelli and F. De Francesco, Regula-
tory Quality in Europe: Concepts, Measures, and Policy Process-
es (Manchester University Press, 2007); J. Black, “Tensions in the 
Regulatory State”, Public Law (2007), pp. 58–73; R. Baldwin and 
M. Cave, Understanding Regulation. Theory, Strategy and Practice 
(Oxford University Press, 1999).

31 C.M. Radaelli and A.C.M. Meuwese, Better Regulation in the Eu-
ropean Union. The political economy of impact assessment, pa-
per available on the Internet at <http://centres.exeter.ac.uk/ceg/re-
search/riacp/documents/The%20Political%20Economy%20of%20
Impact%20Assessment.pdf>, pp. 1, 8, 10. In particular, the authors 
analyse the evolution of better regulation and deem it a tool that 
providing (more or less binding) rules about rule-making, becomes 
a sort of constitutional method of administration.

32 S. Breyer, Regulation and Its Reform (Cambridge, MS: Harvard 
University Press, 1982), pp. 103–107; see also R. Baldwin and M. 
Cave, “Understanding Regulation”, supra note 30, pp. 118–124.
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formulating standards implies considerations about 
the available means and resources which are funda-
mental in order to guarantee the effectiveness of the 
regulation.

In this respect, the regulator should fix the degree 
of specificity of the standard, settling and mixing 
detailed rules and more flexible and general prescrip-
tions about the ultimate goals: If in the former case 
quantitative thresholds of protection control activi-
ties and products, in the latter the regulated area is 
defined by qualitative parameters which can be re-
ferred to as legal undetermined concepts33.

Therefore, it is necessary to ascertain the oppor-
tunity for introducing strict requirements (design 
standards) or to assess the adequacy of the protec-
tion on the basis of the outcome, having no regard for 
the process (performative standards). This distinction 
shows the dimension of the administrative informa-
tive assets, because the quantitative model lays on 
the administration the burden of marking out the 
level of protection, whereas the performative refer-
ence involves an obligation on the regulated parties 
to demonstrate the suitability of the obtained results, 
but not the characteristics of the means used. As a 
consequence, the detailed approach implies a broader 
need for the private parties to participate in the ad-
ministrative process of formulating standards. On 
the contrary, the flexible approach can be decisive 
should the administration not have the necessary 
information to set a more precise standard, so it can 
delay their knowledge at the moment of the enforce-
ment.

VI.  Progressive standards of protection: 
Systems of alarm

The specificity of regulating catastrophic risks con-
sists in the definition of a progressive scale of stand-
ards that defines increasing levels of public atten-
tion to a threat, in order to manage the period that 
separates the current time from a possible emergency 

in the attempt to preserve the legal order’s ordinary 
route as far as possible and reduce the harm arising 
from the materialization of a catastrophe as much as 
possible. In this respect, by availing itself of gradual 
and continuous thresholds of alarm, regulators can 
settle different countermeasures corresponding to 
specific risk characterisations, based on scientific 
inferences from available and updated data. In this 
way it is possible to fix and gradually control the level 
of risk that is to be considered unacceptable for the 
legal order, without turning an uncertain danger into 
an absolute and unjustified priority (in terms of re-
sources) of the whole society.

Both in the environmental protection and in the 
anti-terrorism policies there are some models of 
this kind, which act as informational instruments: 
Through the continuous monitoring of sources of 
risk and the constant flow of scientific findings 
to the interested parties, regulators can detect the 
possible threat in advance and promptly alert the 
relevant community. Such prevention systems can 
therefore be used for both risk regulation and the 
setting up of emergency plans. It is not by chance 
that the introduction of such instruments has been 
favoured in the event of a serious crisis. Clearly the 
sciences involved in such functions are different: 
Whereas the environmental risk is assessed by em-
pirical sciences, the terrorist menace is also assessed 
(at least) by human sciences which investigate the 
origin and the activities of terrorism. As a conse-
quence, the methodologies of risk assessment refer 
to different variables and, the terrorist risk particu-
larly involves the acknowledgement of political and 
legal issues.

In the environmental protection the first strategic 
approach to disaster prevention is represented by the 
global early warning system (EWS), the UN alert pro-
gram for the prevention of all natural calamities that 
was introduced after the South-East Asian tsunami 
of December 2004. However, the general field of ap-
plicability of the mechanism does not imply that the 
fundamental specificities of risks are not acknowl-
edged in the attempt to prevent and meet them. Not-
withstanding, the system generalizes a phased con-
trol of the preventive interventions which provide 
the identification of risk: The alarm, the spread of 
information (that is, risk communication) and the set-
ting up an emergency plan against the risk. The alert 
phase in particular encompasses the moment of the 
risk assessment, through the monitoring of danger 
precursors, namely indicators of the possibility of 

33 A further classification of standards is proposed by J.F. McEldowney 
and S. McEldowney, Environmental Law & Regulation (Oxford: Ox-
ford University Press, 2001 (reprinted 2009)), pp. 5, 11–12, who in 
the control of pollution distinguish the “quality standards” that set 
directly environmental goals – namely, fixing the maximum level 
of pollution in the environment – from the source-related stand-
ards which fix specific thresholds of concentration of pollution 
(“emission standard”), stipulate the means of production (“pro-
cess standards”) or define the characteristics of a product (“prod-
uct standard”).
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the materialisation of the menace: Risk regulation 
develops between continuous monitoring and com-
munication to the community, providing an informa-
tive circuit between institutional bodies and social 
organisations.

By availing itself of progressive thresholds of 
alarms, European Union has carried out some sector-
specific models of disaster prevention, at the same 
time revealing an increasing and consistent need to 
implement an integrated approach to catastrophic 
issues.

Similar systems have been mainly used in EU 
regulations in order to avoid the occurrence of health 
crises caused by the composition of human food (as 
in the case of genetically modified organisms)34 and 
by animal feed (as happened in the spread of mad 
cow disease – BSE)35. More recently, a comparable 
mechanism has been used for flood risk assessment 
and management, based on the mapping of the sig-
nificant areas in terms of probability of the occur-
rence of calamities and range of the possible losses 
for human health, environment, cultural heritage 
and economic activities36. This model is based on 
characterisation and mitigation of the significant 
flood risk through the division of the Member States’ 
territories in distinct areas that match different levels 
of liability to flooding; hence, the higher the risk, the 
better framed the management plans.

Indeed, these more or less institutionalised pro-
cedures are based on the exchange and the coordi-
nation of information about risk assessment, in the 
attempt to identify and prevent in advance direct and 
indirect risks to human health. In order to avoid false 
alarms, the organisation of the informative network 
is bound to guarantee cross-checking of the reliabil-
ity of scientific information setting up the warning 
with flexibility and coordination of the response.

From this perspective, risk management is based 
on standards of protection and is run through the 
organisations of those who are appointed to monitor 
the acceptable thresholds of risk: Where these levels 
are overcome, the alert system starts in order to re-
instate the previous degree of risk37.

From the same standpoint, pollution regulations 
provide “alert thresholds”, namely concentration lev-
els of polluting substances beyond which there is a 
risk to human health and at which immediate steps 
are to be taken by the Member States, like public 
information and the installation of short-term action 
plans. Below that level an “information threshold” is 
established, which is a former degree of pollution be-
yond which there is a risk to human health from brief 
exposure for particularly sensitive sections of the 
population and for which immediate and appropriate 
information is necessary; it also provides a “margin 
of tolerance” related to the reference standard38.

34 See Article 23 Directive of the European Parliament and of the 
Council 12 March 2001, 2001/18/EC, “on the deliberate release 
into the environment of genetically modified organisms and repeal-
ing Council Directive 90/220/EEC”, providing a safeguard clause, 
that introduces a process aimed at restricting or prohibiting the 
use and the sale of GMO in the case of risk to human health and 
the environment.

35 Article 50–52 Regulation of the European Parliament and of the 
Council 28 January 2002, 178/2002/EC, “laying down the general 
principles and requirements of food law, establishing the European 
Food Law Safety Authority and laying down procedures in matters 
of food safety”, that lays down a rapid alert system.

36 See recitals 3 and 11 and Article 2(2) of the Directive of the Euro-
pean Parliament and of the Council 23 October 2007, 2007/60/
EC, “on the assessment and management of flood risks”. More 
precisely, the risk assessment stage is based on the arrangement 
of flood hazard maps and flood risk maps (Article 6) for those ar-
eas where a potential significant flood risk is likely to occur after 
a preliminary flood risk assessment founded on the available in-
formation (Articles 4–5). On this ground, flood risk management 
plans, focused on prevention, protection, preparedness and early 
warning systems, are established (Articles 7–8).

37 In this perspective, Regulation 178/2002/EC provides also the 
general plan for crisis management (Article 55–57) which speci-
fies (Article 55, para. 2) “the types of situation involving direct or 
indirect risks to human health deriving from food and feed which 
are not likely to be prevented, eliminated or reduced to an accept-
able level by provisions in place or cannot adequately be managed 
solely by way of the application of Articles 53 and 54” regarding 
emergency regulation.

38 See Directive of the European Parliament and of the Council 21 
May 2008, 2008/50/EC, “on ambient air quality and cleaner air 
for Europe”, which provides that at the “informational threshold” 
(Article 2, point 11) and the “alert threshold” (Article 2, point 10, 
and Article 3, para. 2) immediate information to the public and to 
the Commission (Article 13), and the arrangement of short-term 
action plans (Article 24) in order to reinstate the standard level of 
risk. The directive defines also the “margin of tolerance” (Article 2, 
para. 7) that is the acceptable percentage of the limit value (the 
guaranteed standard of protection, regulated at Article 2, para. 5) 
by which that value may be exceeded (Article 22-23). It is worth 
noting that this regulation represents a rationalisation and an up-
dating of the principles and the requirements already laid down in 
the directive of the Council 27 September 1996, 1996/62/EC, “on 
ambient air quality assessment and management”, in the directive 
of the Council 22 April 1999, 1999/30/EC, “relating to limit values 
for sulphur dioxide, nitrogen dioxide and oxides of nitrogen, par-
ticulate matter and lead in ambient air”, in the directive of the Euro-
pean Parliament and of the Council 16 November 2000, 2000/69/
EC, “relating to limit values for benzene and carbon monoxide in 
ambient air”, and in the directive of the European Parliament and 
of the Council 12 February 2002, 2002/3/EC, “relating to ozone in 
ambient air”. In a similar way, the directive of the European Parlia-
ment and of the Council 25 June 2002, 2002/49/CE, “relating to 
the assessment and management of environmental noise”, defines 
at Article 3, letter s), the “limit value” as the noise tolerability’s 
standard, the exceeding of which causes competent authorities to 
consider or enforce mitigation measures (Article 8, para. 2) and to 
inform the public about the arrangement of strategic noise maps 
and action plans (Article 9).
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Thus a system of progressive protection against 
pollution is implemented which remains above the 
limit value (through the arrangement of further 
levels of attention and action) and below the new 
threshold, and identifies a target value for pollution 
reduction39.

Thanks to this regulatory experience, the EU is 
going to develop a strategic approach to catastrophic 
risks based on the recognition of the increasing vul-
nerability to natural as well as man-made disasters 
due to the technological progress, and on the admis-
sion that only a supranational involvement is able 
to ensure the effectiveness of the protection. This 
is the reason why the Lisbon Treaty has allocated a 
fundamental function to the EU in protection against 
catastrophes, reinforcing the coordination between 
and supplementing the action of Member States40. 
To this end EU Commission has been working on 
the introduction of a consistent regulation on the 
prevention of disasters, building an integrated ap-
proach to those risks on the scientific research, the 
coordination of existing sector-based policies and, 
in the long run, the predisposition of a framework 
directive for disaster prevention41. In its first action 
the Commission showed its intention to mitigate the 
impact of uncertain risks through the control of the 
whole disaster management cycle, by improving the 
organisation and procedure of both risk regulation 
and emergency planning42. In this way the preven-
tion of catastrophes should be achievable by coordi-

nation between the action of civil protection and risk 
management. In this framework the notion of ‘stand-
ard of protection’ will play a key role in outlining a 
suitable response, as it is relevant to both the uncer-
tainty of risks and the distribution of competences 
between the EU and its Member States. Indeed, the 
identification of the significant risk and its possible 
escalation makes it possible to draw up proportional 
actions and reactions against threats, thus contribut-
ing to the constructive enhancement of the European 
cohesion.

The same integrated approach will also be applied 
to the regulation of terrorism risk. However, it should 
be acknowledged that the specific nature of this men-
ace compared to environmental threat influences the 
setting up of alert systems, rendering difficult any 
distinction of scientific information (based on intel-
ligence activity) from political goals. The US admin-
istration’s management of the war against Iraq pro-
vides a clear demonstration: American intelligence 
claiming the existence of relationships between the 
Iraqi regime and the terrorist organisation Al-Qaida 
was not only declared unfounded, but also as fake 
and spread intentionally to generate support for the 
war43.

Therefore, the arrangement of a reaction model 
founded on the level of terrorist menace cannot be 
considered as a conclusive solution against any abuse 
of public power, but it can contribute to restrictive 
abuse in that political decisions regarding the level of 

39 The target value is a concentration level fixed with the aim of avoid-
ing, preventing or reducing harmful effects on human health and 
the environment as a whole, to be attained where possible over 
a given period; on air quality see Article 2, point 9, and Directive 
16, 2008/50/EC. By availing itself of another specific language, the 
environmental noise regulation states a target value in the “strategic 
noise map”, a plan aimed at determining the global assessment of 
noise exposure in a given area; see Article 3, letter r), and Direc-
tive 7, 2002/49/EC.

40 See, in particular, Article 196 TFEU on the cooperation in the field 
of civil protection and Article 222 TFEU stating the solidarity clause 
between the Union and its Member States. Moreover due refer-
ence is to be made to Article 4 and 6 TFEU on the principal areas 
of shared competence between the Union and the States.

41 See Communication from the Commission to the European Parlia-
ment, the Council, the European Economic and Social Committee 
and the Committee of the Regions 23 February 2009, COM (2009) 
82, “a Community approach on the prevention of natural and 
man-made disasters”. In particular, this strategy “outlines specific 
measures to boost disaster prevention in the short term” (para. 5), 
providing the creation of an inventory of information on disasters 
(para. 3.1.1), the spreading of best practices (3.1.2), the developing 
of guidelines on hazard/risk mapping (para. 3.1.3) and promoting 
the coordination among the actors and the policies involved in 
“the disaster management cycle” (paras. 3.2 and 3.3). Moreover, a 
previous report from the European Commission DG-Environment, 
focusing on a long term approach to catastrophic risk regulation, 
suggests the introduction of a new framework directive aimed at 

address prevention of national as well as cross-border impacts dis-
asters. See European Commission DG Environment, Assessing the 
Potential for a Comprehensive Community Strategy for the preven-
tion of Natural and Manmade Disasters, Final Report, March 2008, 
pp. 18–19, 85–90.

42 In this regard it should be pointed out that in accordance with the 
principle of subsidiarity, EU has also strengthened the emergency 
cooperation between the Community and its Member States in 
case of major crisis and imminent threats, in order to meet emer-
gencies in a more suitable manner. See Council resolution 8 July 
1991, 91/C198/01, “on improving mutual aid between Member 
States in the event of natural and technological disaster”; Council 
decision 9 December 1999, 1999/847/EC, “establishing a Commu-
nity action program in the field of civil protection”; Council deci-
sion 23 October 2001, 2001/792/EC, “establishing a Community 
mechanism to facilitate reinforced cooperation in civil protection 
assistance interventions”.

43 See C. Savage, Takeover. The Return of the Imperial Presidency 
and the Subversion of American Democracy (New York: Little, 
Brown and Company, 2007), pp. 164–165. In particular, the au-
thor emphasises that the American administration had succeeded 
in claiming the existence of weapons of mass destruction in Iraq 
thanks to the abuse of power to make inaccessible certain admin-
istrative documents by Vice President R.B. Cheney, who exercised 
this power (for the first time in the US history) on the basis of the 
Presidential Executive Order l, 25 March 2003, n. 13292, “further 
Amendment to Executive Order 12958, as amended, Classified 
National Security Information”.
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alarm must take second place to the analysis of scien-
tific data. Thus, regulators have to decide which level 
of protection of collective (and national) security is 
required, analysing any qualitative and quantitative 
data gathered and used in the respect of the law; this 
means maintaining security policies within legality, 
thus guaranteeing fundamental rights.

It is worth noting that many states have adopted 
systems of terrorist alert, identifying increasing lev-
els of protection though differently coloured stages. 
In particular, at the increase of the threat, which 
represents the independent variable, there is a cor-
responding growth in the intensity of the response, 
which is the dependent variable.

In France since 1978 there has been a system 
called Plan Vigipirate, updated in 2003 in order to 
meet international terrorism risks44: The alert level 
represents the degree of the risk characterisation (‘in-
accurate’, ‘plausible’, ‘relative to evidently serious at-
tacks’ and ‘relative to even more serious attacks’) and 
against this scale the response is assessed.

Similarly in the USA, the Homeland Security Advi-
sory System (HSAS) – introduced only in 2002 by the 
Homeland Security Presidential Directive 11 March 
2002, no. 3 – matches the increase in the risk (from 
‘low’ to ‘general’, ‘significant’, ‘high’ and ‘severe’) with 
the reorganisation of administrative functions and 
organisations.

The same is true for the English system, the UK 
Threat Levels, adopted in 2006 to replace the preced-
ing BIKINI state, which defined only the level of at-
tention without specifying the relative responses. In-
deed, even if the model provides a very articulated 
risk analysis (from ‘low’ to ‘moderate’, ‘substantial’, 
‘severe’ and ‘critical’), based on a flexible outline of 
the characteristics of attacks, the kind of responses 
(‘normal’, ‘heightened’ and ‘exceptional’) reduces 
the range of the possible counteraction. As a conse-
quence, the effort to define the threat is neutralised 
by the lack of a correspondent differentiation in the 
reactions; therefore, the thresholds of alarm end up 
being equivalent to the level of response, namely nor-
mal, heightened and exceptional.

VII.  Final remarks: Virtues and 
shortcomings of regulation

The definition of standards allows an administration 
to face up to catastrophic risks through its ordinary 
powers. Indeed, this regulatory method aims at ra-

tionalising the public approach to uncertain threats 
and at promoting at the same time the fundamental 
accountability of public decisions.

The focus on increasing levels of risks to the 
common standard of protection makes the relative 
response proportionate and adequate to the specific 
circumstances of the case: Thus a constant relation 
between threat and defence is planned.

The recent volcanic ash case of catastrophe, creat-
ing the emergency blocking of airspace over many 
European States, shows clearly the possible benefits 
of the progressive standard approach: Following 
the ICAO guidelines45, Member States introduced a 
precautionary ban on flights regardless of ash con-
centrations and of the economic impact of such a 
measure. Since no Member State was able to dis-
miss the international safety directives, the Europe-
an Commission proposed a coordinated European 
approach to the crisis, substantially based on set-
ting up progressive thresholds of alarm46. On the 
ground of available data and technical studies, the 
European airspace was divided into three zones of 
increasing risk, providing specific and proportional 
countermeasures for each area. In particular, the 
range of the decisions that could be taken on the 

44 See Présentation du nouveau plan gouvernemental de vigilance, de 
prévention et de protection face aux menaces d’actions terroristes: 
Vigipirate, 2003, available on the Internet at <www.auvergne.pref.
gouv.fr/pdf/plan_vigipirate.pdf>.

45 See sec. 3.4 Manual on Volcanic Ash, Radioactive Material and 
Toxic Chemical Clouds, ICAO, Doc 9691, AN/954, II ed., 2007.

46 The proposal was discussed and endorsed by the extraordinary 
meeting of Ministers of Transport, 19 April 2010, because Mem-
ber States maintain their competence over the safety of their air-
spaces. It establishes three zones depending on their degree of 
contamination: In the first one (“located in the central nucleus of 
the emissions”) being the highest degree of ash concentration, the 
safety goal can be achieved only maintaining the ban on flights 
(“a full restriction of operations”); in the second area, being there 
“still amounts of ash”, the possibility to pursue air traffic operations 
shall be decided “in a coordinated manner” by Member States; 
the third zone, being “not affected by the ash”, is subjected to no 
restrictions. However, even before the ash crisis, EU provided a 
regulation aimed at developing an integrated approach to air traf-
fic management; see Regulation of the European Parliament and 
of the Council 10 March 2004, 2004/549/EC, “laying down the 
framework for the creation of the single European sky (the frame-
work Regulation)”, and Regulation of the European Parliament and 
of the Council 21 October 2009, 2009/1070/EC, “amending Regu-
lations (EC) No 549/2004, (EC) No 550/2004, (EC) No 551/2004 
and (EC) No 552/2004 in order to improve the performance and 
sustainability of the European aviation system” (second single sky 
package – SES II). It is worth noting that in the aftermath of the ash 
crisis, the Commission seemed to milk the occurred emergency 
in order to push forward the implementation of the SES II. For a 
reconstruction of the volcanic ash case and its main regulatory is-
sues see A. Alemanno, The European Regulatory Response to the 
Volcanic Ash Crisis between Fragmentation and Integration, 2 Eu-
ropean Journal of Risk Regulation (2010), pp. 101–106.
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middle zone revealed the importance of adminis-
trative procedure in the balancing of the different 
interests at stake against the scientific evidence. Both 
cost-benefit analysis and the precautionary principle 
had a part to play, but the proper regulatory option 
could only be taken by recourse to a coherent meth-
odology, namely the regulation impact assessment47. 
In hindsight, if this standard-based model had been 
working from the beginning of the crisis, a huge re-
duction in terms of economic losses for airlines and 
inestimable discomfort for passengers would have 
been achieved.

However, it should also be noted that such systems 
rest upon the tacit assumption of the reliability of the 
risk monitoring systems, so that continuous watch-
ing can outwit occurrences and can contain uncer-
tainty48. Therefore, even chances are determined by 
a gap in the scientific assessment of the current situ-
ation. But the non-linear relationship between causes 
and effects that is typical of complex systems can 
alter the comprehension of phenomena49 and can 
thus influence the appropriateness of the response. 
From this point of view, the regulatory model seems 
to be flawed, but its rigidity can be accommodated 
in a more flexible understanding of the uncertainty. 
For instance, the administration under precise cir-
cumstances might push the level of attention to the 
highest degree, skipping the intermediate levels. In 
the end, in the face of the unforeseeable and sudden 
occurrence of a catastrophic risk, the instruments of 
emergency should be employed: If this could seem a 
limit in the precautionary functioning of the system, 
the alert mechanism can make the difference in the 

management of the emergency situation, contribut-
ing to the reduction of damage.

In order to achieve the claimed prevention and 
the requested protection, the administration should 
act on the one hand by respecting the fundamental 
principles of impartiality and fairness, and on the 
other hand by taking into account the cheapness, 
efficiency and effectiveness of its decisions. While 
the former principles are typically administrative 
(being the inner limit of the exercise of authorita-
tive power and an input to public participation), the 
latter are extra-legal concepts, borrowed from the 
business methodology, whose transposition into ad-
ministrative law opens more general issues about 
the self-sufficiency of law and its relation with 
other sciences. This transfer not only binds the ad-
ministrative decision-making to the application of 
economic rules, but also contributes to modifying 
the economic notions in the light of immeasurable 
public values. As a consequence, a due compromise 
between the participative requirement and the ef-
ficient assessment of resources can be achieved, 
making the proportionality principle the key tenet 
of the procedure and the regulation impact assess-
ment the main methodology for addressing regula-
tory problems. Indeed, the proportionality principle 
works as a guide in the settlement of conflicts be-
tween oppositely oriented rules50 and the impact 
assessment allows an advanced comprehension of 
the various feasible regulatory alternatives on the 
affected shareholders.

In this respect, administrative action not only 
complies with the better regulation approach, but 
ends also up dealing with the EU notion of sound 
administration, which is codified in Article 41 of the 
Charter of Fundamental Rights and prescribes the 
fundamental guarantees of a fair proceeding. This 
specific administrative working methodology em-
bodies not only the ordinary management but also 
the special issues of risk regulation: The absence of 
an emergency situation justifies the refusal of extra-
ordinary powers. Thus, the administration should 
convert the management of uncertain risks into an 
ordinary duty which must be carried out not only 
without affecting the necessary proportionality of 
its action, but also promoting the development of a 
sound administration in the management of risks.

The functioning of the model requires the par-
ticipation of private interests as well as coordina-
tion among public administrations, which becomes 
an essential hurdle in order to guarantee the coher-

47 In this case RIA would have at least reduced contentions between 
airlines and regulatory science about the correct definition of safety 
thresholds in emergency conditions, because it would have pushed 
the airline industry to participate in risk regulation, demonstrat-
ing and challenging scientific assessments in that proper venue. 
On the airline executives’ approach to science in the volcanic ash 
crisis see V.M. Branningan, “Alice’s Adventures in Volcano Land: 
The Use and Abuse of Expert Knowledge in Safety Regulation”, 
2 European Journal of Risk Regulation (2010), pp. 107–113.

48 On this structural limit of the model see also B. Hutter, “In cato-
strophe’s shadow”, 19 Risk & Regulation (2010), p. 3; Id., “Risk 
regulation and the anticipation of natural disasters”, ibid., pp. 6–7; 
L. Clarke and H. Molotch, “Scientists as Disaster Warning Systems”, 
ibid., pp. 12–13.

49 On this perspective on the environmental issues see A.S. Goudie, 
“Uncertainty”, in D.J. Cuff and A.S. Goudie (eds), Global Change, 
pp. 605–606.

50 On this perspective see A. Massera, “Criterio di economicità e 
di efficacia ed efficienza”, Comment to Article 1 (1) of the Italian 
 Administrative Procedure Act (L. 241/1990), in A.M. Sandulli (ed.), 
Codice del procedimento amministrativo (Giuffrè, 2011), pp. 44–
45.
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ence of public action51. From this standpoint, the 
administrative coordination states how the differ-
ent public interests (and mission) should be har-
monized in the development of the administrative 
proceeding52.

Finally, these public parties should demonstrate 
to some extent the need for implementation of the 
level of protection. The duty to give reasons of public 
choices becomes a general instrument for promoting 
the accountability of risk regulation, because it em-
bodies the grounds and the purpose of the public ac-
tion. Indeed, in order to shift from a lower to a higher 
level of alarm (and of protection) the administration 
is called upon to justify its choice. This is true even in 
security matters, because the eventual guarantees of 

secrecy must be authorised by a government which 
is politically accountable.

51 In the Italian literature see F. Merusi, “Il coordinamento e la collab-
orazione degli interessi pubblici e privati dopo le recenti riforme”, 
in Diritto amministrativo (1993), pp. 22–23. The author considers 
that the requirement of coordination in the public administration 
derives from the interaction between the pluralism of public in-
terests and the constitutional uniqueness of the executive power, 
exercised by the public administration.

52 On this point, F. Merusi, ibid., pp. 23–24, identified three distinct 
roles played by other public interests in an administrative proceed-
ing which is developed around a principal public interest, namely 
as (1) mere factual assumptions with regard to the decision-mak-
ing process; (2) elements of the fact-finding stage, which allows 
the individuation of other public interests and the definition of a 
consistent relation between them and the principal public interest 
(pursued in the administrative process); and (3) dialectic factors in 
the administrative decision-making.
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