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Abstract
This article argues that attempts to regulate the private military and security industry
have been stymied by a tendency to be constantly ‘regulating the last war’ or
responding to the challenges of a previous manifestation of private force rather than
dealing with the current challenges. It argues that states ought to more clearly consider
the direction of the industry rather than regulate in response to crises, an approach
that has left regulation unequipped to deal with two fields of PSC growth: the use of
PSCs against piracy, and to deliver and support humanitarian aid.
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The idea that generals are always fighting the last war is one of the great military
clichés. However, like most clichés, it contains a grain of truth: that in military
matters, hindsight is more effective than foresight. The evolution of private military
and security companies (PMSCs) and attempts to regulate them demonstrate how
hard it can be to respond to quickly changing military and business practices. This
article argues that the private military and security industry is agile and innovative,
and has responded swiftly to changing market pressures. As a result, regulators at all
levels have often been stuck in lengthy negotiating processes while the target of their
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regulation is rapidly changing form. In other words, attempts to regulate private
actors who use force result in regulating the last war, leaving behind a string of
inadequate regulatory instruments. In turn, this string of inadequate regulation has
encouraged a perception that the problem is too difficult to regulate formally and
resulted in various types of voluntary regulations, which is an important step, but
insufficient. This argument is made in three stages. First, there is a brief outline and
definition of the nature of the private military industry, and the argument that it has
had three main waves of development. Second, there is an examination of how
in each of these three transformations, states and other actors have ended up
‘regulating the last war’ and some reasons why this happens are suggested. The
article concludes by considering the implications for regulatory bodies seeking to
deal with PMSCs. The focus is on international regulatory efforts and discussions in
the US and UK, the former because of its status as a major employer of private
security and the home state for prominent private security companies, and the latter
because of its role as home state for both private military companies and private
security companies.

The private military and security industry: an overview

Attempts to define and describe the PMSC are legion,1 but definitional discussions
are not entirely academic exercises. Rather, they reflect one of the particular
challenges of private force: it encompasses a great range of activities, from the
mundane to the controversial. Many companies specialize in landmine clearance,
which is relatively uncontroversial, but also offer close protection, which requires
arms. The Blackwater employees that opened fired in a Baghdad market in
September 2007 were engaged in close protection. The company Aegis provides
both risk analysis services (as do many insurance companies) and security services
in combat zones.

While the lines between the types of companies providing domestic
security services (such as security guards in commercial buildings) and international
services (like combat support) used to be quite clear, in 2008 the company G4S
(a US domestic security company) acquired ArmorGroup (an international
company), forming an entity that straddles international and domestic services.2

Thus, it can be difficult to create a definition that captures the whole industry.

1 See, among others, Deborah Avant, ‘The implications of marketised security’, in Perspectives on Politics,
Vol. 4, No. 3, 2006, pp. 507–528; Peter W. Singer, Corporate Warriors: The Rise of the Privatized Military
Industry, Cornell University Press, Ithaca and London, 2003; Christopher Kinsey, Corporate Soldiers and
International Security: The Rise of Private Security Companies, Routledge, London, 2006; Elke Krahmann,
States, Citizens and the Privatization of Security, Cambridge University Press, Cambridge, 2010;
Sarah Percy, Regulating the Private Security Industry, Adelphi Paper Vol. 384, Routledge and the
International Institute of Strategic Studies, London, 2006; Simon Chesterman and Chia Lehnhardt (eds),
From Mercenaries to Market: The Rise and Regulation of Private Military Companies, Oxford University
Press, Oxford, 2007; Molly Dunigan, Victory for Hire, Stanford University Press, Stanford, 2011.

2 Helen Power, ‘Troubled ArmorGroup secures sale to G4S’, in The Telegraph, 21 March 2008, available at:
http://www.telegraph.co.uk/finance/markets/2786738/Troubled-ArmorGroup-secures-sale-to-G4S.html
(all links in this article last visited November 2012).
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The tendency among academics to argue about definitions has further
complicated the situation. While the terms private military company (PMC), private
security company (PSC), and private military and security company (PMSC) are in
common currency, there is considerable variation about when they are used and
their precise content. I argue that one fairly obvious way out of the confusion caused
by multiple names is to follow the historical evolution of the industry and to use the
terms companies themselves use. In order to explain the definitions I use and to
provide a useful snapshot of the history of modern private force, I will turn now to a
brief historical explanation before coming back to the question of definitions.

In the mid-1990s, a South African company called Executive Outcomes
was hired by the Angolan government to take back oilfields captured by rebels.3

Executive Outcomes, which called itself a private military company, was sub-
sequently hired by the government of Sierra Leone to push back the violent rebel
group the Rebel United Front (RUF), which had come extremely close to the capital,
Freetown. In both cases, Executive Outcomes planned and executed missions in the
same way a national army would. A similar company, Sandline, appeared in the late
1990s, also offering combat services, and was hired in Sierra Leone and in Papua
New Guinea. As Tim Spicer, then head of Sandline, put it when asked if his
company would go on combat operations: ‘of course we will’.4

However, ultimately, combat services were simply too controversial and
international distaste for the open provision of combat helped push Executive
Outcomes and Sandline out of business.5 Tim Spicer started a new company, Aegis,
which was specifically designed to avoid combat, but would provide other security
services.6 Aegis and companies like it called themselves PSCs to avoid association
with their more controversial forebears.7

After the 11 September 2001 attacks and subsequent wars in Iraq and
Afghanistan, the nascent PSC industry boomed. Downsizing in the American
military, combined with an overall climate in favour of privatization,8 led the
American government to devolve large numbers of tasks to the private sector,
ranging from translation through military interrogation and including armed
close protection of individuals and installations. Previously, this protection would

3 P. Singer, above note 1, p. 108.
4 Tim Spicer, ‘Interview with Lt. Col. Tim Spicer’, in Cambridge Review of International Affairs, Vol. XIII,

No. 1, 1999, p. 168.
5 Sarah Percy, Mercenaries: The History of a Norm in International Relations, Oxford University Press,

Oxford, 2007, Chapter 7.
6 Ibid., p. 228.
7 Interestingly, after 2000, the market for combat assistance still existed but went underground. The British

government quashed an attempt by a UK company to provide combat assistance to Côte D’Ivoire in 2003.
By 2006, when the US company Blackwater said they could offer a battalion-sized contribution to act as
peacekeepers in Sudan, the leading academic commentator on the issue remarked that there was as much
chance of this being accepted as there was of ‘Martians landing on Earth’, demonstrating that even in
situations of demonstrable need, states had difficulty with the notion of private actors having independent
command and control of large military forces. For the Martians remark, see ‘Private firms eye Darfur’, in
The Washington Times, 1 October 2006, available at: http://www.washingtontimes.com/news/2006/oct/1/
20061001-114438-5654r/?page=all.

8 E. Krahmann, above note 1, p. 197; Alison Stanger, One Nation Under Contract, Yale University Press,
New Haven and London, 2009.
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have been provided by members of the regular armed services. These companies
insisted that they did not provide combat services and would only use force
defensively,9 making the conscious decision to abandon the planning and execution
of military operations in favour of less controversial services. Using the terms PMC
and PSC highlights this significant shift in the industry, while the term PMSC covers
the industry as a whole and both types of company.

The third phase of the development of the PMSC industry covers the
post-Iraq and Afghanistan period. The acquisition of ArmorGroup by G4S was in
response to the former’s economic problems caused by dwindling contracts in
Iraq.10 After the large contracts and ‘gold rush’ mentality of Iraq and Afghanistan,
companies have had to consider their future and are diversifying into a variety
of areas: maritime security, particularly against pirate attack; the protection of
humanitarian aid; and in some cases the desire to get into the business of actually
delivering humanitarian aid; and the expansion of existing non-military services
such as risk analysis. I will discuss these areas further below.

In under twenty years, the private military and security industry has had
three quite different incarnations, and the international community, as well as
individual states, have made many attempts to regulate it. However, states have been
trying to regulate a moving target, and to make matters worse, regulation has
sometimes been inherently poor. In the next section, I will examine the attempts
made to regulate the various manifestations of private force, and point out that in
each case, by the time regulation became operable (and occasionally, before it
did so), it was out of date.

Regulating the last war: the evolution of private security
regulation

Regulation of private force has been a game of catch-up, led by the necessity to
respond to problems in the industry, rather than seeking to regulate the direction of
the industry’s growth. The idea that regulators of private force have been regulating
the last war is clearly visible throughout the three stages of the industry’s evolution.
In all three cases, regulators have been responding to scandals or crises caused by the
industry, and have then often found themselves in lengthy regulatory processes
during which the industry transforms. The result has been that often as soon as it
has been created, the regulation is, at worst, obsolete or, at best, inapplicable to new
manifestations of private force. This section traces each stage of the industry’s
evolution and demonstrates that a combination of a preoccupation with solving
pressing problems and a tendency to assume that the latest manifestation of private
force is like the previous one, combined with the slow pace of the regulatory process,

9 S. Percy, above note 5, p. 226. The offensive/defensive use of force distinction is problematic in practice, as
force used defensively can still be considerable and result in casualties, as the Blackwater market shooting
demonstrates.

10 Helen Power, ‘Troubled ArmorGroup secures sale to G4S’, in The Telegraph, 21 March 2008, available at:
http://www.telegraph.co.uk/finance/markets/2786738/Troubled-ArmorGroup-secures-sale-to-G4S.html.
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has led to backward- rather than forward-looking regulation. When PMCs emerged,
regulators still attempted to deal with them using tools designed for mercenaries,
regardless of their applicability; when PSCs replaced PMCs, regulators were slow off
the mark because their focus was still on dealing with the problems caused by
PMCs; and while the international community has focused on dealing with PSCs via
the Montreux Process11 and the International Code of Conduct for Private Security
Providers (ICoC),12 the industry has evolved again in such a way that these
processes may be largely ineffective. Moreover, both Montreux and the ICoC remain
voluntary agreements, and represent a shift towards self-regulation that has
occurred partly because of the inability of relevant parties to devise formal
regulation.

From mercenaries to PMCs

When Executive Outcomes came to international attention in the late 1990s,
international law governing mercenaries was widely recognised to be inherently
inadequate and, at any rate, inapplicable to companies like Executive Outcomes and
Sandline. During the 1960s and 1970s, the common use of mercenaries in Africa
created significant international efforts for regulation, but that resulted in ineffective
law. Both Additional Protocol I to the Geneva Conventions13 and the International
Convention against the Recruitment, Use, Financing and Training of Mercenaries14

set out a definition of mercenaries that renders the law so weak that is has become
commonplace to note that ‘any mercenary who cannot exclude himself from this
definition deserves to be shot – and his lawyer with him!’15

To make matters worse, the UN Convention was created extremely slowly,
with discussions beginning in 1980 and ending with the adoption of the Convention
in 1989. It did not come into force until 2001, by which time the world of private
force had changed completely. The UN Convention had been designed to eliminate
the practice of individual mercenaries organised into groups in order to attempt
coups or otherwise undermine states. By 2001, this type of mercenary was no longer

11 The Montreux Document and the history of the process leading up to it are available at the Swiss Ministry
of Foreign Affairs’ website, available at: http://www.eda.admin.ch/psc.

12 To consult the ICoC, its negotiation process and the list of signatory companies, see: http://www.icoc-psp.
org/Home_Page.html.

13 Article 47, Protocol Additional to the Geneva Conventions of 12 August 1949, and relating to the
Protection of Victims of International Armed Conflicts, 8 June 1977 (hereinafter ‘Additional Protocol I’),
available at: http://www.icrc.org/ihl.nsf/WebART/470-750057.

14 Article 1, United Nations Convention against the Recruitment, Use, Financing and Training of
Mercenaries (1989), UN Doc. A/RES/44/34 (hereinafter ‘UN Convention’), available at: http://www.un.
org/documents/ga/res/44/a44r034.htm. The UN Convention essentially reproduces the wording of Article
47 of Additional Protocol I. A third document from this period exists: the Convention of the OAU for the
Elimination of Mercenarism in Africa, Libreville, 3 July 1977. It attempts to make state support for
mercenaries a crime, but its impact has been insignificant. The text is available at: http://www.icrc.org/ihl.
nsf/INTRO/485?OpenDocument.

15 Originally quoted in Geoffrey Best, Humanity in Warfare: The Modern History of the International Law of
Armed Conflicts, Weidenfeld and Nicolson, London, 1980, p. 375, note 83.
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common, and PMCs like Executive Outcomes and Sandline provided a different
challenge.

One unintended consequence of the lengthy gestation of the UN
Convention was that private force evolved with an eye to international law. The
reason the international legal definition of mercenaries is so problematic is that it
contains a number of loopholes that allow the lawful use of private force. In turn,
this reflects the idea that states were trying to control a particular type of mercenary:
a foreign individual fighting for financial gain16 and attempting to destabilize the
state. The law deliberately excludes private fighters enrolled in the armed forces of
the hiring state, and both Executive Outcomes and Sandline utilised this loophole.
As a result, there was widespread agreement that PMCs were not subject to either
Article 47 of Additional Protocol I, or the UN Convention.17 Indeed, by the time the
Convention came into force, one of its signatories (Angola) had hired Executive
Outcomes.

The appearance of PMCs on the international stage prompted new
international and domestic regulatory discussions, some of which took place in
familiar venues. The United Nations response was to continue working on the issue
through the existing office of the Special Rapporteur for mercenaries,18 Enrique
Bernales Ballesteros. Ballesteros was the UN’s longest continuously serving Special
Rapporteur until he was replaced in 2004.19 Ballesteros provides perhaps the
sine qua non example of a regulator obsessed with the last war: he insisted that there
was absolutely no difference between mercenaries of the type operating in Africa
during decolonization, PMCs like Executive Outcomes and Sandline, and PSCs.

Ballesteros’s main concern was that private force (in whatever mani-
festation) threatened democracy and self-determination, which indeed they
had throughout the period of decolonization. Mercenaries involved in the wars
surrounding decolonization in Africa beginning in the 1960s were mainly
individuals or loosely organised groups of individuals hired to destabilize newly
independent states (as in the Congo). Mercenaries also sought their fortunes

16 For a discussion of the international legal deliberations see Sarah V. Percy, ‘Mercenaries: strong norm,
weak law’, in International Organization, Vol. 61, No. 2, 2007, pp. 367–397.

17 Juan Carlos Zarate, ‘The emergence of a new dog of war: private international security companies,
international law, and the new world disorder’, in Stanford Journal of International Law, Vol. 34, No. 1,
Winter 1998, pp. 75–162; Garth Abraham, ‘The contemporary legal environment’, in Greg Mills and
John Stremlau (eds), The Privatization of Security in Africa, South African Institute of International
Affairs, Johannesburg, 1999; Yves Sandoz, ‘Private security and international law’, in
Jakkie Cilliers and Peggy Mason (eds), Peace, Profit or Plunder? The Privatization of Security in
War-torn African Societies, Institute for Security Studies, Johannesburg, 1999. The role Executive
Outcomes played in Angola is slightly less clear-cut: see Sean Cleary, ‘Angola: a case study of private
military involvement’, in Jakkie Cilliers and Peggy Mason (eds), Peace, Profit or Plunder? As time went on,
PMCs were careful to avoid the UN Convention definition.

18 The United Nations Commission on Human Rights created the mandate of the ‘Special Rapporteur on the
use of mercenaries as a means of violating human rights and impeding the exercise of the right of peoples
to self-determination’ in 1987, by Resolution 1987/16 of the Commission on Human Rights.

19 Ballesteros served from 1987–2004. He was replaced by Shaista Shameem, and ultimately in 2005 by a
UN Working Group on Mercenaries, which is still in existence. A description of the mandate of the
Working Group is available at: http://www.ohchr.org/EN/Issues/Mercenaries/WGMercenaries/Pages/
WGMercenariesIndex.aspx.
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by deposing governments (as in Benin, the Seychelles, and the Comoros Islands) or
assisting national liberation groups (as in Angola and Nigeria/Biafra).20 In these
cases, mercenaries, who were nearly always white, were unquestionably subverting
or attempting to subvert national self-determination in newly decolonised states.

While PMCs and their mercenary forebears shared some characteristics, in
that they were mainly white foreigners involved in wars in the developing world,
they were not identical and treating them as mercenaries was both inaccurate and
problematic.

Executive Outcomes and Sandline were employed by states that often saw
them as the last alternative to end dangerous rebel movements. In Sierra Leone,
the government hired Executive Outcomes because the RUF, infamous for its
amputation of arms and legs of those in their path, had advanced to within twenty
kilometres from Freetown. Sierra Leonean officials felt abandoned by the
international community and that they had no choice but to employ a PMC in
order to survive.21 It is hard to see how a state hiring private force to defend itself
against rebel movements constitutes a violation of the right to self-determination,
even if it is otherwise problematic.

PMCs posed a set of regulatory issues that were specific to the context in
which they were operating and different from those caused by mercenaries. Both
Executive Outcomes and Sandline worked for small states with limited military
capacity, meaning that in theory it would have been possible for them to
dramatically undermine the state in which they were working. However, in Sierra
Leone the armed forces were notoriously corrupt and many soldiers were also rebels,
leading to the coining of the term ‘sobel’.22 It is hard to see how PMCs were not an
improvement on regular troops.

This is not to assert that PMCs were uncontroversial actors. Indeed,
Sandline found itself involved in two major scandals: in Sierra Leone, Sandline was
accused of violating the arms embargo placed on the country, possibly in collusion
with the British Foreign and Commonwealth Office,23 and in Papua New Guinea,
the company’s contract was cancelled after the Papua New Guinea armed forces
threatened a mutiny rather than work alongside it.24 In addition, there have been a
number of accusations in relation to the compensation paid to both Executive
Outcomes and Sandline. In Angola and Sierra Leone, Executive Outcomes was paid
in long-term natural resource concessions, a move that critics argued mortgaged

20 For details, see Anthony Mockler, The Mercenaries, Macdonald, London, 1969, pp. 257–265; S. Percy,
above note 5, pp. 187–189.

21 S. Percy, above note 5, p. 219.
22 William Reno, ‘War, markets and the reconfiguration of West Africa’s weak states’, in Comparative

Politics, Vol. 29, No. 4, 1997, pp. 493–510.
23 For details, see C. Kinsey, above note 1, pp. 72–77. This scandal resulted in a government inquiry,

which produced the Report of the Sierra Leone Arms Investigation, or the ‘Legg Report’, available
at: http://collections.europarchive.org/tna/20080205132101/fco.gov.uk/files/kfile/report.pdf.

24 For details, see S. Dinnen, ‘Militaristic solutions in a weak state: internal security, private contractors and
political leadership in Papua New Guinea’, in Contemporary Pacific, Vol. 11, No. 2, 1999; P. Singer, above
note 1, pp. 192–195.
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the future of both states for what amounted to short-term security solutions.25 There
were also concerns that as a result, PMCs only really provided security in natural
resource areas, rather than broadly throughout society.26 Executive Outcomes was
also accused of committing abuses in Angola.27 These allegations, however, do not
prove that PMCs are similar to mercenaries, but that they are problematic actors.
The scandals in which PMCs were involved pushed the regulatory conversation
in specific directions that reflected the particular issues PMCs caused, or were
perceived to cause.

The Ballesteros reports from the late 1990s are preoccupied with the idea
that PMCs are mercenaries, and that mercenaries are wholly illegal under
international law. Ballesteros argued that ‘even though existing international law
may be . . . full of gaps . . . it would be wrong to invoke the existing rules . . . in such a
way as to justify mercenary acts’,28 and that the use of mercenaries in any form
(whether in private companies or not) undermined self-determination.29 However,
it is difficult to see how, when they were hired by the state to defend itself, PMCs
challenged national self-determination, especially when the state in question was
facing significant existential threats.

Ballesteros was preoccupied with the previous challenges caused by
mercenaries, so his reports do very little to deal with the problems actually posed
by the use of PMCs. Regulators ought to have been concerned with a series of
important questions instead: how to protect weak states from the potential problems
caused by a well-equipped and well-trained private military partner; whether or not
payment in natural resources was a sound idea; and how home states might
authorize these controversial activities abroad. The blanket view that even though
the law did not apply to these actors, it should have done so, may have prevented the
creation of new regulation to deal with a new problem.

Outside the UN, states were also grappling on an individual basis with how
best to deal with new private military actors. The drive for regulation in the UK was
created by response to the Sandline arms to Africa affair, which forced a government
inquiry. As Foreign and Commonwealth Office (FCO) practices were called into
question,30 the FCO became the lead government agency dealing with private force,

25 David J. Francis, ‘Mercenary intervention in Sierra Leone: providing national security or international
exploitation?’, in Third World Quarterly, Vol. 20, No. 2, 1999, p. 222; Alex Vines, ‘Mercenaries and the
privatisation of force in Africa’, in Greg Mills and John Stremlau (eds), above note 17, p. 62.

26 D. Francis, above note 25, p. 32.
27 A. Vines, above note 25, p. 54.
28 See ‘Report on the question of the use of mercenaries as a means of violating human rights and impeding

the exercise of the right of peoples to self-determination, submitted by Mr. Enrique Bernales Ballesteros,
Special Rapporteur, pursuant to Commission resolution 1998/6’, UN Doc. E/CN.4/1999/11, 13 January
1999, para. 41.

29 See ‘Report on the question of the use of mercenaries as a means of violating human rights and impeding
the exercise of the right of peoples to self-determination, submitted by the Special Rapporteur of the
Commission on Human Rights’, UN Doc A/53/338, 4 September 1998, para. 20.

30 The scandal in question was the supply of weapons by Sandline to the deposed Sierra Leonean leader
Ahmed Tejan Kabbah, which violated arms embargo agreements; the main question was whether or not
FCO officials (and at what level) had sanctioned the transfer.
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continuing in this role throughout the Iraq period to today. The inquiry led, in 1998,
to the Legg Report, which concluded that while the FCO itself had never directly
sanctioned the transfer of arms to the Kabbah government, but individual FCO
personnel were implicated, including the British High Commissioner to Sierra
Leone.31 The Legg Report also called for a Green Paper on PMCs, and in turn this
was to lead to a White Paper and subsequent legislation.32 The Green Paper was
released in February 2002 and will be discussed in greater depth below.

The Legg Report began an inadvertently long regulatory discussion in the
UK. This process was delayed by three factors: first, the high turnover of foreign
ministers in the Labour government and the different priorities they placed on the
issue; second, the concentration of important and complicated foreign policy issues
after 11 September 2001; and, third, the sense that the issue was a political hot
potato that no government department particularly wanted to handle.33 The long
regulatory process meant that the UK was still grappling with companies like
Sandline when the war in Iraq began, the implications of which will be discussed
below.

Neither the UN nor states were able to respond to the use of PMCs in a
particularly timely fashion. As a result, market pressure arguably had the largest
impact on altering PMC behaviour. PMCs were deeply engaged in every aspect of
combat operations, from the strategic to the tactical. As a result, they had the
potential to greatly influence local politics, and because they were willing to fight the
wars, their personal lethal effect was high. International discomfort with the idea of
combat provision led to its disappearance from the private military industry: there
was no market for the private provision of offensive force. The market did not exist
partly because few states could afford to pay PMCs without natural resource
concessions. Other potential clients were deterred by specific PMC scandals. PMCs
themselves recognised that the provision of security services stopping short of
combat was less controversial and that powerful states were more reliable clients
than the developing states that had once employed Executive Outcomes and
Sandline. These powerful states were not interested in privatizing combat, but rather
in privatizing support and other less central functions.34

31 See ‘Foreign Office savaged over arms to Africa’, in The Guardian, 9 February 1999, available at:
http://www.guardian.co.uk/politics/1999/feb/09/foreignpolicy.politicalnews.

32 Green Papers are consultation documents that usually form the first step in changing or creating law;
White Papers are the last consultation stage and usually form the substance of bills to go before
Parliament. See: http://www.parliament.uk/site-information/glossary/white-paper/ and http://www.
parliament.uk/site-information/glossary/green-paper. This process will be discussed in more detail in
the next section.

33 Interview with FCO official, London, November 2003.
34 Both Executive Outcomes and Sandline were sacked by their clients. After a coup, the new Sierra Leonean

government did not renew Executive Outcomes’ contract. In Papua New Guinea, the government fired the
company, a decision that led to extensive international litigation, which Sandline ultimately won. For
details, see: http://www.eiu.com/index.asp?layout=VWArticleVW3&article_id=1534678553&region_id=
1510000351&country_id=450000045&channel_id=210004021&category_id=500004050&refm=vwCat&
page_title=Article.
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PMCs to PSCs: changing direction in the middle of a war

The start of the war in Iraq in 2003 fundamentally altered the private security
industry. New companies, like Tim Spicer’s, which had been set up to avoid combat,
had not yet found major contracts. The decision of the US to hire large numbers of
contractors created a gold rush mentality and explosive growth in the industry.35

These companies again posed a series of new issues: what legal mechanisms exist
to control contractors who commit crimes on the battlefield? Do PMCs have a
significant impact on counterinsurgency, which requires the delicate application of
force? However, regulators did no immediately consider these questions. In the UK,
the government was still caught up with the Green Paper, which was released in
February 2002 and was neglected during the run-up to the Iraq War. The Green
Paper proposed a series of solutions to deal with PMCs and the problems they
caused, but did not really consider the use of private companies during large-scale
wars when employed by strong states that retained strategic command and control.

The actions of contractors on the ground quickly revealed that neither
states nor the international legal community had sufficient regulatory mechanisms
to deal with an industry trading in lethal force. PSC employees were complicit in the
Abu Ghraib prison scandal in 2004, and in 2007, employees of the American
company Blackwater opened fire in a Baghdad market, killing seventeen civilians.
These episodes were the most high profile of a series of problems, including issues
caused by uncertainties about the role of contractors in the existing chain of
command36 and their use to support complex counterinsurgency operations.37

Problems caused by contractors on the battlefield revealed that there were no legal
mechanisms that could be used to bring them to justice.

The UK response to the war in Iraq

The UK and US responded differently to events in Iraq. In the UK, the war in Iraq
partly rendered the Green Paper process obsolete through simple bad timing. Not
only did the war in Iraq begin just over a year after the Paper was released, it had
a lengthy run-up that understandably took priority in the relevant government
departments. The Green Paper process stalled after Iraq. Reports that regulation was
forthcoming emerged,38 but none eventuated. It is likely that the FCO, as the lead
agency involved in regulation, continued to be preoccupied by the complex nature

35 Dominick Donald, ‘After the bubble: British private security companies after Iraq’, Royal United Services
Institute, Whitehall Papers, London, 2006.

36 Fred Schreier and Marina Caparini, ‘Privatising security: law, practice and governance of private military
and security companies’, Occasional Paper No. 6, Geneva Centre for the Democratic Control of Armed
Forces, Geneva, 2005, p. 47; Caroline Holmqvist, ‘Private security companies: the case for regulation’,
SIPRI Policy Paper No. 9, Stockholm Institute for Peace Research, Stockholm, 2005, p. 26.

37 Jeffrey S. Thurnher, ‘Drowning in Blackwater: how weak accountability over private security contractors
significantly undermines counterinsurgency efforts’, in Army Law, Vol. 64, Issue 422, July 2008, p. 64.

38 Clayton Hirst, ‘Dogs of war to face new curbs in Foreign Office crackdown’, in The Independent, 13 March
2005, available at: http://www.independent.co.uk/news/business/news/dogs-of-war-to-face-new-curbs-in-
foreign-office-crackdown-6151383.html.
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of UK foreign policy during this period, especially because of the unexpectedly
prolonged commitments in Iraq and Afghanistan. The industry body, the British
Association of Private Security Companies (BAPSC), suggested that the ‘hot potato’
problem was again an issue, with an absence of enthusiasm for an unpopular but
headline-grabbing issue.39 Finally, when pressed by the House of Commons Foreign
Affairs Select Committee about the reasons for the delay in producing legislation,
Lord Malloch Brown, the FCO minister, argued that the complexity of the business
was responsible for the lengthy period of negotiation.40 Unlike the US, events did
not force the UK into more serious regulatory discussions. Many UK-based
companies were working in Iraq, but they were primarily employed by the US,
which threw the regulatory ball into the American court.

The US response to the war in Iraq

In the United States, the regulatory story was not necessarily one of regulating the last
war, but of regulating existing business practices with little eye to their evolution. The
Americans were famously underprepared for almost every aspect of the war in Iraq,41

and were perhaps even less prepared for the potential issues caused by PSCs in Iraq.
The American government had used PSCs with minimal issues since at

least the early 1990s, and US had a relatively long history of privatizing other
support roles going back at least as far as the 1980s.42 American-based PSCs such as
Dyncorp and MPRI had provided extensive military training, approved by the US
government, to various actors abroad. While these contracts had not been without
incident,43 they were largely unproblematic and were useful role for the US
government, allowing intervention in places like Croatia where official American
assistance would have been diplomatically challenging.

The use of PSCs prior to Iraq was governed by the same procedures that the
US used for the control of arms sales abroad, which required Congressional
approval for sales totalling more than US$50,000. However, contracts were
routinely segmented into amounts just short of that amount, thereby circumventing
the regulations. In the late 1990s, the contract oversight administrators faced
considerable cuts,44 meaning that despite employing more contractors in more
problematic areas, there was no way to oversee them.45

39 See ‘Mercenary firms seek tighter laws’, in BBC, 5 December 2007, available at: http://news.bbc.co.uk/2/hi/
uk_news/7128046.stm.

40 See ‘MPs unimpressed by missing mercenary regulation’, in Politics.co.uk, 20 July 2008, available at: http://
www.politics.co.uk/news/2008/7/20/mps-unimpressed-by-missing-mercenary-regulati.

41 For detailed accounts of these problems, see Thomas Ricks, Fiasco: The American Military Adventure in
Iraq, Penguin, London, 2006; Rajiv Chandrasekaran, Imperial Life in the Emerald City: Inside Iraq’s Green
Zone, Bloomsbury, London, 2008.

42 A. Stanger, above note 8, p. 86.
43 There were claims that the Croatian military, which MPRI trained during the 1990s, had improved beyond

all recognition. See S. Percy, above note 5, p. 226. Dyncorp was involved in a prostitution ring in Bosnia;
see: http://www.huffingtonpost.com/david-isenberg/its-dj-vu-for-dyncorp-all_b_792394.html

44 Steven L. Schooner, ‘Contractor atrocities at Abu Ghraib: compromised accountability in a streamlined,
outsourced government’, in Stanford Law and Policy Review, Vol. 16, No. 2, 2005, p. 560.

45 A. Stanger, above note 8, p. 89.
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To make matters worse, the American military in Iraq relied on a legal
instrument that had made sense in previous conflicts: a status of forces agreement
(SOFA) that immunised accompanying personnel, such as contractors, from local
prosecution. SOFA agreements with this provision had been used without incident
in previous conflicts and served to protect captured personnel from unfair local
trials. However, the US had never used contractors on the scale they did in Iraq, and
the SOFA with the Iraqis meant that contractors could not be tried for any abuses
in Iraq. Unlike the provisions for American military personnel, there were no
provisions that could be used to try contractors in the US.46

Events forced the US to drastically alter its regulation of PSCs, but, as one
academic noted, this was very much a case of closing the barn door after the horse
had already bolted.47 The Americans found themselves in this position in part
because of complacency: the issues involving PMCs had not had much impact in the
US, and the country’s relative success with using PSCs through the 1990s meant that
the US was, in effect, considering that the past would be the same as the future and
that contracting out services on a large scale during a war in which the US was itself
involved would be the same as small-scale contracting during peacetime.

In different ways, the US and the UK, preoccupied with existing uses of
private force, failed to anticipate how the industry might evolve. In the UK, this
meant sitting on a regulatory process that then took some years to complete and will
be discussed in greater depth below. In the US, a failure to anticipate how the
increased use of contractors would greatly challenge a system that was designed to
deal with other phenomena led to significant abuses by contractors and a system
that could not punish them. No state or military organisation has a crystal ball, and
the speed at which the industry evolved and the length of the war in Iraq were
certainly surprising. States cannot be faulted for failing to anticipate all eventualities.

However, the use of private force in both states proceeded unencumbered
by any kind of policy discussion about its use. While devising regulation in advance
is problematic, policy discussions about what sorts of services the state ought to
privatize in the first place never occurred. Many military commanders had, for
example, significant reservations about privatizing military interrogation,48 and
military interrogation at Abu Ghraib was the first serious PSC scandal.

The UN approach to the private security sector most egregiously attempted
to regulate the previous incarnation of private military companies. Ballesteros,
the UN Special Rapporteur on Mercenaries, was still in office at the start of the
2003 IraqWar. He repeatedly insisted that PSCs (like the PMCs that preceded them)

46 The Alien Tort Statute has been used to sue PMSCs in the United States; however, this type of litigation
results from the clever use of existing law rather than the purposeful creation of new regulations.
Atteritano argues that its potential scope of application is quite narrow. Andrea Atteritano, ‘Liability in
tort of private military and security companies: jurisdictional issues and applicable law’, in Francesco
Francioni and Natalino Ronzitti (eds), War by Contract: Human Rights, Humanitarian Law and Private
Contractors, Oxford University Press, New York, 2011, p. 481.

47 Frederick A. Stein, ‘Have we closed the barn door yet? A look at the current loopholes in the Military
Extraterritorial Jurisdiction Act’, in Houston Journal of International Law, Vol. 27, No. 3, 2005.

48 Martha Minow, ‘Outsourcing power: how privatizing military efforts challenges accountability,
professionalism and democracy’, in Boston College Law Review, Vol. 46, 2005, p. 1014.
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were simply a new incarnation of mercenaries, and considered that both PMCs and
PSCs were intricately connected to the mercenaries that preceded them, in that
private companies might themselves be considered to be recruiting and hiring
mercenaries.49 His backward-looking insistence, which failed to recognize any
difference between PSCs employed by the United States in Iraq and a ragtag band of
mercenaries attempting coups in small African states, meant that the regulatory
process was focused on the wrong set of issues, especially as the type of issues posed
by both actors were so different. The UN position alienated PSCs themselves, who
were and remain staunch advocates of regulation, even if they are far from perfect
actors. The result has been that PSCs have actively pursued other avenues of
regulation, including the more pragmatic Montreux Document and the ICoC, and
sidelined both the UN’s and the UK’s delayed regulatory processes. This article now
turns to examining these attempts at regulation.

The Montreux Process, the ICoC, and the future of PMCs

The International Committee of the Red Cross (ICRC) and the Swiss government
were among the first actors to begin advocating for the further regulation of private
security companies after the Iraq War began in 2003. While the ICRC maintained
(and still maintains) that PMSCs are required to abide by the rules of international
humanitarian law (IHL) in the same manner as all other actors on the battlefield, the
ICRC nonetheless took note of the under-regulation of the industry and advocated
for greater controls.

The Montreux Document seeks to increase control over PSCs on the
battlefield and is directed primarily at states. It provides a reminder of the existing
relevant international legal obligations under IHL and suggests good practices for
states employing PSCs, as well as indicating that relevant criminal law provisions
may apply to abuses, both to individuals and to states – home states (where
companies are based), territorial states (where companies are operating), and
contracting states (which hire companies). States and companies were involved in
the negotiations, which began in 2005 and were completed in 2008. The Montreux
Document does not constitute formal international law, but is a restatement of
existing binding international law. Montreux took a neutral approach to PSCs,
treating them as regular actors on the battlefield, an approach that facilitated
negotiation and agreement. The Montreux Process has had several notable
successes. Efforts to develop regulation via the UN were stymied by Ballesteros’s
view that PSCs were mercenaries. Even after the Special Rapporteur role was taken
over by the UN Working Group on Mercenaries, the term ‘mercenary’ remains
problematic for PSCs, and companies themselves quickly sought to distance

49 See ‘Use of mercenaries as a means of violating human rights and impeding the exercise of the right of
peoples to self-determination; report submitted by Mr. Enrique Bernales Ballesteros, Special Rapporteur’,
UN Doc. E/CN.4/2004/15, 24 December 2003.
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themselves from the Working Group.50 When the non-judgmental Montreux
Process began, PSCs and associated industry bodies, such as the International Peace
Operations Association (IPOA) and the British Association of Private Security
Companies (BAPSC), placed their support and interest behind it. Montreux
Document was able to achieve clarity on a complicated issue by asserting the basic
rules and principles that PSCs and their employers ought to follow.

The Montreux Document also represents perhaps the only possible
international agreement at this stage. The abject failure of anti-mercenary law has
led to a lack of confidence in international control efforts. Powerful states, such as
the UK and the US, have an interest in continuing to use PSCs and, in the case of the
latter, rely on them to the extent that war without contractors is probably
impossible. Accordingly, creating a wider regulatory discussion might limit the
flexibility of states to use PSCs, and so the Montreux Process proved desirable.
Because the Montreux Document restates existing law, it is a very low-cost solution
for states. They are not required to agree to anything that they have not previously
agreed to; they are just required to consider it in a new context. The Montreux
Document creates no new binding obligations for states.

The ICoC seeks to set out a clear code of conduct directed at companies
rather than states. Shortly after the Montreux Document was completed, PMSCs
themselves began the process of creating a parallel international code of conduct
that would make the appropriate behaviour of PMSCs clear. After a series of multi-
stakeholder meetings, the ICoC was signed in November 2010. Like the Montreux
Document, it reminds companies of their obligations under IHL, as well as
indicating best practices. In many ways it resembles the UN Global Compact, which
encourages corporations to adopt minimum standards of behaviour in relation to a
range of human rights issues.51 The ICoC seeks to provide consequences for those
companies failing to adopt the code or uphold standards. The idea is that an
industry-led body will only allow membership to those who have adopted the code
and will withdraw membership from those who violate it. States will then only
employ those PMSCs who are members of the industry body and signatories to
the code.

The ICoC, like the Montreux Document, is a significant accomplishment
given the very slow pace of regulation, particularly in the UK, and the problems of
creating international regulation. Its attempts to provide consequences for a failure
to sign the code or for violating it are laudable. The ICoC reflects the fact that
PMSCs themselves are often the strongest drivers of regulation because it makes
good business sense for them to have clear rules of operation and, as argued above,
to weed out companies bringing the industry into disrepute. Accordingly, the
ICoC takes what some might consider a surprisingly tough line on human rights

50 Sarah Percy, ‘Morality and regulation’, in S. Chesterman and C. Lehnhardt (eds), above note 1, p. 26.
51 The UN Global Compact was created in 2000 and seeks to make ten core principles (relating to human

rights, the environment, labour, and anti-corruption) part of acceptable practice for corporations. It is the
world’s largest voluntary corporate conduct organisation. For details, see: http://www.unglobalcompact.
org/AboutTheGC/index.html.
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questions; for example, the standards required of companies in relation to human
rights exceed the basic standards of IHL.

Informal agreements and voluntary codes are certainly better than nothing,
but neither is robust enough to stand as the only means of regulating the PMSC
industry. Informal agreements can be understood as lowest-common-denominator
legislation, or the bare minimum on which a variety of actors can agree. Whether or
not the bare minimum is sufficient to regulate an industry that has significant lethal
potential is questionable. While the ICoC’s human rights provisions are tougher
than the basic IHL provisions, they are also a lowest common denominator in that
they reflect the interests of companies.

The danger of voluntary codes of conduct may have little impact on actual
behaviour. The UN Global Compact has had undeniable successes, particularly in
highlighting potential problems caused by corporations, but may not have much
impact on behaviour in part because it has no real way to investigate or sanction-
violating companies and thus it struggles to ensure accountability.52 While the use
of membership in an industry-led body as a carrot and a stick for good behaviour
improves on the Global Compact, questions still remain. No other industries are
allowed to regulate themselves entirely, and ‘the incentive structures run against a
trade group acting as a strict enforcement and punishment agent for members of its
own industry’.53 While the industry currently has an interest in strong regulation, it
may not always do so, and it may respond differently to new developments than
would states or formal regulators. Again, it is questionable whether or not an
industry concerned with the provision of potentially lethal force should be the first
allowed to experiment with self-regulation.

There are further problems with both the Montreux Document and the
ICoC. First, neither seeks to control conventional ‘mercenaries’ of the type involved
in the 2004 coup attempt in Equatorial Guinea. The UN Working Group remains
engaged in this process,54 but its importance has been sidelined by the higher profile
efforts to deal with PSCs. Second, the Montreux Document has, for the most part,
let state governments off the tricky hook of domestically regulating the private
security industry. The US has been forced by scandals to tighten its domestic rules
about how and when PSCs can be deployed, as well as close the loopholes that
prevented the prosecution of contractors in Iraq. However, the congressional
approval system in the US is still problematic and geared mainly towards accepting
contracts in other states, rather than taking contracts from other private actors.

In the UK, the Montreux Process has allowed the government to shelve the
difficult question of how to regulate private security companies entirely. The Green
Paper identified a number of potential routes for regulation, of which a system

52 Oliver F. Williams, ‘The UN Global Compact: the Challenge and the promise’, in Business Ethics
Quarterly, Vol. 14, No. 4, 2004, pp. 755–774.

53 Peter W. Singer, The Private Military Industry and Iraq: What Have We Learned and Where to Next?,
Geneva Centre for the Democratic Control of Armed Forces, Geneva, 2004.

54 However, as argued above, the UN is trying to do too much: it is probably impossible to regulate the entire
spectrum of private force, just as it is impossible to use the same piece of legislation to control drug dealers
and pharmaceutical companies, an argument I have previously made in S. Percy, above note 1, p. 45.
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of licensing was deemed the most likely to be effective. British regulation did not
proceed until 2009, when the new Labour foreign minister, David Miliband,
announced that the UK government would require companies to sign up to a code
of conduct as a requirement of joining an industry body. The government would
then only contract with those companies that were members of the industry
organisation, and members could be removed if they violated the code of conduct.55

Tougher regulation would also be expensive to implement, and in the
current fiscal climate this is probably impossible. Voluntary processes may well
prove to be insufficient for the UK, which has been very lucky to avoid problems like
those affecting the US thus far. But because the Montreux Document and the ICoC
have cast backward and untied a complex regulatory knot related to PSC activity in
international armed conflict, states are satisfied.

Implications and future problems

There are three main implications of the tendency among regulators dealing with
the private security industry to ‘regulate the last war’. First, there is necessarily a lack
of forecasting future problems, leaving two likely uses of PSCs unconsidered by
current frameworks: the use of PSCs to defend ships against piracy and to perform
humanitarian functions. Second, the combination of a fast-moving industry and
slow-moving regulation has created the impetus for self-regulation, which is
currently insufficient in this area. Third, shifting attention to informal international
processes allows states to avoid difficult but essential domestic conversations about
the role of private force.

The ICoC, the Montreux Document, and domestic approaches in the US
and UK focus on the type of involvement common in Iraq and Afghanistan, and it is
unlikely we will see an Iraq- or Afghanistan-style engagement in the short- to
medium-term. As early as 2006, PSCs were considering the implications of the post-
Iraq ‘bubble’,56 and have actively sought new business. PSCs are considering, among
other options, two main routes: growing their commercial business with contracts
with private companies, particularly in the maritime security realm, and the
protection and potential provision of humanitarian aid. The Montreux Document is
silent on both these issues, and the guidelines set out in the ICoC do not really
address these particular situations. The American regulation system would likely not
apply as contracts will be under the threshold for congressional approval, and the
UK has effectively opted out of regulating these areas by relying on the Montreux
Document and the ICoC.

PSCs have been keen exponents of the need to protect shipping from
Somali piracy in the Gulf of Aden and wider Indian Ocean. An oft-quoted statistic
in the maritime shipping community is that no ship with a private security

55 See ‘Government proposes regulation for private security firms’, in Reuters, 24 April 2009, available at:
http://uk.reuters.com/article/2009/04/24/uk-britain-security-idUKTRE53N59820090424.

56 D. Donald, above note 35. Donald is an employee of Aegis.
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detachment on board has been attacked by pirates. While this may be true, there is a
first time for everything and given that pirates have attempted to take naval vessels
hostage (albeit usually by mistake) it may be by luck rather than design. Pirates do
not seem to be deterred in all cases by superior firepower. Furthermore, the rules
regarding the use of force at sea by private actors are murky in the extreme, and
require carefully calibrated judgment. Unlawful shooting incidents in Iraq suggest
that this judgment may be in short supply. Finally, a major issue confronting
international navies in the region is the problem of mistaken identity, where navies
have fired upon fishing vessels and killed innocent people. Again, this is a serious
problem requiring careful consideration, and the decidedly chequered history of
companies shooting aggressively does not bode well for how it might be solved.

PSCs also see a major market developing in the protection of humanitarian
aid and workers in dangerous places. Non-governmental organisations (NGOs)
have been increasingly willing to commit resources to very dangerous parts of the
world, and the use of PSCs to facilitate this has resulted in considerable debate and
controversy.57 Some argue that the neutrality of NGOs has already been greatly
compromised by the use of private security, while others see it as a necessary evil in
order to deliver essential aid.58 However, it is only a short step from protecting aid
to arguing that companies have the capacity to deliver aid, which poses obvious
challenges to norms of humanitarian aid. Whether or not a commercial company
can deliver aid in a purely humanitarian fashion, untainted by commercial
motivation or financial incentive, is highly debatable. Aid that is not purely
humanitarian may mean that a private company is not protected by the relevant
provisions of IHL that refer to humanitarian aid.59 It appears as though some
companies are considering just this direction.60

In neither case is it clear which international rules apply and under what
circumstances, and in both cases the use of force has the potential to cause
considerable damage. The story of the evolution of private force and the efforts to
control it strongly suggest that states and other regulators will remain complacent
and convinced that they have the regulatory answers until a problem occurs, in
which case they will have to begin again. The slow nature of regulation and the fast
pace of changes in war means that by the time states have solved these new
problems, further challenges will have appeared on the horizon. The fast pace

57 James Cockayne, Commercial Security in Humanitarian and Post-Conflict Settings: An Exploratory Study,
International Peace Academy, New York, 2006; Abby Stoddard, Adele Harmer and Victoria DiDomenico,
The Use of Private Security Providers and Services in Humanitarian Operations, Humanitarian Policy
Group Report No. 27, Overseas Development Institute, London, 2008; Damian Lilly, Tony Vaux,
Chris Seiple, Greg Nakano and Koenraad Van Brabant, Humanitarian Action and Private Security
Companies: Opening the Debate, International Alert, London, May 2002.

58 Christopher Spearin, ‘Private, armed and humanitarian? States, NGOs, International private security
companies and shifting humanitarianism’, in Security Dialogue, Vol. 39, No. 4, 2008, pp. 363–382.

59 Frits Kalshoven and Liesbeth Zegveld, Constraints on the Waging of War: An Introduction to International
Humanitarian Law, Cambridge University Press, Cambridge, 2011, pp. 164–165.

60 Confidential interviews with PMSC officials. The company, Aegis, already provides ‘humanitarian
support services’ which can be either ‘stand-alone’ or ‘fully-integrated’, presumably indicating that it has
the capacity to perform these functions independently. See: http://www.aegisworld.com/index.php/
humanitarian-support-services-2.

Volume 94 Number 887 Autumn 2012

957
https://doi.org/10.1017/S1816383113000258 Published online by Cambridge University Press

http://www.aegisworld.com/index.php/humanitarian-support-services-2
http://www.aegisworld.com/index.php/humanitarian-support-services-2
http://www.aegisworld.com/index.php/humanitarian-support-services-2
https://doi.org/10.1017/S1816383113000258


of change in the PSC business, combined with pressure for regulation, has resulted
in the growth of self-regulation and voluntary agreements.

We cannot expect states or other regulators to have a crystal ball and
attempt to devise regulation that will cover all potential future manifestations of
private force. However, what we can expect is that states that host PSCs consider
seriously how to draw the lines around private force: what things are acceptable?
And unacceptable? Answering these questions will go some way to providing
guidance for future activities.

States have failed to consider that businesses have powerful incentives to
evolve and find new markets when old ones disappear or are closed down.
Regulators play catch-up in many different industries. The challenge of playing
catch-up in the private security industry is that the main product, force, has more
harmful potential than the main product of perhaps any other industry. Complacent
reliance on international humanitarian law or voluntary agreements is both
insufficient and worrying.

Conclusion

The tendency to regulate the last manifestation of private force will no doubt
continue because of the nature of the problem. Two central issues have combined to
make regulating the private security industry complicated. First, creating regulation,
either at the domestic or the international level, is rarely a swift process even where
there is considerable will and agreement about the need for, and type of, regulation.
Second, PMSCs are agile businesses that swiftly evolve in response to market
pressures.

Forecasting military change is never easy, and successful PSCs, like any
successful business, swiftly respond to market incentives. The private military and
security industry has shut down some aspects of business and explored others in
response to changes in the market and the closing of some avenues, such as large-
scale expeditionary wars in Iraq and Afghanistan, and the opening of others, such as
the potential to offer maritime security services. PMSCs have demonstrated their
ability to evolve, and to do so quickly, several times since the early 1990s. We should
not expect that they will continue to remain static.

In fact, there is good reason to think that they will continue to evolve and
seek greater opportunities. One of the consequences of the creation of a large
number of PSCs during the Iraq era is that these companies now exist and will
actively seek new work to avoid going out of business. Continued military
downsizing will mean that further opportunities will emerge. In the UK, significant
military cuts announced in 2011 were accompanied by an announcement that
further support could come from the private sector.61

61 James Kirkup, ‘British Army forced to rely on foreigners and contractors’, in The Telegraph, 7 June 2012,
available at: http://www.telegraph.co.uk/news/uknews/defence/9315166/British-Army-forced-to-rely-on-
foreigners-and-contractors.html.
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Second, the regulatory process is, by nature, slow. Relevant parties must
agree that there is a need for regulation, and agree on how to embark on regulation.
In the case of PMSCs, there are a large number of relevant actors: states, NGOs,
businesses that require security, international organisations, and the PMSCs
themselves. Like many other industries that operate predominantly offshore,
PMSCs will require both domestic and international regulation. A good analogy
comes from civil aviation, which requires domestic and international legislation to
ensure safety. However, the existence of two levels of potential regulation means that
there are two processes that may respond too slowly or not at all to growing issues.
States themselves are keen to ensure that they will be able to use PMSCs effectively,
and have to design regulation that is ‘just right’ – neither too tight nor too
loose –which is a further constraint on speedy regulation. Finally, other actors in
the system, particularly NGOs and international organisations, have a troubled
relationship with PSCs. Although PSCs are becoming increasingly essential for some
operations, these actors retain concern about the notion of private security and
issues PSCs might pose.62 This complicated relationship has made regulation slower
because of a need to demonstrate disapproval or concern and at the same time
facilitate regulation that allows continued use of PSCs in the industry.

PMSCs themselves both help and hinder regulation. From the beginning,
both PMCs and PSCs have been enthusiastic advocates of regulation, participating
in nearly all significant regulatory efforts. This enthusiasm is laudable, but it must
not be regarded as selfless. Both PMCs and PSCs have sought states as their main
clients and regulation suits them well. It provides legitimacy, and can drive out
competitors unable to meet regulatory demands. UK- and US-based PSCs often
have particularly well-connected leaders, either in day-to-day operations or
on boards, including retired generals and other senior military figures. These
connections, combined with the fact that regulators are increasingly reliant on PSCs,
makes arms-length regulation more difficult than it might need to be.

It is not surprising, given the definite need for regulation and its slow speed,
that voluntary self-regulation has been the most successful avenue. The Montreux
Process and the ICoC have proceeded more quickly and convincingly than more
formal options. This is not surprising, given that in many other issue areas, states
and other actors prefer non-binding informal agreements because they happen
more swiftly and allow continued freedom to manoeuvre. The industry also has a
stake in advocating this type of regulation because it provides legitimacy without
undue constraint. However, while the Montreux Document and the ICoC are
undoubted achievements, questions remain as to whether or not they will be
sufficient. The Montreux Document does not clearly apply to the use of PSCs by
private companies, such as those guarding shipping from piracy. Self-regulation via
voluntary codes of conduct is probably not strict enough for an industry that deals
in lethal force. Complete self-regulation, without any legislative teeth, is extremely
rare: everything from medical associations and legal associations within states to
transnational industries operating between states, either has self-regulation enabled

62 J. Cockayne, above note 57, pp. 13–14.
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by legislation or formal international regulation, often assisted by permanent
supervisory bodies, as in the case of civil aviation. It is hard to imagine that this
particular industry does not require at least as much oversight as transnational
shipping. To conclude with a different cliché from the one with which this paper
began: self-regulation can too easily be putting enthusiastic foxes in charge of the
chicken coop, and cannot on its own do enough.

Given that it is quite likely that regulators will continue to regulate the last
manifestation of private force, what can be done to ensure that there is some sort of
regulation that at least has a chance of keeping pace with the dynamic private
security industry? Effective forecasting of military change is very difficult, as the
vagaries of state military planning often demonstrate. However, one simple feature
has been missing from nearly all domestic discussions about private force and many
international ones: the question of how much private force is a good idea, and what
sorts of jobs we can envisage PSCs undertaking. This type of conversation can be too
easily dismissed as academic, or difficult, but it is essential. If the main host states of
PSCs, particularly the UK, seriously considered what they would like the future
shape of the industry to be, then to an extent the industry could actually dictate the
direction of that evolution, rather than being forced to respond to developments as
they happen. In the US, regulators were forced to consider some of these questions
in response to scandals caused by PSCs, and tightened up their regulation as a result;
however, a similar and clearly articulated vision of the role states wish these
companies to play would direct the opportunities available.

It is true that the private security genie is out of the bottle. At the moment,
however, states are largely letting the genie do what it wants and then disciplining it
for going too far, rather than setting the parameters for action from the beginning.
A discussion about the appropriate role of private force might be difficult, and it
might need to begin domestically, but it is perhaps the best chance of regulating an
industry that is always likely to change faster than regulators can respond to it. States
and other interested parties must work hard to avoid complacency and assuming
that existing regulation is up to the job: the industry will evolve, and regulation must
either set the parameters of that evolution or be prepared to be left behind as
evolution occurs.
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