
discussing: terrorism and torture; terrorism and detention; terrorism and freedom of expression;
terrorism and surveillance; privacy; and more. In the fourth part there is a transition towards
addressing the concrete laws dealing with terrorism in the international framework, with reference to
the connection between terrorism and the United Nations. This part features seven chapters, including
detailed discussion of relevant Security Council resolutions. The fifth and final part includes five
chapters dealing with the fight against terrorism in regional organizations, including: the European
Union and the Council of Europe; the Organisation of Islamic Cooperation; the Organisation of
American States; and others.

Naturally, and owing to the versatility of the discussion contained within a collection of this kind,
written in different contexts, and by different authors from different disciplines, you cannot expect
to maintain the continuity of a complete and coherent analysis of the term “terrorism” and its
implications (see, for example, Marco Di Filippo p. 13, David Kretzmer p. 232, Roberta Arnold
p. 283). From an overall perspective however, there is no doubt that this book will enhance the readers
understanding of the different contextual appearances of ‘terrorism’. This includes in relation to the
academic and public debate referencing terrorist applications, and the wide range of different inter-
national actors which it affects. In addition, as a collection of articles dealing intensively with the
different appearances of terrorism, it seems that one avenue left unexplored in the books’ discussion of
terrorism and human rights, is the terrorists’ ability to abuse human rights, particularly human rights
organisations, for their own purposes. This, however, does not detract from the superiority of
this book.

This landmark book is for scholars and practitioners seeking an authoritative source on current
international counter-terrorism law and practice.

reviewed by Doron GOLDBARSHT
UNSW Australia

Privacy and Legal Issues in Cloud Computing
edited by Anne S.Y. CHEUNG and Rolf H. WEBER.
Cheltenham, UK: Edward Elgar Publishing, 2015. xiv + 304 pp. Hardcover: £85.
doi:10.1017/S2044251316000175

This book addresses a comprehensive array of topics on cloud computing, including issues of data
protection, security, copyright, and accountability. This edition brings together works from presenters
of the Hong Kong University’s Cloud Computing Conference held in 2013. It consists of twelve
chapters. The first, by J. Kong and others, provides a succinct overview of cloud deployment and
service models with reference to security vulnerabilities and argues that data privacy and security is a
responsibility attributable to both cloud service providers and users. Chapter Two by H. Chang
discusses regulatory challenges such as outsourcing, trans-border data flows, subcontracting
arrangements, and standard offerings that arise from cloud business models. Moving a step further,
R.H. Weber explores ex-ante forms of sector-specific regulation and ex-post regulation through
competition law. The methodology emphasizes the application of net-neutrality and can be said to
share traits from the current EU regulatory framework of the telecommunications industry where
competition law and sector-specific regulation plays a key role.

A. Cheung argues in Chapter Four that a nuanced definition of personal data is essential to balance
the user’s preference to extend personal data protection rights to the cloud against encouraging
industrial innovation based on such data. D.N. Staiger explores the ambiguities in the current EU
Directive and proposed Regulation on trans-border data flows and argues that the safe-harbour
agreement does not offer comprehensive protection, a position that has eventually been echoed in the
Court of Justice of the European Union ruling in 2015 invalidating the said agreement although not
referred to in the chapter.
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In Chapter Six, J.P. Moiny specifically addresses the dearth of literature on jurisdictional conflicts
that arise in regulating conflict between individuals or individuals and states under private and public
international law. He examines the emergence of cloud zoning principle which refers to service
providers self-limiting their services to a specific territory, and argues that user-intent is a determinant
factor vis-à-vis resolving issues of cloud jurisdiction.

The remaining chapters focus on specific legal issues vis-à-vis cloud computing from a private-law
standpoint. Chapter Seven by C. Reed addresses the general misconceptions surrounding the status of
ownership, control, and accountability of data held in the cloud, and advocates for formal dialogue
structures to address regulatory overlap in these three issues. On the rather timely topic of copyright
liability for cloud service providers (CSPs), G. Tian discusses how ISP safe-harbour provisions within
copyright laws in the US can extend to CSPs in the context of Australian copyright law.

P. Yu examines how cloud platforms can facilitate the distribution of copyrighted content by taking
into account the interplay of licensing arrangements and jurisdictional issues in the face of uncurbed
demand for content. On the other hand, T. Kaan discusses concerns relating to storage of health-care
data in the cloud, which contributes to the current discussion on security of health-care data in the light
of recent ransom-ware threats targeting such databases. He makes a sound argument that any
immigration to the cloud must be cautiously done.

Chapter 11 by E. Dove and others refers to legal issues of security and privacy that arise in relation
to data-intensive genomic science despite the alluring infrastructure of the cloud. The final chapter by
A. Chui and G. Master revisits data ownership from a licensing standpoint, exploring whether users’
rights are surrendered when data is uploaded to the cloud and how IP licensing can be rolled out in
the cloud.

Overall, the book provides a wide-ranging but selective array of topics that easily navigate even a
first-time reader into the complex workings of cloud computing.

reviewed by Sanduni WICKRAMASINGHE
Leiden University
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