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ABSTRACT
Objective: Although significant progress has been made in measuring public health emergency

preparedness, system-level performance measures are lacking. This report examines a potential

approach to such measures for Strategic National Stockpile (SNS) operations.

Methods: We adapted an engineering analytic technique used to assess the reliability of technological
systems—failure mode and effects analysis—to assess preparedness. That technique, which includes

systematic mapping of the response system and identification of possible breakdowns that affect

performance, provides a path to use data from existing SNS assessment tools to estimate likely future
performance of the system overall.

Results: Systems models of SNS operations were constructed and failure mode analyses were performed
for each component. Linking data from existing assessments, including the technical assistance review

and functional drills, to reliability assessment was demonstrated using publicly available information.

The use of failure mode and effects estimates to assess overall response system reliability was
demonstrated with a simple simulation example.

Conclusions: Reliability analysis appears an attractive way to integrate information from the substantial

investment in detailed assessments for stockpile delivery and dispensing to provide a view of likely
future response performance. (Disaster Med Public Health Preparedness. 2013;7:96-104)
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During the past decade, significant investments
in public health emergency preparedness have
been made in response to health threats from

natural and human sources. To build the analytic and
evaluation infrastructure needed to assess the value of
those investments, set priorities, and determine local,
regional, or national readiness for events of concern,
complementary investments have been made in the
development of measures and metrics for preparedness.

The Strategic National Stockpile (SNS) and the
delivery of the pharmaceuticals that it contains are
prominent components of the U.S. public health
emergency preparedness effort. As part of the cities
readiness initiative (CRI), a clear goal has been
defined for part of SNS operations—the delivery of
antibiotics to the entire population of a metropolitan
area within 48 hours.1

Substantial investments have been made to develop
evaluation tools for SNS operations. The technical

assistance review (TAR), a part of the assistance and
evaluation provided to states and localities through
relevant federal programs, collects data on elements
of SNS preparedness at high resolution.2,3 Standards
for dispensing operations have been developed that
identify specific requirements for planning at a
higher level of detail than the overall CRI perfor-
mance standard.4 Drills and exercises that test
different parts of a dispensing system in a modular
way have been designed and field tested, and are used
nationwide.5

Although substantial progress has been made, funda-
mental measurement challenges remain. Even in
intensively-assessed functions such as SNS operations,
the ability to predict how a specific public health
system is likely to perform during future incidents of
different scales or complexities is still elusive, and
efforts to develop composite performance measures are
ongoing.6 The National Health Security Strategy, which
focuses on building an integrated, national-level
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capability, provides added impetus to develop integrated
performance metrics for public health preparedness activities.

The need for composite, system-level measures that provide
insight into likely future performance is illustrated by
hypothetical SNS delivery and dispensing systems from
2 areas that are otherwise identical:

> When preparing for a CRI-type deployment, the first area
plans to use the minimum number of points of dispensing
(PODs) and building staff based on estimates of how
many people could be assisted at each location. Because
of resource constraints, the plan anticipates adapting
existing resources to the task, such as communication and
transportation systems, rather than obtaining resources
dedicated to SNS operations. Similarly, training and
exercises are kept to a minimum to avoid disrupting existing
emergency operations or inconveniencing volunteers.

> The second area also calculates the minimum PODs and
staff needed to meet the CRI standard, and adds an extra
25% ‘‘safety margin’’ to each, potentially serving more
than the total population of their metropolitan area.
Dedicated resources are established to speed
communication and management of PODs and to
operate the logistics system needed for SNS deployment.
Regular exercises are included to keep plan requirements
and training fresh for professional responders and the
volunteers who would be called in for an actual event.

Both approaches are legitimate for planning for a contingency
of high consequence but low probability. In spite of their
differences, both areas might appear similarly prepared to
receive and use the SNS. In the first case, however, meeting
the CRI requirement during an actual incident would require
the system to operate at peak efficiency, with nothing causing
a slow down or interruption in operations. The fact that
its preparedness program minimizes training and relies on
systems that might not be well suited to SNS-related
operations could increase the chance that something will go
wrong and the response will not go as planned. In the second
case, meeting the goal does not require that everything go
right; building extra capacity into the system would mean
that it could absorb some problems and still reach its intended
outcome. In contrast to the first, the second system’s
dedicated resources and the higher level of training might
also reduce the chance that problems that hurt performance
would occur.

The central difference between the 2 hypothetical systems
is their response reliability.7 Both might be prepared to meet
the CRI performance goal in principle, but the probability is
much higher that the second system will be able to perform as
planned in a future incident. Even though the CRI goal
specifies a time and performance target for dispensing
operations, without addressing the likelihood that plans will
achieve that target, it provides only a partial picture of
preparedness.

Response systems can be made more reliable by adopting
hedging strategies such as providing extra capacity or building
systems that are less likely to break down, as illustrated in the
examples above. Therefore, a response system that is almost
certain to be able to deliver antibiotics to everyone in its area
of responsibility (achieving the CRI goal of near 100%
reliability) may look very different than one that has a 70%,
80% or even a 90% chance of doing so. It will likely be
more costly as well, because redundancy, more frequent
training, and other measures that can make response systems
more reliable impose an associated ‘‘shadow price’’ to build
and maintain them. Which of these is the ‘‘right amount’’ of
reliability is a policy choice, but one with significant resource
and other implications.

Making that policy choice requires metrics that provide
insight into the reliability of different systems, and enable
cost-benefit tradeoffs among policy options that either
strengthen or weaken response system reliability. In this
report, we describe research focused on building such metrics,
including the adaptation of engineering reliability analysis
techniques to analyzing SNS delivery and dispensing systems,
the demonstration of how those techniques could be used to
make reliability estimates via numerical simulation of a
simple example system, and the examination of how existing
assessment tools for SNS preparedness could be integrated
into reliability analysis.

METHODS
Basically, assessing response system reliability is achieved by
adding the concept of probability to preparedness measure-
ment; that is, reliability represents the probability that a
system will achieve a level of performance within a desired
time. Any event that potentially can halt response activities
entirely, reduce the efficiency or effectiveness of those
activities by delaying them, decrease the capacity of the
response system, or decrease the ability of response personnel
or assets to achieve their missions when deployed will reduce
reliability. The more likely such an event is, and the larger its
effect on response performance, the greater its reliability
reduction. The CRI goal provides a target for a response
system, but in reality a system will have different reliability
levels for different-sized incidents, with more reliable
operations at smaller events that are well below the system’s
maximum capacity compared to incidents closer to the upper
limits of the system’s performance.

The simplest way to assess the reliability of a response system
for a particular incident is to consider the scale of the
incident versus the expected maximum capacity of the
system. If a great deal of extra capacity above the level needed
to meet the requirements of the incident (eg, delivering
antibiotics to a small fraction of the area) exists, that extra
amount would allow the system to absorb many faults or events
that hurt performance and still perform at the required level.
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Under such circumstances, reliability would be expected to
be high, as the probability of enough things going wrong
to exhaust the extra capacity would presumably be low.
However, using this method, demanding scenarios that
require the entire capacity of an emergency response system
would be expected to have a low probability of going well.
The CRI goal—treating everyone in a protected area—is one
such scenario. A more detailed approach, one that can target
scarce resources to high-impact areas of improvement, is
needed to plan for a situation that pushes the limits of a
response system.

Deeper insight into system reliability can be gained by breaking
the functions of the system (ie, the national, regional, and local
delivery and dispensing activities needed to move material from
the SNS and provide it to the population) into their component
parts and asking specific questions about the types of problems
that might arise and their likely effect on response outcomes.
Such an analysis is what an engineer would call a ‘‘failure mode
and effects analysis,’’ which identifies individual events that
could affect performance and, based on data about the response
system, estimates their probability and consequences. The
technique and its use for systems from technical systems to
technical-human systems such as nuclear power plant operations
are described in numerous literature sources.8,9 With a
sufficiently detailed analysis, the probability that the entire
system can achieve specific performance levels can be explored
by combining the likelihood and effects of the many individual
failure modes that could occur.

Using this technique to assess SNS delivery and dispensing
operations, we constructed a conceptual model of such a
response, based on publicly available policy documents and
previous analyses. Applying the failure mode, effects and
criticality analysis technique, we identified potential pro-
blems by systematically looking at how personnel problems,
technical breakdowns, management and coordination faults,
and other causes could affect performance in each part of the
model. This analysis produced a series of failure trees,
indicating how each type of failure affects each part of the
SNS dispensing system. Failure trees were produced for
separable functional pieces of the system (eg, incident
management, dispensing operations at a POD) or separable
tasks (eg, requesting SNS delivery).

Building failure trees for a system is the first step in assessing
its reliability. Although taking inventory of potential failure
modes can be useful in planning, making reliability estimates
requires systematically estimating the likelihood of each
failure mode occurring and its consequences to response
operations. With such estimates, overall system reliability—
and therefore preparedness—can be explored using basic
simulation techniques. Overall performance at an individual
response operation will be determined by what failure modes
occur (or what combination of failure modes occur simulta-
neously) and the resulting total dispensing performance.

It should be noted that these estimates could be done at
varied levels of detail and realism. The simplest approach is to
treat failure modes as being independent; that is, one failure
mode does not affect the probability of a different failure
mode occurring, or its consequences if it does (beyond those if
both randomly occur simultaneously). Many failure modes in
a response operation are reasonably independent from one
another, while many others are not. For example, breakdowns
in management or messaging that create public confusion
about dispending practices or availability of supplies could
result in behavior by patients that affect dispensing rate,
security at POD sites, and so on. Adding such interactions in
a detailed and quantitative way would make this type of
assessment more realistic, but would also become more labor
and time intensive. Our proof of concept takes a middle path,
where failures occurring in one part of dispensing operations
(eg, dysfunction in incident management) are themselves
potential causes of failures elsewhere (eg, POD operations). This
cross-linking of different elements of the system model allows
failure modes and their effects to cascade through the system at
the level of each functional component of the model rather
than at the level of each individual failure mode.

For a system with a set of identified failure modes with
associated probabilities and consequences, overall system
performance can be estimated using a Monte Carlo simula-
tion. Performance is simulated as a simple flow of dispensing
over time, with random draws to determine whether different
failure modes occur and, if so, when they happen. The effects
of different failures are reflected in dispensing rates and, for
each simulated response operation, the total number of doses
that could be dispensed. By conducting many individual
simulation runs of the same system, the probability of
performance reaching specific numbers of doses dispensed (ie,
the reliability of performance at those levels) can be estimated.

Because our work explored how these techniques could be
applied generally, and not on a specific area’s or region’s
preparedness efforts, we did not assign values to all of the
elements in our failure trees. To demonstrate this process,
we used a simple example of a dispensing system with a small
set of failure modes with hypothetical probabilities and
consequences for performance. Also, we implemented the
simulation in Microsoft Excel�R , using its internal random
number generation capabilities. Details of the simulation, the
illustrative failure modes, and the resulting response reliability
curves are described in the ‘‘Results’’ section.

Customized data collection and evaluation tools could be
developed for conducting this type of analysis for an area’s
delivery and dispensing system. However, extensive efforts in
evaluation and metrics development have already been
devoted to SNS preparedness and the CRI program in
particular. As a result, we examined how the results of
existing evaluation tools could be used to provide the basis for
reliability analysis. Doing so would take advantage of existing

Integrated Measures for Dispensing Operations

Disaster Medicine and Public Health Preparedness98 VOL. 7/NO. 1

https://doi.org/10.1017/dmp.2013.14 Published online by Cambridge University Press

https://doi.org/10.1017/dmp.2013.14


data as a foundation for future analyses and limit additional
evaluation burden where significant resources at multiple
levels of government are already devoted to assessment.
In examining how the results of existing evaluation tools
could be used to inform an assessment of an SNS plan’s
response reliability, we considered (1) the technical assistance
review process carried out cooperatively by the Centers for
Disease Control and Prevention, states, and localities, and
(2) drill-based exercises for SNS preparedness assessment.
Our analysis included linking the substance of those tools
to the content of the reliability assessment and failure trees
and examining the (admittedly limited) publicly available
information on the results of those assessments with respect to
reliability lessons.

RESULTS
Reliability Analysis
Based on existing SNS deployment and dispensing policies,
standards, and previously cited analyses, we constructed a
detailed system model for SNS operations. Figure 1 shows the
portion of that model that relates to POD operations (the full
model is included in online supplementary materials).
Examining each component of the model and systematically
identifying the different failure modes that could affect
operations, we constructed a set of failure trees mapping both

the faults that would affect individual parts of the model and
the interactions among different functions, where failures in
one part of the model would affect performance elsewhere.

Figure 2 shows 1 failure tree for POD operations (from a total
set of 23 failure trees). Failures stemming from planning
problems are grouped together on the left; personnel failures
are in the middle; equipment-based failures appear on the
right; and those in the ‘‘other’’ category appear at the bottom.
The diagram demonstrates the interconnections that exist in
response operations. The triangles with arrows show the links
between this failure tree and others that indicate the causes
of that failure in detail. These interconnections approximate
the effect that a failure in one part of the system can have on
the performance of other parts, but do not capture in full the
individual failures affecting the probability or consequences of
other individual failure modes.

Identifying failure modes is the foundation for assessing the
reliability of a response system, but making the system-level
assessment requires (1) assessing the likelihoods and con-
sequences of those failure modes and (2) integrating
those individual estimates into an overall reliability for the
system for different levels of dispensing performance. Since
our work focused on demonstrating this technique in general
(vs examining a specific jurisdiction’s preparedness), using

FIGURE 1
Conceptual Model of Point of Dispensing (POD) Operations for Reliability Analysis.

Abbreviations: S&H, safety and health; IC, incident command.
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the full system model was neither practical nor meaningful.
Therefore, we used a simpler system, with a small set of failure
modes, to demonstrate how the overall system reliability
values could be estimated.

In that example system, 20 PODs attempt to distribute
antibiotics at a rate that should allow prophylactic treatment
of approximately 100 000 people within 24 hours. Because
people arrive at random intervals and take different amounts
of time to pass through the POD queues, dispensing
performance can be modeled as a Poisson process. In each
1-hour step, the simulation calculates how many people
can be treated by the system. By repeating the simulation
many times, we could estimate the probability of treating
some number of people in 24 hours. For this analysis, we
set the average arrival and service rate such that, with no
failures, the system has a 95% chance of treating 95 000 or
more people within 24 hours and a 50% chance of treating
100 000 or more.

To describe a response system’s reliability characteristics,
an exceedance curve is used. It shows the likelihood that
the system will be able to successfully deliver treatment
to increasing numbers of patients, starting at zero and
ending at the maximum planned capacity of the system.
For each number of patients (on the x-axis), the y value
is the probability that the system will be able to successfully
deliver at least that number of treatments. As a result,
every response reliability curve will begin at 100% for
zero patients, because any response system, no matter how
challenged, will be able to deliver at least zero treatments.
As patient numbers increase, the probability will decrease,
as less extra capacity will be available to absorb the effects
of any failures. Different types of failure modes affect the
shape of a reliability curve differently. In general, faults
that could stop response operations entirely push the curve
downward from the top, while faults that cause smaller
capacity reductions or delays push the curve inward from
the right.7

FIGURE 2
Failure Tree Showing Potential Faults Causing Halt of Operations at a Point of Dispensing (POD).

Abbreviation: ops, operations; IAP, incident action plan.
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Figure 3 presents two response reliability curves for our
example system, showing the likelihood of treating a given
number of people in the 24-hour limit. The dotted line shows
performance with no failures, demonstrating perfect reliability
(100% likelihood of performance) until the system
approaches its theoretical maximum capacity. Added to this
baseline simulation are 4 different failure modes that could
reduce dispensing performance:

> Initial delivery of the SNS materials to PODs takes longer
than planned. This failure mode would occur at the
beginning of the operation and reduce the time available
for dispensing. The probability of this failure occurring was
set at 10%, and its impact on reducing performance time
was set at 25% (6 hours of idle time).

> Problems arising at the regional distribution site make the
resupply of PODs less efficient. This failure could occur
anytime during the response and would reduce system
capacity from that point onward. We set this failure’s
probability at 30% and its consequences as a 20%
reduction in treatment rate.

> Security breakdown shuts down 1 or more PODs.
This failure could occur at any time and would reduce
system capacity based on the number of PODs affected.
Our example includes 2 versions: a 10% chance of 1 POD
shutting down (5% capacity reduction) and a 0.5% chance
of 2 PODs shutting down (10% capacity reduction). Both
failures could theoretically occur in a single simulation
run, producing a 0.05% chance of a 15% capacity
reduction.

> Staff is not available as planned, reducing the efficiency of
dispensing operations. This failure could occur at the
beginning of the simulation, and was modeled at 3 levels:
high chance (75%) that a few staff would be unavailable
(5% capacity reduction), medium chance (35%) that
some staff would be unavailable (20% capacity reduction),
and small chance (5%) that many staff would be unavailable
(40% capacity reduction). More than 1 personnel failure
could occur in a single simulation run.

During each simulation, random draws are done to determine
which failure modes occur and when (for those that could
occur at any point in the response). When a failure occurs, it
reduces system performance by reducing the system treatment
rate. In this sample calculation, we treated each failure mode
as independent of one another; although in an actual
response one failure’s occurrence could influence others. For
example, supply failures (eg, failure mode 1) could affect the
chance of security breakdowns occurring if the public
responds negatively (mode 3). The failure probabilities were
set high for illustrative purposes, but including such
interactions would elevate those probabilities of the subset
of related failures higher still.

In the simulations in which more than 1 failure occurred,
performance ‘‘stepped down’’ with each additional failure.
The total number of patients served was then calculated
by summing all of the treatments dispensed over the
full simulation, and a histogram of those results was used
to calculate the probability that this system would be
able to deliver at different levels of performance. The
resulting response reliability curve (solid line in Figure 3)
presents the probability that the system’s performance
will meet or exceed specific numbers of patients treated.
It represents the net system performance for the 4 failure
modes that could occur, and a total probability that it
will be able to perform at or above each number of treated
patients.

Although its performance matches the perfect reliability
system for small incidents, the cumulative effect of the failure
modes reduces its reliability significantly for larger scale
dispensing operations. Three points (A, B, and C) illustrate
examples of how reliability changes with incident size,
decreasing the probability of delivering the identified levels
of treatment from near 95% at point C to approximately 10%
at point A.

Using Data From Existing Evaluation Tools
To analyze the reliability of an area’s SNS and CRI planning,
the types of system model and failure trees described are the
starting point. To complete the analysis, estimates of the
probability and consequences of individual failure modes
need to be developed. There are varied ways this could be
done. Expert or practitioner input during planning or
evaluation processes is one strategy in which the models
and failure trees are used to build consensus about the
likelihood and consequences of different failure modes. The
use of after-action reports from response operations or
exercises also have been explored as possible sources of
data.7,10 However, to take advantage of existing investments
in SNS evaluation, we examined 2 evaluation tools, the
technical assistance review (TAR) questionnaire and stan-
dardized functional drills to assess their potential contribution
to reliability analysis.

FIGURE 3
A Response Reliability Analysis for a Strategic National
Stockpile (SNS) Example.
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The Technical Assistance Review
The TAR questionnaire addresses the full range of SNS
preparedness issues. The approximately 90 questions are
scored quantitatively, and some probe preparedness efforts at
very detailed levels. We analyzed the content of the TAR
using the individual failure modes developed in our analysis
and found a significant fraction of some types of potential
failure modes are addressed by the assessment. For example,
almost half of the failure modes related to planning and
organization identified by our analysis are covered by the
TAR (Table). Some questions demonstrate that a potential
failure mode has been eliminated for the system (eg, by
demonstrating that a plan is in place), while others suggest
that the likelihood of some failures has been reduced by the
planning efforts. Other types of failure modes, including
equipment and technology failures, personnel and training
problems, and externally triggered response breakdowns are
covered much less comprehensively in the TAR (between
0 and approximately 20%; Table). The results of our analysis
demonstrated that the data collected in the TAR could be a
strong foundation for reliability assessment, and improve-
ments in the coverage and design of the questions could make
the data collected more useful.

Assessing what previously collected TAR data can show
about the reliability of deployment and dispensing would
require examining scores for individual TAR components for
specific jurisdictions to assess which failure modes included in
the TAR had or had not been addressed in its plans. Because
of the data’s sensitivity, TAR scores are not publicly available
at that level of resolution, although such an analysis could
be done by jurisdictions using their own data.

Aggregated TAR data was made public in 2011. Average
TAR scores were released for states and metropolitan
statistical areas (MSAs), and component averages were made
available for state-level TAR scores (ie, scores for TAR
questions grouped by functional area, which are similar to but
do not directly parallel our breakdown by failure tree). The
aggregate numbers showed increases in average TAR scores at
the state level from 87 to 94 (of 100) between 2007-2008 and
2008-2009.11 Average scores for MSAs covered by the CRI
also improved. More recently, additional data were published

on 2009-2010 TAR results for functional area averages and
standard deviations around those means and the range of
results for state and MSA levels. In some functional areas,
those ranges were quite large (eg, the scores for security
function at the MSA level ranged from 10-100 of a possible
100 points), suggesting significant underlying differences that
would affect response reliability.3(pp9,11)

Standardized Functional Drills
To supplement tools such as the TAR, a set of drills has been
developed that focus on individual functions related to SNS
deployment and dispensing, with a standardized, quantitative
set of measurements to report performance in each exercise.5

The drills include staff and site availability, inventory
management activities, site setup, and dispensing operations.
In principle, measurements of system performance in exercises—
to the extent that they reflect the system’s totality, its possible
failure modes, and the conditions it would face in an actual
incident—could provide a direct approach for assessing system
reliability.12 The quantitative data captured in these drills,
including time-to-completion measures for tasks and direct
performance measures such as POD throughput, could be used
to assess if extra capacity exists in parts of the system. The data
could also help to infer the effects of failures observed in the drill
or, as drills are repeated over time, variance in performance
values for different parts of the system from both observed and
unobserved problems. For this evaluation tool, system reliability
and the interdependencies among the failure trees of different
system components provide a blueprint for combining perfor-
mance measures for individual portions of an SNS response
into an overall system-level assessment.

As was the case with the TAR, only a limited amount data
from past drills is available publicly. Data are available on the
number of drills that have been carried out for different
functions; numbers of participants in some types of drills; and
averages, ranges, and standard deviations for some of the
quantitative measures from the drills.3,13 For example, in
inventory management, times involved in creating ‘‘pick
lists’’ of supplies varied from less than 1 minute to more than
2 hours, suggesting that some systems would have significant
reliability issues meeting the CRI’s 24-hour performance
target.

Available information also suggests that some drills may not
have been sufficiently realistic to have tested the system to
the point where reliability problems would become apparent.
For example, many drills testing the ability to call personnel
involved relatively few people, and many also notified
participants that drills were going to occur.13 Similar limits
on actual dispensing drills, some with very few patients, have
made it difficult to extrapolate likely performance in a future
large-scale dispensing operation.3 Cross-analysis of detailed
TAR responses (or even aggregate TAR averages) with drill
performance data could provide an approach to more closely
link TAR responses, eg, limited insight into failure mode

TABLE
Percent of Basic Failure Modes in Domain Paired with
at Least 1 Technical Assistance Review Question

Domain %

Planning and organization 48

Equipment and technology 19
Personnel and training 12

Other 6

External environment or actors 0
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probabilities and insight into performance. Future plans
include more extensive full-scale exercises, with more realistic
conditions to identify and assess failure modes, to provide
enhanced insight into dispensing system reliability.12,13

DISCUSSION
The goal of this work was to demonstrate the utility of applying
new techniques for the analysis of system performance,
specifically failure mode and effects analysis from engineering,
to help construct integrated, system-level performance mea-
sures for public health preparedness. Our findings showed
that it was possible to construct detailed systems models for
SNS operations and corresponding failure trees, and lay the
groundwork for applying the technique to specific preparedness
systems. The system model and failure trees were constructed
to support metrics development, but the diagrams could also be
used in plan development and testing. Systematic examination
of possible failure modes also could be applied internally to
identify potential problems to support continuous improve-
ment and ongoing preparedness activities.

Our findings also demonstrated how simulation can be used
to convert quantitative estimates of failure mode probabilities
and consequences to an overall system reliability estimate and
its potential value for decision making. Reliability curves
provide a snapshot of performance across different incident
sizes, answering the fundamental question of preparedness
measurement: the likelihood that response operations to a
future incidents will go as planned.

Regarding the CRI goal, our findings also demonstrated how
important it is where that point goal falls on a system’s
reliability curve, as compared to the theoretical limits of
response and dispensing performance. Taking the analysis
presented in Figure 3 as an example, the likelihood of a
jurisdiction of successfully achieving that goal would differ
considerably if its CRI target fell at Point C on the curve
rather than Point A. By providing a way to integrate the
effects on response performance of a variety of different failure
modes with different probabilities and consequences, this type
of analysis makes it possible to construct an intuitive,
integrated measure of system-level performance.

Assuming failure modes have been systematically identified and
their likelihoods, consequences, and potential interactions have
been estimated to a realistic level, it should also be noted that
the area under the reliability curve is itself a composite measure
for preparedness across the full range of dispensing scenarios.
Systems with many high probability failure modes will have
reliability curves that are depressed downward or inward. The
type and amount of the consequences of those failure modes will
determine whether the reliability reductions occur predomi-
nantly for large and demanding incidents (to the right of the
curves) or across all response scenarios. Comparing the area of a
system’s theoretical reliability curve with its estimated one provides

a way to measure how much better it could perform in an ideal
world, and how specific investments in preparedness could be
used as the basis to compare their cost effectiveness.7

Existing evaluation tools for SNS preparedness, specifically
the TAR questionnaire and evaluation drills, could make a
significant contribution to reliability analysis. However,
basing assessment only on the results of those tools may not
provide all the information needed. The fact that only
composite scores have been publically released limit the ability
of using TAR data to generalize what the recent increases in
scores demonstrate with respect to system reliability. Similarly,
the limited publically available data from operational drills and
exercises make it difficult to draw detailed conclusions about the
reliability of existing SNS plans and systems at the state level or
below. However, individual jurisdictions that have access to
disaggregated data from their own assessments and from drills
and other internal planning and information would be better
positioned to calculate reliability estimates for their SNS
deployment and dispensing systems.

CONCLUSIONS
Recent efforts to evaluate public health preparedness have
generated new insights into how communities have organized
to respond to public health incidents. Substantial progress
has been made, but an important conceptual element for
preparedness assessment—the reliability of response systems
performance—has not been included. Addressing this short-
fall requires new perspectives on measurement that aggregate
existing measures and information, perhaps with additional
data sources, to provide insight into the likely future
performance of a public health preparedness system. This
report presents an approach for doing so at varying levels of
detail, focusing on intensively evaluated area of SNS
preparedness and using the CRI goal as an example.

Assessment of preparations for other types of incidents requiring
responses beyond delivery and dispensing could also be the
focus of reliability analysis, eg, the probability of providing mass
care to different populations or delivering different levels of
laboratory testing capacity to support epidemic assessment and
response. Although integrating probability into preparedness
assessment will require more data and insight than are available
from existing evaluation tools and activities, we believe that our
reliability analysis for SNS operations shows that the informa-
tion they capture provides a foundation for examining this issue.
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