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There Oughta Be a Law:  
When Does(n’t) the U.S. Common 
Rule Apply?
Michelle N. Meyer

I. Introduction
Many people have a sense that, in the modern era, 
“human subjects research” is, happily, well regulated. 
That sense might well include the belief that the law 
ensures that research with humans always involves 
prospective approval by an ethics committee called an 
Institutional Review Board (IRB) and the informed 
consent of participants. The reality is more compli-
cated. Strictly speaking, the U.S. Federal Policy for the 
Protection of Human Subjects — better known as the 
Common Rule1 — applies only to research that is con-
ducted or funded by (most parts of ) the federal gov-
ernment. Even then, the Common Rule does not regu-
late all unexpected or potentially risky uses of human 
data or all interactions or interventions with humans. 
Nor does it require all human subjects research to be 
approved by an IRB or to proceed only with partici-
pant consent. As a result, especially with respect to 
some kinds of activities, both the portion of what one 
might think of as human subjects research that is reg-
ulated and the gap between “regulated” and “unregu-
lated” research is smaller than what one might expect.

Using the emerging field of mobile health (mHealth) 
research as an extended example, this article provides 
an overview of when the Common Rule “applies” to a 
variety of activities, what might be meant when one 
says that the Common Rule does or does not “apply” 
and the extent to which these different meanings mat-

ter, and, when the Common Rule does apply (however 
that term is defined), how it applies. 

II. When Does the Common Rule Apply?
A. Two Ways in Which the Common Rule Can “Apply”
1. direct application to federally-funded 
research
By its terms, the Common Rule applies to all non-
“exempt” “research” involving “human subjects” that is 
conducted or funded by any of the 18 federal depart-
ments and agencies that are either signatories to the 
Common Rule or follow those regulations pursuant to 
presidential Executive Order (hereinafter, Common 
Rule departments).2 Any institution, domestic or for-
eign, that is “engaged in” non-exempt human subjects 
research funded by a Common Rule department must 
submit to the Office for Human Research Protections 
(OHRP) a Federalwide Assurance (FWA). The FWA is 
the means by which such an institution provides writ-
ten assurance to the Common Rule department that it 
will comply with the Common Rule. The FWA is not 
study-specific; once executed, it constitutes a promise 
by the institution (hereinafter an “assured institution”) 
to apply the Common Rule to all non-exempt human 
subjects research in which the institution is engaged 
that is supported by a Common Rule department. 

2. proposals to extend and contract direct 
application to non-federally funded research
For years — but apparently not for much longer (see 
below) — the FWA form has invited domestic institu-
tions to voluntarily extend the scope of their commit-
ment to cover all non-exempt human subjects research 
in which the institution is engaged, regardless of the 
source of funding for the research (if any).3 Among 
members of the regulated community, this is known 
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as “checking the box” and the large majority of assured 
institutions have historically done so,4 although with 
a downward trend over time.5 Assured institutions 
that agree to expand their commitment and are found 
to be noncompliant are subject to OHRP’s compli-
ance oversight authority and face the same penalties 
(discussed below), regardless of whether the study in 
question is funded by a Common Rule department 
or not. As a result, although checking the box is vol-
untary, once checked, the Common Rule effectively 
“applies directly” to all non-exempt human subjects 
research in which the institution is engaged. 

That said, this voluntary policy does not capture 
non-federally funded research conducted by assured 
institutions that decline to check the box, as well as all 
human subjects research conducted by non-assured 
institutions, such as many non-profits and industry 
organizations. Over the decades, various commissions 

and commentators have lamented the fact that the 
Common Rule applies directly only to research con-
ducted or supported by Common Rule departments.6 
From the perspective of an individual who might be 
harmed by research, after all, it hardly matters who 
funded the harm.

During the years-long process of revising the Com-
mon Rule, federal regulators explored a compromise 
strategy of requiring assured institutions to apply 
the Common Rule to all non-exempt human subjects 
research in which they are engaged, regardless of 
funding. In other words, once an institution accepts 
any research funds from a Common Rule department, 
the Common Rule would apply to all non-exempt 
human subjects research in which that institution was 
engaged. This proposal was included in a 2011 advance 
notice of proposed rulemaking (ANPRM),7 but offi-
cially submitted public comments were generally less 

than enthusiastic. In particular, many argued that this 
dramatic expansion of coverage ignored the ANPRM’s 
stated goal of balancing increased protections of par-
ticipants with reduced burdens on researchers, since 
the expansion would apply to both low- and high-risk 
research. As a result, the proposal was dropped.8 

Instead, in a 2015 notice of proposed rulemaking 
(NPRM), regulators proposed extending the Com-
mon Rule to a narrower class of non-federally funded 
research that, at first blush, would seem to include 
only high-risk research. Specifically, the NPRM pro-
posed that the Common Rule be revised to apply to 
all “clinical trials” in which domestic assured institu-
tions were engaged, regardless of funding, unless the 
trials were already subject to FDA regulation.9 At the 
same time, the NPRM announced regulators’ intent 
to enact a non-regulatory change to the FWA forms: 
no longer would institutions have the option of check-

ing the box.10 Thus, the NPRM proposed 
that assured institutions be required to 
apply the Common Rule to clinical tri-
als, but, on the other hand, the federal 
government would no longer have com-
pliance oversight of any other kinds of 
non-federally funded research. Institu-
tions would remain free to apply the 
Common Rule to whatever research they 
liked, and impose whatever penalties for 
noncompliance they like, as matters of 
institutional policy (see sections 3 and 4, 
below).

The NPRM, however, defined “clinical 
trials” exceptionally broadly to include, 
essentially, all interventional research.11 
Again, the “slim majority” of public com-
ments opposed the proposal.12 Regula-

tors conceded commenters’ claim that the proposal 
would have failed to accomplish regulators’ goal of 
only “cover[ing] the most risky types of research … 
given [that] the definition of ‘clinical trial’ … encom-
passed research that would pose no more than mini-
mal risk to subjects.”13 Other commenters cast doubt 
— not without reason14 — on whether the Common 
Rule’s enabling statute, the Public Health Service Act, 
permitted regulators to extend the Common Rule to 
non-federally funded research at all15 and argued that 
any requirement that nonfederally-funded research be 
regulated must come from Congress.16 

Thus, when regulators announced the final rule in 
2017, this narrower proposal, too, had been dropped, 
at least for the time being.17 At the same time, however, 
regulators announced that they still plan to discon-
tinue the portion of the FWA process in which assured 
institutions are invited to extend the Common Rule 
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(and OHRP oversight) to all of their research.18 In the 
near future, then, the only activity to which the Com-
mon Rule will directly apply is non-exempt human 
subjects research funded or conducted by a Common 
Rule department.

3. indirect application
Although the Common Rule has limited direct appli-
cation, there are several other ways in which it mean-
ingfully applies indirectly. First, some states have laws 
that impose some or all of the Common Rule on some 
or all human subjects research conducted in their 
jurisdiction.19 

Second, virtually all academic institutions apply 
the Common Rule to all human subjects research in 
which they are engaged as a matter of institutional 
policy, even if they do not officially check the box.20 
Such institutional policy is often incorporated by ref-
erence into employment contracts, making compli-
ance a matter of employment law. 

Third, non-academic research institutions (e.g., 
nonprofits, industry) sometimes submit their human 
subjects research to independent IRBs for review, 
either as a matter of institutional policy or on an ad 
hoc basis. For instance, at least some of the research 
conducted by 23andMe, Fitbit, and Microsoft are 
reviewed by independent IRBs.21 Companies includ-
ing Facebook, Google, Microsoft, and Fitbit have 
instead — or in addition — established their own 
internal review bodies,22 although, among those bod-
ies, some look more like a Common Rule IRB than 
others and some apply rules and norms that adhere 
more closely to the Common Rule than others.23 The 
Consumer Privacy Protection Act of 201524 similarly 
would have protected consumer data while permitting 
research and other non-contextual uses of consumer 
data if a “privacy review board” reviewed the proposed 
use and determined that it met certain criteria,25 but 
the bill did not make it out of the Senate Committee 
on the Judiciary.

Finally, sometimes gatekeepers downstream from 
the conduct of research make something valuable to 
researchers conditional on IRB oversight. For instance, 
journals often require researchers who wish to publish 
their results to indicate that an IRB either reviewed the 
reported research or determined that it was exempt or 
constituted non-human subjects research.26 Similarly, 
Apple requires that apps conducting “health-related 
human subject research” be “approv[ed by] an inde-
pendent ethics review board” and evidence of this 
review must be made available on request.27 Apple also 
requires that such apps “must obtain consent from 
participants or, in the case of minors, their parent or 
guardian,” and the company specifies several elements 

of information that must be disclosed in the consent 
that resemble the Common Rule elements.28

4. the consequences of direct versus indirect 
application of the common rule 
Whether one wishes to deem research to which the 
Common Rule indirectly applies “unregulated”29 
depends on what aspects of regulation, and what 
non-regulatory incentives, one finds meaningful. The 
penalties for noncompliance when the Common Rule 
merely indirectly applies might be more than one 
might imagine, while those for noncompliance when 
the Common Rule does directly apply might be less, 
for several reasons. 

First, the Common Rule affords no private right of 
action for research participants who suffer any form 
of research-related injury — whether a physical injury 
or a “dignitary harm” from being enrolled in research 
without voluntary, informed consent — even when 
the research is conducted or supported by a Common 
Rule department (i.e., when the Common Rule applies 
directly).30 

Instead, enforcement of compliance with the Com-
mon Rule rests with OHRP, which has the statutory 
responsibility for developing a process for receiving 
allegations of noncompliance and “taking appropri-
ate action.”31 Pursuant to that authority, when OHRP 
receives “substantive written allegations or indications 
of noncompliance” with respect to research under 
its jurisdiction — i.e., non-exempt human subjects 
research to which the Common Rule directly applies 
or in which an assured institution that checked the box 
is engaged — it may, in its discretion, open a for-cause 
investigation.32 OHRP may also, instead, “choose to 
use other mechanisms” to respond to such allega-
tions.33 When OHRP does open noncompliance inves-
tigations, they are primarily “paper investigations”: 
OHRP and the relevant institution exchange a series 
of letters in which OHRP describes the allegations and 
the institution provides written responses. On-site vis-
its are relatively uncommon with for-cause investiga-
tions. OHRP then issues one or more determination 
letters specifying any instances of noncompliance. A 
finding of noncompliance can trigger (sometimes with 
input from other agencies) any of several responses (in 
increasing order of severity): 

• Corrective action plan: the institution is required 
to develop and implement a corrective action 
plan, such as providing additional education or 
training of IRB members or staff)34; 

• Restricted FWA: OHRP restricts or places 
conditions on the institution’s approved 
Federalwide Assurance, such as requiring 
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quarterly reports to OHRP, requiring prior 
OHRP approval of some or all research subject 
to the FWA, or suspending a particular study 
until corrective actions have been taken; 

• Suspended FWA: all research conducted 
under the FWA is suspended until the FWA is 
reinstated;

• Suspended institution or investigator: an institu-
tion or an investigator is temporarily suspended 
or permanently removed from participation in 
specific studies, or grant study sections are noti-
fied of an institution’s or an investigator’s past 
noncompliance prior to review of new grants;

• Government-wide debarment: in order to protect 
the public interest, the institution or one or more 
of its investigators is debarred from receiving 
any federal research funds.35 

Final determination letters are published on OHRP’s 
website.36 OHRP also conducts an average of two or 
three not-for-cause oversight evaluations of institu-
tional human research protection programs (HRPPs) 
per year, selecting institutions on the basis of a variety 
of factors.37

Although very serious sanctions for noncompliance 
with the Common Rule — such as temporarily sus-
pending all FWA-covered research at an institution 
and government-wide debarment — are possible, by 
all appearances, by far the most common responses 
to noncompliance investigations are corrective action 
plans, which often amount to revision of an institu-
tion’s standard operating procedures or remedial edu-
cation or training of investigators or IRB staff. 

Moreover, as noted above, when presented with 
written allegations of noncompliance, OHRP retains 
discretion whether to even open an investigation or 
not. Between 2000 and 2015, OHRP received an aver-
age of 123 complaints per year, but while it conducted 
60 compliance evaluations in 2000, it conducted 
only an average of 5 evaluations per year from 2010 
to 2015.38 That trend has continued to the current 
date.39 Similarly, assured institutions are required by 
regulation to report certain incidents, such as adverse 
events, to OHRP. Those incidents tripled between 
2000 and 2015, but of the several hundred per year 
OHRP reviewed, it responded by initiating a compli-
ance evaluation in “only a few cases,” such as when a 
research participant died.40 

It is not possible to know whether the relatively low 
number of opened investigations reflects a lax view of 
compliance oversight by OHRP without reviewing the 
allegations the agency receives, which are not public.41 
However, OHRP has provided other reasons for this 
decline, including its practice of formally investigat-

ing only the lead institution in multiple-site studies 
and its use of alternative mechanisms, such an infor-
mally resolving complaints and approving of correc-
tive actions without opening an investigation or issu-
ing a determination letter.42 Moreover, in recent years, 
OHRP has come to view itself as more of a policy body 
than a compliance body, with any compliance evalua-
tions that are conducted and the resulting published 
determination letters seen as educational opportuni-
ties for the research community at large to improve 
research oversight.43 As a result, OHRP has decided 
“to initiate fewer compliance evaluations both to bet-
ter leverage its limited resources and to focus the 
evaluations on broad policy issues in protections for 
human subjects.”44 Still, influential commenters and 
bodies have argued that OHRP’s compliance efforts 
are subpar and in fact do not provide meaningful pro-
tection to research participants.45

Conversely, sanctions for noncompliance with the 
Common Rule, even when it applies only indirectly, can 
be substantial and have a significant deterrent effect.  
HRPPs can and do impose on researchers most of the 
sanctions that OHRP is authorized to impose, includ-
ing requiring investigators to develop and implement 
corrective action plans and placing additional con-
straints on, or suspending, particular studies or inves-
tigators. Institutions have no power to literally issue 
government-wide debarments, of course, but they do 
have the power to remove an investigator’s ability to 
apply for any external research grants or to conduct any 
human subjects research, which has more or less the 
same effect, and, unlike OHRP, they have the authority 
to terminate the employment of a repeat offender. 

As for journals’ common requirement of IRB review 
or determination regarding submitted work, publica-
tions, too, are of obvious importance to researchers 
who work in academic settings; indeed, they are the 
coin of that realm. But they are also important to, e.g., 
data scientists who work in industry but often have 
careers that span academia and industry. And all app 
developers aim to distribute their apps to iOS users via 
Apple’s App Store.

In any case, to determine whether the Common 
Rule applies — whether directly or indirectly — both 
the actor and the activity must be covered.

B. Is the Actor Covered?
1. actors who “engage” common rule 
institutions
As explained above, the FWA is a contract between the 
federal government and an institution, not an individ-
ual researcher.46 In particular, it is a contract between 
the government and an institution that is “engaged in 
research” by virtue of what its employees or agents do.47 
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Even when the Common Rule applies only indirectly 
(i.e., a research study is not federally funded), most 
IRBs consider themselves to have jurisdiction over the 
study only if the institution is “engaged;” that is, they 
adopt the Common Rule’s jurisdictional provision. 
For the Common Rule to “apply,” then, a non-exempt 
human subjects research study generally must have 
a sufficient nexus to at least one institution that has 
committed to the regulations (directly or indirectly). 

The Common Rule does not define what it means 
for an institution to be “engaged in research.” How-
ever, OHRP guidance provides a non-exhaustive list of 
research-related activities that an institution’s employ-
ees or agents may participate in without thereby 
“engaging” that institution in research.48 Human sub-
jects research involves a trajectory of activities, from 
conception of the research question(s) and study 
design to (sometimes) consenting participants and 
data collection to dissemination of results, and all of 
this activity is often fragmented across multiple sites. 
Under OHRP guidance, employees or agents of one 
“Common Rule institution” can participate in some 
aspects of that trajectory without triggering their IRB’s 
jurisdiction. 

For example, recruiting prospective participants 
(but stopping short of facilitating the consent process) 
does not, itself, engage one’s institution in research.49 
Nor does an employee who releases identifiable, private 
data to a researcher elsewhere engage her own institu-
tion in research (receiving such data, on the other hand, 
will tend to engage that institution in research).50 Nor 
does co-authoring a paper reporting the results of a 
study, without more, engage the co-author’s institution 
in that research.51 To be clear, this fragmentation only 
goes so far; for any research study, at least one institu-
tion must be engaged. But that institution might be one 
that has not committed to the Common Rule, directly 
or indirectly. And so it is possible that an employee of a 
Common Rule institution can participate in — indeed, 
accelerate, legitimate, and be a but-for cause of — non-
exempt mHealth (or other) research without the Com-
mon Rule ever being triggered.52 

2. citizen scientists and self-experimenters
On the other hand, the Common Rule does (poten-
tially) apply to some actors whom one might think 
would escape its scope. Citizen scientists are — almost 
by definition — unaffiliated with traditional research 
institutions and not historically recognized by tradi-
tional funders. For that reason, the Common Rule is 
unlikely to apply to their research directly. Nor would 
voluntary adoption of the Common Rule by a group 
of citizen scientists carry the same sanctions as when 
the Common Rule indirectly applies in an academic or 

even corporate setting. However, assuming that a citi-
zen scientist or a citizen scientist organization wanted 
to adopt the Common Rule, it would, in fact, almost 
certainly cover typical citizen science projects such 
as N of 1. This includes N of 1 studies (including but 
not limited to “self-experimentation”) and studies in 
which the research “subjects” are all also researchers. 

Although the Common Rule is silent about sce-
narios in which researchers study themselves, there is 
little reason to believe that self-study per se falls out-
side of the Common Rule. The regulations provide a 
definition of “human subject” (discussed below) and 
no part of that definition hinges on the relationship 
of the researcher to the participant, the presence or 
absence of power or information asymmetries, or the 
parties’ identities. All of these things can, of course, 
affect whether research participants are “vulnerable” 
and in need of additional protections under the Com-
mon Rule or the additional Subparts of Part 46 of the 
Code of Federal Regulations,53 but not whether they 
meet the Common Rule’s basic definition of “human 
subject,” which is a threshold criterion. Indeed, several 
IRBs have explicit policies clarifying that researchers 
are indeed required to obtain IRB approval before 
studying themselves.54 

C. Is the Activity Covered?
Although the Common Rule has its roots in scan-
dals involving biomedical and behavioral research 
and although its enabling statute limits the Common 
Rule’s scope to biomedical and behavioral research,55 
the regulations themselves are, for better or worse, 
almost perfectly agnostic about the topic or discipline 
of research. What matters, instead, is whether the 
activity meets the Common Rule’s definitions of both 
“research” and “human subjects” and, if so, whether 
that human subjects research is nevertheless “exempt.” 

1.“research”
In order to be covered by the Common Rule, an activ-
ity must constitute “a systematic investigation, includ-
ing research development, testing, and evaluation, 
designed to develop or contribute to generalizable 
knowledge.”56 The Common Rule unhelpfully provides 
no definitions of, or further clarification about, terms 
such as “systematic,” “investigation,” and “generalizable 
knowledge,” which can be understood in different ways. 

This ambiguous definition of research from the 
late 1970s has not fared well under the burden of the 
modern learning health system, which, although itself 
not crisply defined, broadly seeks to routinely embed 
various “learning activities” (including data collec-
tion and analysis and both observational and experi-
mental methods) into the practices of medicine and 
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health care delivery in order to continuously improve 
those practices.57 The Common Rule’s definition of 
“research” was explicitly meant to be distinguished 
from “practice” (which is not defined in the Common 
Rule). But the modern learning health system explic-
itly seeks to integrate learning and practice, making 
it unclear how — or whether — the Common Rule 
applies to various learning activities.58 As one promi-
nent research ethicist described the current state of 
affairs: “Nobody knows, anymore, what is permit-
ted, forbidden, required, or optional. There is serious 
debate going on about what should be permitted and 
what should not.”59 

OHRP has posted FAQs to its website on various sub-
jects which “provide guidance that represents OHRP’s 
current thinking ont [sic] hese [sic] topics and should 
be viewed as recommendations, unless specific regula-
tory requiremtns [sic] are cited.”60 An FAQ on quality 
improvement (QI) activities states that “most qual-
ity improvement efforts are not research subject to 
the [Common Rule]. However, in some cases quality 
improvement activities are designed to accomplish a 
research purpose as well as the purpose of improving 
the quality of care, and in these cases the [Common 
Rule] may apply.”61 Specifically, the FAQs restate the 
Common Rule’s jurisdictional provision that if an activ-
ity constitutes non-exempt human subjects research in 
which an assured institution is engaged, the Common 
Rule applies. In those cases, however, the FAQs notes 
that “the regulations provide great flexibility in how 
the regulated community can comply.”62 

The OHRP FAQs do attempt to distinguish “pure” 
QI activities from those that include elements of non-
exempt human subjects research, but the FAQs are 
controversial.63 In any case, the FAQs are not binding, 
even when an institution is committed, directly or indi-
rectly, to the Common Rule. At least some IRBs have 

determined that rigorous learning health system activ-
ities constitute quality improvement activities rather 
than human subjects research to which the Common 
Rule might otherwise apply (directly or indirectly). For 
instance, employees of NYU Langone Health recently 
described, in the pages of The New England Journal, 
ten “randomized quality-improvement projects” con-
ducted under the auspices of “turn[ing]” the system 
“into a learning health system.”64 These field experi-
ments or A/B tests, which were registered at Clinical-
Trials.gov, “fall[] squarely into the challenging gray 
zone of quality improvement versus research.”65 They 
were ultimately conducted without IRB review, fol-

lowing an IRB determination that they constituted QI 
rather than human subjects research. That determina-
tion was apparently made because the QI activities:

are conducted by persons involved in the care 
of patients for the specific purpose of improving 
care at our local institution, positive results are 
promptly incorporated into practice, the projects 
involve minimal risk, the lessons we learn are 
likely to be specific to our culture and workflow 
and are not necessarily generalizable to other 
institutions, and the projects are intended to 
increase the provision or uptake of recommended 
practices to improve care or avoid harm.66

Nor were patients or providers permitted to opt out 
of these projects, “because this is largely not feasible 
for wholesale systems interventions, nor is it ethically 
required for quality-improvement work.”67

Importantly, health systems are not the only enti-
ties to take advantage of how cheap and easy — and, 
arguably, often ethically imperative68 — it has become 
to collect and analyze data or to use A/B testing to 
ensure that existing or contemplated policies and prac-

Importantly, health systems are not the only entities to take advantage  
of how cheap and easy — and, arguably, often ethically imperative —  

it has become to collect and analyze data or to use A/B testing to ensure  
that existing or contemplated policies and practices work as intended.  

Mobile health app owners, for instance, might engage in a variety of “learning 
activities” designed to improve or assure the quality of their app (rather than 

to contribute to generalizable knowledge) that an IRB could find falls  
outside the scope of the Common Rule, even if those regulations would 

otherwise directly or indirectly apply to the app owner.
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tices work as intended. Mobile health app owners, for 
instance, might engage in a variety of “learning activi-
ties” designed to improve or assure the quality of their 
app (rather than to contribute to generalizable knowl-
edge) that an IRB could find falls outside the scope 
of the Common Rule, even if those regulations would 
otherwise directly or indirectly apply to the app owner.

2.“human subjects” 
Even if an activity constitutes “research” under the 
Common Rule, it must also involve at least one 
“human subject,” who is “a living individual about 
whom an investigator”: 

i. Obtains information … through intervention or 
interaction with the individual, and uses, studies, 
or analyzes the information …; or

ii. Obtains, uses, studies, analyzes, or generates 
identifiable private information … 69

“Intervention” is not limited to physical procedures 
through which data are collected but, of relevance to 
mHealth, also includes “manipulations of the sub-
ject or the subject’s environment that are performed 
for research purposes.”70 Examples of interventional 
research involving mHealth include (but are not lim-
ited to): randomly assigning participants either to use 
or not use an app; A/B tests of various aspects of the 
app conducted on some or all users, which involves 
researchers intervening in the user’s “app environ-
ment”; and exercises that an mHealth app might ask 
a user to perform for research purposes, such as finger 
tapping, cognitive games, or pacing up and down a 
hallway in order to measure gait. 

“Interaction” includes “communication or inter-
personal contact between investigator and subject.”71 
Traditional forms of research interactions include 
surveys, focus groups, and interviews. In the mHealth 
context, research interactions might again include 
surveys or other solicitation of user information for 
research purposes (e.g., phenotype surveys), but also 
a variety of researcher-to-user communications (e.g., 
reminders or motivational messages).

It is certainly possible for an mHealth app to be 
involved in human subjects research without there 
being any research intervention or interaction. This is 
most likely when the original purpose of the app is for 
something other than research. For instance, imagine 
a non-research health or lifestyle app that allows users 
to track the timing and symptoms of their menstrual 
periods. Assume that any interactions (e.g., remind-
ers to the user pushed out through the app to log in 
that day, reminders that they should expect their next 
period soon, or invitations to the user to enter symp-

toms experienced during that cycle) or suggested 
interventions (e.g., admonitions to the user who 
reports symptoms to take a hot bath, apply a warm 
compress, or take a pain reliever) are built into the app 
to facilitate those health or lifestyle purposes, and not 
for research purposes. 

If non-exempt research involves no intervention or 
interpersonal interaction, it will involve “human sub-
jects” (and, hence, fall within the Common Rule’s scope) 
only if it involves the collection, analysis, or other use 
of data that are both “identifiable” and “private.” 

a. “Identifiable” information. Consider, first, the 
requirement that data be identifiable. Some people 
reject any meaningful distinction between research 
with identifiable and non-identifiable data.72 Privacy, 
after all, does not exhaust the interests that some-
one can have in data about them; they may also have 
autonomy interests in controlling how data they con-
tributed (wittingly or not) are used.73 Moreover, many 
have argued that the distinctions between identifi-
able and non-identifiable data (or, in HIPAA terms, 
between identified and de-identified data) is illu-
sory. A series of “re-identification attacks” by privacy 
researchers has demonstrated that, under certain cir-
cumstances, a variety of anonymous or pseudonymous 
data can be re-identified, including geolocation data, 
genomic data, other biometric data, Internet search 
data, and consumer data.74 Yet the applicability of the 
Common Rule not only hinges on whether informa-
tion is identifiable or not; the Common Rule’s bar for 
rendering data non-identifiable is fairly low. 

Information is “identifiable” under the Common 
Rule if “the identity of the subject is or may readily be 
ascertained by the investigator or associated with the 
information.”75 Although the Common Rule does not 
define “readily ascertainable,” and therefore it is left to 
individual IRBs to interpret and apply that standard, 
few of the aforementioned re-identification methods 
would seem to qualify as rendering a data source’s iden-
tity “readily ascertainable.” OHRP guidance moreover 
suggests that information are not individually identifi-
able “when they cannot be linked to specific individu-
als by the investigator(s)[,] either directly or indirectly 
through coding systems.”76 To prevent coded data from 
being indirectly (re)identifiable under OHRP’s guid-
ance, “the investigators and the holder of the key enter 
into an agreement prohibiting the release of the key to 
the investigators under any circumstances, until the 
individuals are deceased,” and no IRB needs to review 
that agreement.77 Thus, if an mHealth app company 
has a research arm, the business arm of the company 
could obtain individual-level data via the app, as usual, 
then replace identifiers with codes, and provide the 
coded dataset to the research arm under an agreement 
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that the research arm will never obtain the key to the 
code — all without ever triggering the Common Rule, 
even if it directly applied. 

Federal regulators are not unaware of either these 
emerging re-identification techniques or the auton-
omy interests that research participants might have 
in even non-identifiable data. To the contrary, during 
the several years-long process of revising the Com-
mon Rule, regulators cited both factors in proposing 
that the Common Rule’s jurisdiction be expanded to 
cover research with all biospecimens, whether or not 
those biospecimens were identifiable.78 Inexplicably, 
regulators did not propose to expand jurisdiction 
over non-identifiable data, even though the privacy 
and autonomy interests are largely the same.79 In any 
event, the proposals failed. Instead, the 2018 Common 
Rule requires Common Rule agencies, within one year 
of the revised regulations going into effect and at least 
every four years thereafter, to (a) reconsider the Com-
mon Rule’s definition of “identifiable” and (b) consider 
whether any analytic technologies or techniques (such 
as whole genome sequencing) that should be consid-
ered to necessarily produce identifiable data. In the 
near term, regulatory efforts to tighten up the Com-
mon Rule’s definition of identifiability are likely to 
focus, once again, on biospecimens rather than data.80

b. “Private” information. Even if data are identifi-
able under the Common Rule’s relatively weak cur-
rent definition, for data analysis to constitute human 
subjects research, the data must also be “private.” 
“Private,” here, does not refer to the extent to which 
data are or are not sensitive. Under the Common 
Rule, “private” information “includes information 
about behavior that occurs in a context in which an 
individual can reasonably expect that no observation 
or recording is taking place, and information that has 
been provided for specific purposes by an individual 
and that the individual can reasonably expect will not 
be made public (e.g., a medical record).”81 This is less a 
definition of “private information” than it is a listing of 
two kinds of private data. 

With respect to the first kind — “information about 
behavior that occurs in a context in which an indi-
vidual can reasonably expect that no observation or 
recording is taking place” — it will be hard to argue 
that mHealth app users have a reasonable expecta-
tion that “no” observation or recording of their in-app 
behavior, for any reason, is taking place.  

The second example of private information — 
“information that has been provided for specific pur-
poses by an individual and that the individual can rea-
sonably expect will not be made public (e.g., a medical 
record)” — is difficult to parse, but seems more likely 
to apply to mHealth research. In the case of secondary 

research use of mHealth data, for instance, the user 
provides data for specific purposes (e.g., to be able to 
track her menstrual cycle) and does not expect that 
information to be “made public.” (Although research 
use of data is not usually synonymous with mak-
ing data public, the Common Rule seems to use the 
latter as an odd proxy for the former.) Similarly, if a 
user of an mHealth research app knowingly provides 
data to the app developer for the specific purpose of 
research, she maintains a reasonable expectation 
that her data will not be made public, which ren-
ders those data “private” under the Common Rule. 

3. “exempt” human subjects research
Finally, an activity can meet the definitions of 
“research” and “human subjects” and take place in a 
Common Rule environment and still fall outside the 
scope of the Common Rule: “research activities in 
which the only involvement of human subjects will be 
in one or more of [8 specified] categories” are (more 
or less) “exempt” from the Common Rule.82 Under 
the 2018 Common Rule, the qualifier “more or less” 
exempt is necessary because some “exempt” human 
subjects research nevertheless requires “limited IRB 
review” for things like an appropriate data security 
plan or confirmation that secondary research use of 
existing data collected under broad consent fall within 
the scope of that consent.83 

The Common Rule is silent about who must or 
should make exemption determinations, but OHRP 
guidance “recommends that, because of the poten-
tial for conflict of interest, investigators not be given 
the authority to make an independent determination 
that human subjects research is exempt.”84 During the 
Common Rule revision process, regulators proposed 
to develop a “decision tool” by which investigators 
would be permitted to make and certify exemption 
determinations by entering accurate answers to ques-
tions. Because the tool had not been developed and 
therefore the public could not comment on it suffi-
ciently, this proposal did not become part of the 2018 
Common Rule, but regulators have said that they will 
continue to explore this option.85 Some IRBs already 
use such a tool.86

One exemption concerns studies that involve only 
surveys and/or educational tests (such as cognitive or 
aptitude tests, which are sometimes used in mHealth 
research). Such studies are exempt from the Common 
Rule so long as one of the following three conditions 
is met: (1) the information is recorded by the investi-
gator in a non-identifiable way; (2) the data are iden-
tifiable but not sensitive (i.e., disclosure of the data 
outside the research “would not reasonably place the 
subjects at risk of criminal or civil liability or be dam-
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aging to the subjects’ financial standing, employabil-
ity, educational advancement, or reputation”); (3) or 
the data are identifiable (and, presumably, sensitive) 
and an IRB conducts a “limited IRB review” to ensure 
that appropriate data security measures are in place.87 
That limited IRB review does not involve risk-bene-
fit assessment, nor do the Common Rule’s elaborate 
informed consent provisions apply. In short, one way 
or another, all research involving surveys and educa-
tional tests is exempt from the Common Rule.

Research involving non-deceptive “benign behav-
ioral interventions” — which are “brief in duration, 
harmless, painless, not physically invasive, not likely 
to have a significant adverse lasting impact on the 

subjects, and [not likely to be] offensive or embarrass-
ing” — is also exempt if the participant prospectively 
consents to the intervention and at least one of the 
same three criteria described above is met.88 mHealth 
research that only involves such interventions as fin-
ger tapping, pacing, Stroop tests, games, puzzles, and 
the like (or other exempt research activities) are likely 
to be exempt from IRB review. 

Note, however, that although some of these inter-
ventions are benign themselves, return of the indi-
vidual results of these tasks might not be. Consider, 
for instance, an mHealth app designed to track symp-
toms of Parkinson’s (whether for ostensibly healthy 
individuals volunteering as controls, those at-risk for 
Parkinson’s, or those with an existing diagnosis) via 
finger tapping and pacing tasks.89 Those tasks in and 
of themselves are benign. But if participants’ results 
suggest onset or progression of symptoms (or are 
merely interpreted that way by participants), those 
results — but not the interventions — could (at least 
in theory90) have “a significant adverse lasting impact 
on” participants. 

It is not entirely clear how return of results might 
affect such a study’s exempt status. The revised Com-
mon Rule clearly perceives return of individual results 
to be a source of potential harm to participants and to 

sometimes merit IRB review. For instance, secondary 
research on identifiable data that were collected under 
broad consent is exempt if, among other things, “[t]
he investigator does not include returning individual 
research results to subjects as part of the study plan.”91 
No such qualification is made for the exemption per-
taining to benign behavioral interventions, however. 
Moreover, the Common Rule provides that “research 
activities in which the only involvement of human sub-
jects will be in one or more of [8 specified] categories” 
are exempt. But investigators might wish to return 
individual results for a number of reasons unrelated to 
research purposes. For instance, instead of returning 
individual results in order to study how participants 

react to this information, investigators might return 
results in order to comply with the HIPAA Privacy 
Rule’s right of access or to express gratitude to partici-
pants or because the investigator believes participants 
have a right to individual research results.92 It is possi-
ble that an IRB could find that returning results under 
such circumstances does not constitute a “research 
activity” and therefore is no barrier to an exemption 
determination.93

Another important exemption is “secondary 
research for which consent is not required.” Recall that 
research with non-identifiable and/or non-private data 
does not (without more, i.e., intervention or interac-
tion) involve human subjects and so falls outside the 
Common Rule. Although research with identifiable 
private data is covered by the Common Rule, it is nev-
ertheless exempt if those data are either (a) “publicly 
available” or (b) “recorded by the investigator in such 
a manner that the identity of the human subjects can-
not readily be ascertained directly or through identifi-
ers linked to the subjects” (and the investigator neither 
contacts nor attempts to re-identify the participants). 
The Common Rule does not define any of the impor-
tant terms in this exemption, including “publicly avail-
able” and “recorded.” The line between public and pri-
vate spaces, and hence between data that are and are 

There are no special Common Rule provisions governing  
mHealth research. Instead, like all other non-exempt human subjects 
research, mHealth research must meet the criteria for IRB approval.  

The protections that are potentially afforded by such IRB review  
might be substantial — though empirical evidence supporting that conclusion 

is, as yet, scarce. But even by its own terms, the Common Rule’s protections 
are limited in ways that might surprise or disappoint some. 
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not publicly available, is not sharp.94 As for the second 
option under this exemption, the general idea is that 
data that were collected for any purpose other than the 
present research study — whether that be clinical pur-
poses, consumer purposes, administrative purposes, 
or for another research project — may be used in new, 
unrelated research with consent or IRB review, so long 
as identifiers are separated from the data before the 
remainder is used in research.95

III. When the Common Rule Applies, How 
Well Does(n’t) It Apply?
Assume that an activity meets the definitions of 
“research” and “human subjects,” is not “exempt,” and 
occurs at an institution that applies the Common Rule 
(either directly or indirectly) and is “engaged” in the 
research. Now that it “applies,” what does the Common 
Rule actually require? In brief:

IRB review is designed to protect research 
participants, and IRBs approve, disapprove, 
or require changes to each study accordingly. 
Before researchers recruit a single participant, 
IRBs review their recruitment plans, the detailed 
information disclosures that form the basis of 
participants’ voluntary, informed consent, and 
the protocol itself. They ensure that these mate-
rials fully, accurately, and in “understandable” 
language disclose to prospective participants, 
inter alia, “any reasonably foreseeable risks or 
discomforts to [them]” and “any benefits to 
[them] or to others which may reasonably be 
expected from the research.” They then consider 
these risks and expected benefits themselves, 
and approve only those studies whose “[r]isks 
to subjects are reasonable in relation to antici-
pated benefits, if any, to subjects, and the impor-
tance of the knowledge that may reasonably be 
expected to result.”96

There are no special Common Rule provisions gov-
erning mHealth research. Instead, like all other non-
exempt human subjects research, mHealth research 
must meet the criteria for IRB approval. The protec-
tions that are potentially afforded by such IRB review 
might be substantial — though empirical evidence 
supporting that conclusion is, as yet, scarce.97 But even 
by its own terms, the Common Rule’s protections are 
limited in ways that might surprise or disappoint some. 

For instance, unlike the Belmont Report’s interpre-
tation of the principle of beneficence,98 and despite 
the otherwise fairly tight nexus between the Belmont 
principles and their codification in the regulations, 
the Common Rule requires that the risks of research 

be minimized,99 but it does not require researchers to 
maximize the benefits of research.100 IRBs must con-
sider the risks of research to participants, and virtually 
any probability of risk — no matter how speculative 
— and virtually any kind of risk — from physical to 
emotional to reputational — is fair game.101 But the 
Common Rule directs IRBs to consider only risks to 
the direct participants in research, not to any third 
parties, such as bystanders whose privacy interests 
might become entangled with those who are enrolled 
in research or groups who might be stigmatized by the 
results of research conducted with members of that 
group.102 Moreover, the Common Rule instructs IRBs 
not to “consider possible long-range effects of apply-
ing knowledge gained in the research (e.g., the pos-
sible effects of the research on public policy).”103

Finally, a common myth about human subjects 
research is that informed consent is always required. 
But this is not the case, even under the Common Rule 
and the Belmont principles.104 IRBs can and do per-
mit alterations to the information that researchers 
normally must disclose to prospective participants — 
or waive consent altogether. It is true that alteration 
and waiver are possibilities only when the research is 
“minimal risk” and certain other conditions are met, 
chiefly, that the research could not be “practicably” 
conducted without the alteration or waiver.105 But 
although the Common Rule does define “minimal 
risk,”106 the term has been criticized as “ambiguous 
and poorly defined.”107 For its part, the critical term 
“practicable” is not defined in the Common Rule at all, 
nor is it known how different IRBs interpret and apply 
it.

IV. Conclusion
The U.S. federal regulations that are designed to 
protect research participants directly apply to only a 
limited set of activities. On the other hand, the Com-
mon Rule indirectly applies to an increasing amount 
of activity as already-customary voluntary adoption 
spreads from the academic to the industry and non-
profit sectors. Moreover, the penalties for noncom-
pliance when the Common Rule indirectly applies 
approximate those for noncompliance when it directly 
applies. This makes the gap between “regulated” and 
“unregulated” research somewhat less troublesome 
than one might assume. Instead, the greater difficulty 
for those who favor meaningful regulation of research 
and other learning activities might be that even when 
the Common Rule “applies” (directly or indirectly), its 
substantive application can be wanting. For instance, 
by limiting its scope to activities that are “designed 
to develop or contribute to generalizable knowledge,” 
the Common Rule omits other learning activities (and 
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non-learning activities) that might present equal or 
greater risk, such as QI or innovation. By limiting its 
scope to research that involves interaction, interven-
tion, or the use of identifiable, private information, 
“big data” research with non-identifiable data (weakly 
defined) eludes its grasp and other activities meet 
the requisite definition of “human subjects research,” 
only to be exempt. As for non-exempt human subjects 
research, research benefits need not be maximized, 
informed consent is not always required, and IRBs 
do not consider risks to third-parties or the long-term 
social risks of research. For mHealth research and 
other emerging activities, this means that the devel-
opment and voluntary adoption of relatively new stan-
dards will be critical.108
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