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Abstract
The key purpose of this article is to critically assess the extent to which auditing and certification
to quality assurance and risk management standards containing human rights-related
requirements are an adequate and effective means of ensuring that private security companies
internalize their responsibility to respect human rights. Based on participant observation,
interviews and publicly accessible data, it concludes that in the absence of the adoption of
specific assurance measures in the certification and oversight processes, the constructivist
‘tipping point’ resulting in the internalization of the corporate responsibility to respect may not
be attained when there is inadequate norm compliance or, worse yet, norm regression.

Keywords: certification, constructivism, human rights, multi-stakeholder inititatives (MSI),
norm internalization, private security companies, responsibility to respect

I. INTRODUCTION

The key purpose of this article is to critically assess the extent to which auditing and
certification to quality assurance and risk management standards containing human
rights-related requirements are an adequate and effective means of ensuring that private
security companies (PSCs) internalize their responsibility to respect human rights.
It is well known that PSCs have been involved in human rights abuses in numerous

contexts around the world.3 As a result, soft law initiatives have developed via multi-
stakeholder processes in response to those abuses, in particular:

(1) the International Code of Conduct for Private Security Service Providers (ICoC);

(2) the International Code of Conduct Association (ICoCA), which is the
organization tasked with monitoring and oversight of the ICoC; and

(3) auditable management system standards ANSI/ASIS PSC.1-2012: Management
System for Quality of Private Security Company Operations – Requirements
with Guidance (ANSI/ASIS PSC.1) and ISO 18788-2015: Management System for
Private Security Operations – Requirements with Guidance for Use (ISO 18788).

1 Free University Berlin; email: sorcha.macleod@fu-berlin.de
2 American University Washington College of Law; email: rdewinter@rcn.com
3 On the human rights impacts of PSCs see, e.g., http://shockmonitor.org/
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This article concludes that there are substantial problems with ensuring that the
implementation of these soft law initiatives and auditable standards fits within the larger
international consensus on the corporate responsibility to respect human rights as laid
out in the UN Guiding Principles on Business and Human Rights (UNGPs).4

The corporate responsibility to respect human rights as conceptualized in the UNGPs
expects companies to integrate their responsibility to respect human rights into their core
corporate policies and processes with the ultimate goal being to create a shift in corporate
culture through what constructivists refer to as norm internalization. This is to be
achieved through the creation of (1) a corporate human rights policy; (2) a human rights
due diligence process; and (3) an internal grievance mechanism. Norm internalization
has long been held as the route to a human rights-respecting corporate culture and is
implicitly embedded in the UNGPs. A risk management approach to the corporate
responsibility to respect human rights is explicitly anticipated by the UNGPs5 and is
regarded by many security industry stakeholders as a practical way to achieve norm
internalization because: (1) the concept of risk management resonates with and is
familiar to PSCs; (2) it builds on the so-called ‘business case’ for respecting human
rights; and (3) it can be integrated into existing management systems within a company.
ANSI/ASIS PSC.1 and ISO 18788 for private security providers are significant because

they are the first third-party auditable management system standards with human rights at
their core. Furthermore, they centre adverse human rights impacts as ‘risks’ that require
active management by a PSC. On the face of it, this approach seems to be a feasible way to
ensure that human rights are adequately and effectively integrated into the fabric of a PSC.
But is that really the case? Can auditing and certification change corporate cultures in PSCs
in relation to human rights? How effectively can the multi-stakeholder ICoCA oversee the
privatized audit and certificationmechanisms and processes utilized by the security industry?
This article explains how this complex process of supposed norm internalization, as

described in the constructivist literature discussed below, via an interlocking web of soft
law initiatives, is envisaged to work for PSCs and concludes that in practice flaws and
weaknesses are rife.
To that end, it will firstly explain how the ICoC, ICoCA, ANSI/ASIS PSC.1 and ISO

18788 were developed with stakeholder input from states, industry, civil society and
observers (the last of which includes the authors). It will consider whether the human
rights requirements of these standards conform to the UNGPs.
Secondly, it describes how National Accreditation Bodies (NABs) with responsibility

for accrediting certification bodies (CBs) developed accreditation rules and/or guidance,
and how those CBs are accredited to certify PSCs to management standards. Questions
arise as to whether NABs and CBs and their auditors have the necessary human rights
competencies. It makes recommendations on how to address some of these concerns.

4 Guiding Principles on Business and Human Rights: Implementing the United Nations ‘Protect, Respect and
Remedy’ Framework, HR/PUB/11/04 (2011).
5 See, e.g., the Commentary to UNGP 17, ‘Human rights due diligence can be included within broader enterprise risk
management systems, provided that it goes beyond simply identifying and managing material risks to the company
itself, to include risks to rights-holders’ and the commentary to UNGP 18, ‘While processes for assessing human rights
impacts can be incorporated within other processes such as risk assessments or environmental and social impact
assessments, they should include all internationally recognized human rights as a reference point, since enterprises may
potentially impact virtually any of these rights’.
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Thirdly, it sets out how PSCs are audited and certified and, by using qualitative data
gathered by the authors as well as publicly available data, determines that even the most
highly appraised PSCs are not adhering to many of the human rights requirements of the
auditable standards, or the UNGPs, adequately and effectively. In particular it
demonstrates that there are shortcomings inherent in using certification of risk
management systems to ensure the corporate responsibility to respect human rights
when they are based on audits that reflect a contractual relationship between two private
parties. Using certification to ensure corporate responsibility to respect human rights is
not inherently problematic but there are certainly measures that can be adopted to
improve the independence and accountability of the certification process to ensure
greater human rights adherence.
Finally, the article explains and assesses the role of the ICoCA, as a multi-stakeholder

initiative (MSI), which is intended to provide an added layer of human rights oversight.
It is shown that the ICoCA’s marriage of certification to commercial risk management
systems with a multi-stakeholder approach to corporate governance and human rights is
currently of limited effectiveness in ensuring that PSCs meet their corporate
responsibility to respect human rights, precisely because it is an MSI whose core
procedures reflect negotiated compromises. Nevertheless, the article offers suggestions
as to how the ICoCA could strengthen its monitoring and oversight of its member PSCs
and foster their human rights norm compliance.
The paper concludes that while it can be demonstrated that there have been some

positive improvements in PSC understanding and implementation of processes to respect
human rights, there are numerous and serious concerns about the credibility and
effectiveness of auditing and certification as human rights norm internalization tools.
The ICoCA needs to use its influence and leverage to ensure better certification as
certification to standards is increasingly becoming embedded in states’ procurement
requirements or policies and is therefore unlikely to go away soon. Moreover, if states
rely in part on the ICoCA to meet their obligation to ensure that PSCs respect human
rights, then they must also make certain that the ICoCA is in fact empowered to perform
effective oversight. The ICoCA needs to return to its fundamental mission of serving as a
governance and oversight mechanism assessing the human rights performance of PSCs
against human rights norms.

II. THE PROMISE OF A MANAGEMENT SYSTEM APPROACH TO THE BUSINESS

RESPONSIBILITY TO RESPECT

As constructivism plays an increasingly important role in International Relations
theory,6 and in other fields such as Law,7 growing attention is being paid to the regulative
and constitutive effects of norms on State behaviour. Until recently, however, the effects

6 Jeffrey T Checkel, ‘The Constructivist Turn in International Relations Theory’ (1998) 50:2 World Politics 324.
7 See, e.g., Jutta Brunnée and Stephen J Toope, ‘Constructivism and International Law’ in Jeffrey L Dunoff andMark
A Pollack (eds), Interdisciplinary Perspectives on International Law and International Relations: The State of the Art
(Cambridge: Cambridge University Press, 2012) 119. See also Filipe dos Reis and Oliver Kessler, ‘Constructivism and
the Politics of International Law’ in Anne Orford and Florian Hoffmann (eds), The Oxford Handbook of the Theory of
International Law (Oxford: Oxford University Press, 2016).
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of norms on the behaviour of transnational business actors was relatively neglected in the
constructivist literature, in part because business actors were narrowly viewed as
instrumental actors driven by a logic of consequences to fulfil a singular motive of profit
maximization.8 Efforts to engage in what would appear to be normatively driven
business practices, such as corporate social responsibility and philanthropic initiatives,
were explained as merely a matter of corporate cost–benefit calculations of whether
doing good was also financially beneficial.
Now a subset of this literature is addressing non-state actors,9 in particular business

actors. Studies have specifically examined the role of corporations as norm
entrepreneurs10 and as norm implementers, with the latter focused on exploring
processes of norm internalization as companies move from norm commitment to norm
compliance.11 Others have sought to open up the ‘black box’ of the corporation by
elaborating on the socially constructed nature of corporate identity and interests, viewing
corporations as socially situated actors responding to the norms and other institutions in
which they are embedded while simultaneously engaging in creative acts to interpret and
fit norms to their practices.12

Whether applying, adapting or critiquing the constructivist literature, these authors are
all indebted to two seminal models of norm diffusion: Finnemore and Sikkink’s ‘norm
life cycle’13 and Risse and Sikkink’s ‘spiral model.’14 Both models describe various
steps in the development and spread of norms from their creation to full uptake and
adherence by the relevant actors, in this case PSCs. This article focuses on the final stage
of those models, i.e., what Finnemore and Sikkink call ‘norm internalization,’ a situation
where norms are no longer disputed and are taken for granted by the relevant actors, and
what Risse and Sikkink term ‘norm institutionalization and habituation,’ the point where
norm consistent behaviour is considered the normal course of action.
As stated in the Introduction to this paper, this final stage of norm internalization is of

scientific interest in helping to identify whether certification to the ICoC and ANSI/ASIS
PSC.1 and/or ISO 18788 standards can ensure that a PSC demonstrates norm compliance

8 Kelly Kollman, ‘The Regulatory Power of Business Norms: A Call for a New Research Agenda’ (2008) 10:3
International Studies Review 397. See also Matthias Hofferberth, Tanja Brühl, Eric Burkart, Marco Fey and Anne
Peltner, ‘Multinational Enterprises as “Social Actors”. Constructivist Explanations for Corporate Social Responsibility’
(2011) 25:2 Global Society 205.
9 Thomas Risse, Stephen Ropp and Kathryn Sikkink (eds), The Persistent Power of Human Rights: From
Commitment to Compliance (Cambridge: Cambridge University Press, 2013).
10 For example, see Nicole Deitelhof and Klaus Dieter Wolf, ‘Business and Human Rights: How Corporate Norm
Violators become Norm Entrepreneurs’ in Thomas Risse et al (eds), The Persistent Power of Human Rights: From
Commitment to Compliance (Cambridge: Cambridge University Press, 2013) 222. See also Annegret Flohr, Lothar
Rieth, Sandra Schwindenhammer and Klaus Dieter Wolf, The Role of Business in Global Governance. Corporations as
Norm Entrepreneurs (Houndsmills: Palgrave Macmillan, 2010).
11 For example, see Kollman, note 8.
12 Matthias Hofferberth and Christian Weber, ‘Lost in Translation: a Critique of Constructivist Norm Research’
(2015) 18:1 Journal of International Relations and Development 75. See also Matthias Hofferberth, ‘Introduction:
Studying Corporate Agency in Global Governance’ in Matthias Hofferberth (ed), Corporate Actors in Global
Governance (Lynne Rienner, forthcoming).
13 Martha Finnemore and Kathryn Sikkink, ‘International Norm Dynamics and Political Change’ (1998) 52:4
International Organization 887.
14 Thomas Risse and Kathryn Sikkink, ‘The Socialization of International Human Rights Norms into Domestic
Practices: Introduction’ in Thomas Risse et al (eds), The Power of Human Rights: International Norms and Domestic
Change (Cambridge: Cambridge University Press, 1999) 1.
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through rule consistent behaviour. In other words, do certified PSCs fully adhere to the
norm of the corporate responsibility to respect human rights? This approach does not
seek to explain the process by which a PSC gets to that final stage of the norm diffusion
process, rather it examines those PSCs that have already committed to the corporate
responsibility to respect human rights and claim to act in accordance with it. This enables
two determinations to be made: (1) whether certification enables a sufficient assessment
of norm internalization; and (2) whether the risk management process at the heart of the
standards is likely to result in full norm internalization. As discussed below, international
business and human rights frameworks, such as the UNGPs, propose that the corporate
responsibility to respect human rights can be attained by amending corporate enterprise
risk management procedures to consider human rights risks and impacts. This position is
mirrored in the academic literature which differentiates between ‘commitment’, as
reflected in public acceptance of human rights responsibilities in codes and statements,
and ‘compliance’, as evidenced by the integration of norms into management systems
and risk management strategies.15 The private security management system standards,
ANSI/ASIS PSC.1 and ISO 18788, are essentially quality assurance and risk
management standards building on the ISO 31000 risk management guidance. They
are portrayed as operationalizing into business practice standards the human rights and
humanitarian law principles at the heart of the ICoC, which itself builds on the ‘Protect,
Respect and Remedy’ framework at the core of the UNGPs. Thus, this approach not only
examines the efficacy of certification as a measurement of successful norm
internalization, but also of a risk management pathway to embedding the corporate
responsibility to respect in PSCs’ corporate culture.
Unfortunately, the literature on these private security industry global governance

initiatives does not offer much assistance as only a smattering of studies examine norm
internalization by PSCs. MacLeod, however, recognizes that the internalization of
human rights norms into corporate culture may be fostered by third-party assessment of
PSCs’ conformance to human rights risk and impact assessment (HRRIA) requirements
contained in management system standards, but examining this process is not the focus
of her article; rather it focuses on the question of whether States are shedding human
rights responsibilities by supporting the development of self-regulation standards
for PSCs.16

In another analysis, Acheson outlines five stages of the norm socialization process in
relation to PSCs, applying norms of corporate social responsibility (CSR), from pre- and
basic CSR, through strategic and integrated CSR, and culminating in internalized CSR.17

She provides indicators to assess where PSCs fall along these stages, related to internal
factors (such as principles and policies, and vetting, selection and training procedures to
foster responsible staff conduct) and external factors (practices related to improving
accountability, oversight, transparency, and stakeholder engagement.) According to

15 Deitelhof and Wolf, note 10.
16 Sorcha MacLeod, ‘Private Security Companies and Shared Responsibility: The Turn to Multistakeholder Standard-
Setting and Monitoring through Self-Regulation-“Plus”’ (2015) 62 Netherlands International Law Review 119, 132.
17 Aileen Acheson, ‘Socially Responsible Security Providers? Analysing Norm Internalisation Among Private
Security Providers’, in Joakim Berndtsson and Christopher Kinsey (eds), The Routledge Resource Companion to
Security Outsourcing (New York, NY: Routledge, 2016) 148.
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Acheson, movement through these stages indicates that during the socialization process,
PSCs are increasingly driven by a logic of appropriateness rather than a logic of
consequences. However, Acheson’s article reflects shortcomings found in some of the
empirical scholarships investigating the application of models of norm internalization.
Three issues are worth noting on this point. Firstly, CSR is best conceptualized as a
bundle of norms, rather than a singular norm. This suggests, secondly, that one cannot
assume that all PSCs have a shared understanding of the norm and what its application
looks like in practice, as indicated by empirical evidence.18 Finally, the logic of
consequences and logic of appropriateness are distinguished from each other and it is
implied that both cannot drive behaviour simultaneously and, furthermore, the
researcher is assumed to be able to identify which one motivates behaviour at a given
point in time. This is problematic because even in later stages of norm internalization
evidence suggests that companies deploy rhetoric justifying their actions anchored in
both logics.19 Thus, evidence of a logic of appropriateness is not in itself indicative of
norm internalization.
Others examine the motivation behind PSC participation in global governance

initiatives resembling the ones studied here.20 Yet ultimately the motivating factors (e.g.,
avoidance of government regulation, responding to civil society pressure, reputational
maintenance, and gaining competitive advantage) can be reduced to the instrumental
logic of the profit motive, i.e., a logic of consequences.21 A more poignant example of
this is Rosemann’s use of Milton Friedman to argue that PSCs will only adhere to a code
of conduct if there is a business case to do so. He advocates, therefore, ascribing a market
value to human rights in order that they be considered in the corporate cost–benefit
calculus.22 His restricted approach to human rights in the study laid the groundwork for
the development of the content of the ICoC.
Narrowing explanations of business actors’ behaviour to the instrumental profit

motive cannot, however, adequately account for their acceptance of human rights
responsibilities, as that singular motivation remains the same whether companies do or
do not adopt such commitments and practices, and is also present in later stages of norm
internalization.23 Thus, the profit motive alone cannot account for variance in corporate
behaviour.
This article accepts and builds on aspects of the critique of the constructivist literature

as applied to corporations. First, the logic of consequences and logic of appropriateness

18 Sorcha MacLeod, 2014–15, ‘Socialisation and Internalisation of Human Rights in Private Security Companies’
(data on file with author). For example, the research disclosed that industry participants diverged substantially on their
understanding of the concept of ‘external stakeholders’ in a business and human rights context and many excluded local
communities from their definition. This means that many HRRIA undertaken by these PSCs would be inherently flawed
because they would not address human rights impacts on all relevant stakeholders.
19 Hofferberth et al, note 8.
20 See, e.g., Renee De Nevers, ‘(Self)-Regulating War? Voluntary Regulation and the Private Security Industry’
(2009) 18 Security Studies 479. See also Nils Rosemann, Code of Conduct: Tool for Self-Regulation for Private Military
and Security Companies (Geneva: DCAF Occasional Paper No. 15, 2008).
21 De Nevers, ibid.
22 Rosemann, note 20, 9.
23 Hofferberth, note 12. See also Rebecca DeWinter-Schmitt, ‘Managing Undesirable and Disruptive Events: Private
Security Companies in Complex Environments’ in Matthias Hofferberth (ed), Corporate Actors in Global Governance
(Lynne Rienner, forthcoming).
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are not two distinct, and potentially opposing, logics. Beyond the challenge of ever
knowing what ‘truly’ motivates a business actor, manifestations of both may be
deployed in demands on and justifications of corporate behaviour, and ultimately as a
means of narratively defending what a legitimate corporate actor is and what it should or
should not do.24 Rational profit maximization is a norm and one promoted by
shareholders and companies themselves, as well as being embedded in market forces.25

Yet, however important, it is still only one among other norms. Second, it is agreed that
much of the constructivist literature on norm internalization has portrayed a
unidirectional process, whereby a ‘tipping point’26 is reached and further diffusion or
‘cascade’ of a norm becomes almost inevitable.27 This robs actors of their agency as they
become automaton-like,28 apparently reacting to the internal pressures created by an
internalized norm. It discounts that norms are intersubjectively constituted during social
interactions. Actors engage in creative acts in interpreting and applying norms in practice
that in turn can re-shape shared understanding of that norm.29 In other words, norms are
not ‘fixed standards’, they are ‘constantly in the making’.30 For example, companies
develop norms once they are widely accepted by further elaborating a norm’s content,
specific requirements, and appropriate enforcement mechanisms.31 In other words, even
in the later stages of norm internalization, the definition and requirements of norm
compliance and how it is manifested and measured, can be a point of contention. In
relation to PSCs, contention arose among security industry stakeholders on the
relationship between certification to management standards and certification by the
ICoCA as a means of evidencing norm compliance, as discussed below.
The lived and contested nature of norms are captured by highlighting the different

views held by the stakeholders in private security global governance initiatives on what
the corporate responsibility to respect human rights means, what it entails in terms of
operationalized business practices, and how it is best evidenced.32 It is a negotiated
outcome that there is now a dominant discourse that the risk management standards
reflect an operationalization into business practice standards of the ICoC’s human rights
principles and that adherence to them is best evidenced by third-party certification to
those standards with additional human rights-related information provided to the
ICoCA. Evidence exists that this is a strategy that has been used by corporations before.
For example, with ISO 14001, which embeds environmental norms into a quality
assurance management process, companies managed to shift the focus of the standard to
management processes and not environmental targets.33

24 Ibid.
25 Hofferberth et al, note 8.
26 Finnemore and Sikkink, note 13.
27 Cass Sunstein, ‘Social Norms and Social Roles’ (1996) 96 Columbia Law Review 903.
28 Patrick Jackson, ‘Hegel’s House, or “People are States too”’ (2004) 30:2 Review of International Studies 281. See
also Hofferberth and Weber, note 12.
29 Hofferberth and Weber, ibid.
30 Ibid, 85–86.
31 Deitelhof and Wolf, note 10, 232.
32 For example, definition of external stakeholders, see note 18.
33 Kollman, note 8.
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The risk management approach to fulfilling human rights responsibilities creates
opportunities, but also closes off certain courses of action, and thus has implications for
ensuring norm compliant behaviour. For example, an enterprise risk management
approach, traditionally used to assess corporate risks, may result in a delimited set of
human rights issues being examined rather than a full-fledged human rights due
diligence process which captures risks to rights-holders.34 Such a delimitation of human
rights can be seen in the ICoC, which focuses attention on human rights issues around the
use of force, detention, torture, sexual exploitation and abuse or gender-based violence,
human trafficking, slavery and forced labour, child labour and discrimination, with some
additional references to rights to freedom of expression, association, peaceful assembly
and freedom from arbitrary or unlawful interference with privacy or deprivation of
property.35 Even though the Code expressly states that human rights are ‘not limited to’
the rights articulated, nevertheless, in practice it is being interpreted as a delimited
approach and has resulted in a truncation of human rights due diligence among PSCs.
This threatens to turn HRRIAs into a tick box exercise, as well as impairing the
development of rights-compliant training and grievance mechanisms.36 An enterprise
risk management approach also tends to reinforce soft law initiatives relative to
government regulation by limiting governments to validating the adequacy of corporate
self-regulatory practices.37 Finally, relying on third-party certifications conducted on the
basis of a contractual agreement between two private actors may also constrain the
ability of other interested parties, such as civil society and multi-stakeholder
associations, to contribute to and scrutinize the sufficiency of assurance frameworks
meant to attest to norm internalization.38

These opportunities and challenges are explored to assess whether certification to risk
management standards can ensure PSC adherence to the internationally recognized norm
of the corporate responsibility to respect human rights.

III. THE DEVELOPMENT OF MULTI-STAKEHOLDER INITIATIVES FOR THE

INTERNATIONAL PRIVATE SECURITY INDUSTRY

Much has been written about the evolution of the international private security industry
in the last decade and a half, but an understanding of the industry and the development of
its regulatory frameworks is essential to any analysis of the effectiveness of those
frameworks in changing corporate human rights culture.39 It is generally well known that
the industry came under increasing global scrutiny as a result of its extensive expansion

34 DeWinter-Schmitt, note 23. See also Björn Fasterling, ‘Human Rights Due Diligence as Risk Management: Social
Risk Versus Human Rights Risk’ (2017) 2 Business and Human Rights Journal 225.
35 ICoC, paras 21 and 22.
36 MacLeod, note 18. PSC respondents’ understanding of human rights focuses disproportionately on those rights
outlined in the ICoC, particularly on labour rights, to the exclusion of a broader human rights awareness and grasp.
37 John Boatwright, ‘The Ethics of RiskManagement in the Information Age’ (Bentley University Center for Business
Ethics, 2010), http://www.bentley.edu/sites/www.bentley.edu.centers/files/centers/cbe/boatright-monograph.pdf
(accessed 3 October 2018).
38 DeWinter-Schmitt, note 23.
39 See, e.g., Joakim Berndtsson and Christopher Kinsey (eds), The Routledge Resource Companion to Security
Outsourcing (New York, NY: Routledge, 2016) Part I, 7–62.
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and use by allied State forces during the interventions in Iraq and Afghanistan in the
early 2000s. The absence of oversight, poor corporate governance and the immunity
granted to US companies under Coalition Provisional Order 17 in particular, gave
significant cause for international concern in an environment that has been described by
those on the ground at the time as chaotic and by academics as lawless and anarchic.40

These circumstances gave rise to frequent allegations of alarming behaviour by PSCs,
with claims of human rights violations often being made, many of which were the subject
of subsequent legal proceedings, some successful, others not.41

Against a backdrop of a more universal shift towards regulation of business and
human rights through the Ruggie process and the drafting and later adoption of the
UNGPs,42 it became clear that regulatory action ‘to address the most pressing challenges
to effective private security regulation’ was urgently required.43 Thus, in response to the
twin difficulties of weak corporate governance and failure to adhere to human rights
standards, and with eye on the emerging corporate responsibility to respect human rights,
the Swiss Government and the International Committee of the Red Cross brought
together multiple governmental, civil society and industry stakeholders in 2005 under
the umbrella of the so-called ‘Swiss Initiative’. The resulting multi-stakeholder
negotiations led to the adoption of the Montreux Document three years later in
September 2008.44 Aimed at States, the Montreux Document articulates how
international law applies to the activities of private military and security companies
during armed conflict and sets out good regulatory practices. Currently 54 States and

40 See, e.g., Mervyn Frost, ‘Regulating Anarchy: The Ethics of PMCs in Global Civil Society’ in Andrew Alexandra,
Deane-Peter Baker and Marina Caparini (eds), Private Military and Security Companies: Ethic, Policies and Civil-
Military Relations (London: Routledge, 2008) 43. Immunity was granted to US government contractors by Coalition
Provisional Authority Order Number 17 Status of the Coalition, Foreign Liaison Missions, their Personnel and
Contractors, http://www.usace.army.mil/Portals/2/docs/COALITION_PROVISIONAL.pdf (accessed 28 April 2018).
41 See the most well known examples, e.g., the Blackwater Nisour Square Massacre, where the ongoing criminal
proceedings against Blackwater employees have been in disarray with a saga of appeals, convictions being overturned
and sentences reviewed. Johanna Walters, ‘Supreme Court Rejects Appeal from Blackwater Guards Convicted of
Killing Iraqi Civilians,’ The Guardian (14 May 2018), https://www.theguardian.com/us-news/2018/may/14/
blackwater-supreme-court-appeals-rejected-iraq. See also Spencer S Hsu, ‘Murder Conviction in Blackwater Case
Thrown Out, Other Sentences Overturned,’Washington Post (4 August 2017), https://www.washingtonpost.com/local/
public-safety/murder-conviction-in-blackwater-case-thrown-out-other-sentences-overturned/2017/08/04/a14f275c-
792e-11e7-9eac-d56bd5568db8_story.html?noredirect=on&utm_term=.41cf9d92425a (accessed 27 April 2018).
Legal claims relating to Titan’s provision of translation services for interrogators at Abu Ghraib Prison were settled
in 2013. John H Cushman Jr, ‘Contractor Settles Case in Iraq Prison Abuse,’ New York Times (8 January 2013), http://
www.nytimes.com/2013/01/09/world/middleeast/contractor-settles-case-in-iraq-prison-abuse.html (accessed 27 April
2018). Allegations against CACI involvement with torture or cruel, degrading and inhumane treatment, also at Abu
Ghraib Prison where the legal proceedings are ongoing. Rachel Weiner, ‘A Suit over Abu Ghraib Getting to “What
Actually Happened”’, Washington Post (22 September 2017), https://www.washingtonpost.com/local/public-safety/
abu-ghraib-contractor-treatment-deplorable-but-not-torture/2017/09/22/4efc16f4-9e3b-11e7-9083-
fbfddf6804c2_story.html?utm_term=.bf8a9b0faa4c&noredirect=on (accessed 27 April 2018).
42 UNGPs, note 3.
43 Anne-Marie Buzatu, ‘Towards an International Code of Conduct for Private Security Providers: A View from
Inside a Multi-stakeholder Process’ (Geneva: DCAF SSR Paper 12, 2015) 28, https://icoca.ch/sites/default/files/
resources/DCAF-SSR-12.pdf (accessed 28 April 2018).
44 Montreux Document on Pertinent Legal Obligations and Good Practices for States Related to Operations of Private
Military and Security Companies During Armed Conflict, http://www.mdforum.ch/en/montreux-document (accessed
28 April 2018). For a discussion of the multi-stakeholder process, see James Cockayne, ‘Regulating Private Military and
Security Companies: The Content, Negotiation, Weaknesses and Promise of the Montreux Document’ (2008) 13:3
Journal of Conflict and Security Law 401.
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three international organizations adhere to the Montreux Document.45 It is not a binding
agreement and it explicitly does not create any new legal obligations for States.
Moreover, it does not aim to regulate PSCs directly other than to offer some ‘good
practices’, but it establishes the foundations for the ICoC, which was finalized in 2010
and addresses the responsibilities of PSCs directly. From its earliest conceptions, the
ICoC set out to address governance gaps and to unequivocally situate human rights and
humanitarian standards as an integral part of the regulatory process.46 In the Wilton Park
Nyon Declaration of 2009, it is clear that industry participants accepted this position
unequivocally: ‘Following a collective process involving pertinent stakeholders, we
have achieved a broad consensus that an international code of conduct must be compliant
with Human Rights and IHL. Further, there is a clear necessity for effective oversight,
accountability and operational standards in such a code.’47

In drafting the ICoC, multiple stakeholders including civil society, governments and
industry created a soft law mechanism in which signatory companies ‘commit to the
responsible provision of Security Services so as to support the rule of law, respect the
human rights of all persons, and protect the interests of their clients’.48 This corporate
commitment extends to the provision of security services in so-called ‘complex
environments’, a controversial term because it restricts the application of the Code to:
‘any areas experiencing or recovering from unrest or instability, whether due to natural
disasters or armed conflicts, where the rule of law has been substantially undermined,
and in which the capacity of the state authority to handle the situation is diminished,
limited, or non-existent’.49 Thus many PSC commercial activities fall outside the
deliberately narrow scope of the ICoC as they do not take place in, e.g., conflict or post-
conflict zones or other fragile environments.50

As mentioned previously, the Code unambiguously endorses and incorporates the
Protect, Respect and Remedy framework of the UNGPs and therefore envisages that
adherence to human rights standards and good corporate governance will be achieved
through the process of norm internalization, as described above.51 To that end PSCs
are expected to adhere to rules on: (1) human rights, also explained above;52 and
(2) management and governance including, inter alia, standards on the use of force, risk
assessment, vetting, training, weapons, incident reporting, health and safety and
grievances.53 Notably, the section on respecting human rights precedes the section on
management and governance which further bolsters the importance of the human rights

45 Montreux Document Forum, http://www.mdforum.ch/en/participants (accessed 28 April 2018).
46 Buzatu, note 43, 28–35.
47 Nyon Declaration, https://www.humanrights.ch/upload/pdf/090617_Nyon_Declaration.pdf (accessed 22
May 2018).
48 International Code of Conduct for Private Security Service Providers, https://www.icoca.ch/en/the_icoc (accessed 3
October 2018).
49 Ibid, ICoC Definitions.
50 The issue of scope generated many fraught discussions during the drafting of the Code with a clear rift between civil
society’s preferred broad approach and the industry’s desire to limit the application of the Code. Ultimately the industry
prevailed, although discussions regarding which geographies warrant designation as complex environments are
ongoing.
51 ICoC, note 48, paras 2 and 3.
52 Ibid, paras 21, 22, 29–42.
53 Ibid, paras 45–64.
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provisions in the Code. Furthermore, human rights due diligence principles and a
requirement to ensure the provision of internal remedies and whistleblowing are
integrated into the Code.54 In essence the ICoC broadly reflects the key substantive
elements of the UNGPs’ corporate responsibility to respect human rights as well as its
norm internalization approach. The Code is no longer open for signature by PSCs but by
2013, 708 companies had signed it. Today, companies wishing to adhere to the ICoC are
instead invited to become members of the International Code of Conduct Association
(ICoCA), a Swiss-registered non-profit organization that governs and oversees
compliance with the Code. In doing so, PSCs commit to an ICoCA certification
process as well as agreeing to ‘ongoing independent monitoring, auditing, and
verification’ including a grievance procedure.55 At the time of writing, the ICoCA has
92 member PSCs.
Like the drafting process of the Code, the ICoCA is multi-stakeholder in nature,

consisting of three pillars, government, industry and civil society, and is governed by a
Board of Directors whose make-up reflects the pillars. The purpose of the ICoCA is to
ensure member compliance with the Code. To that end, it is mandated by its Articles of
Association to receive compliance reports from its members, certify compliance to the
ICoC, monitor member activities in certain instances, as well as being authorized to
receive complaints alleging violations of the Code. If a member company is found to
have violated the Code and fails ‘to take corrective action or to cooperate with the
Association in good faith’ it may be suspended by the ICoCA Board.56 To date, no
company has been suspended for failure to comply with the ICoC.

IV. SECURITY INDUSTRY MANAGEMENT SYSTEMS: ANSI/ASIS PSC.1,
ISO 18788 AND ISO 28007

As outlined above, the idea that norm internalization can alter corporate behaviour is
embedded in the UNGPs for all business actors generally, and in the ICoC and the
ICoCA for PSCs specifically. Thus, according to the Code, ICoCA member PSCs are
required to ‘establish and/or demonstrate internal processes to meet the requirements of
the Code’s principles and the standards derived from the Code’. For ICoCA member
PSCs there is a two-stage process. Firstly, they choose a commercial certification body
(CB) to carry out independent auditing and certification of those processes. CBs in turn
are accredited to carry out the audits by National Accreditation Bodies (NABs). There
are currently three CBs accredited to audit to these management system standards and all
are accredited by the UK Accreditation Service (UKAS).57 Secondly, member PSCs
must obtain certification from the ICoCA itself by submitting evidence of successful
conformance to an approved standard. At present the ICoCA recognises the
US-developed ANSI/ASIS PSC.1 standard and the international ISO 18788 and ISO

54 Ibid, paras 66–68.
55 ICoCA Articles of Association, arts 11 and 12, https://www.icoca.ch/sites/default/files/resources/Articles%20of%
20Association.pdf (accessed 3 October 2018).
56 Ibid, art 12.2.7.
57 The UKAS accredited Certification Bodies are IQ Verify, Intertek and MSS Global: http://www.ukas.com/browse-
accredited-organisations/?org_cat=440&parent=Certification%20Bodies&type_id=11 (accessed 27 May 2018).
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28007 management systems as meeting the majority of the requirements of the Code.58

A PSC that is certified to one of these standards will then receive ICoCA certification
subject to the fulfilment of some additional requirements. This is because the ICoCA
Board, after having reviewed the standards against the ICoCA’s requirements,
determined that there are gaps between the Code and the standards; a determination
which some government and corporate stakeholders opposed. Therefore, in addition to a
certificate, PSCs must provide their audit results and any corrective action plans as well
as additional human rights-related information to include, among other things, their
HRRIA process.59 It is important to note that the ICoCA Articles of Association 11.2.4
provide that ‘[t]he certification process shall operate in a manner that is complementary
to, and not duplicative of, certification under Board-recognized national and
international standards.’ What this has meant in practice is that the Association has
been actively discouraged from exploring the competence or efficacy of the auditors and
monitoring ongoing conformance to the standards and so a certification by a CB is taken
largely at face value. This has serious consequences as will be shown below.
Certification of PSCs by third parties, whether CBs or MSIs, in this case the ICoCA, is

supposed to indicate conformance with the human rights-related and other requirements
in management system standards and the Code. However, as discussed next, what
certification is meant to attest to in theory and what it really evidences in practice may
diverge, which in turn affects perceptions of the sufficiency of certification as an
indicator of norm compliance.
In examining whether certification is an adequate and effective means of ensuring that

PSCs meet their corporate responsibility to respect human rights, certification
methodologies, audit results, and corporate process and performance data are ideally
needed to compare requirements against actual corporate implementation and outcomes.
This in turn would allow a determination of whether auditors identify and capture
discrepancies between requirements and performance and make appropriate decisions
regarding awarding of certification, and if certification drives an ongoing continual
improvement process leading to a deepening internalization of the corporate
responsibility to respect.
Unfortunately, instances of opacity throughout the certification process inhibit access

to complete data. In particular, the agreements between PSCs and the CBs auditing them
represent a contractual relationship between two private actors involving information
deemed proprietary and confidential by both. This means that CBs do not publicly share
their self-developed, proprietary auditing methodologies, because they believe them to
be an important source of competitive advantage relative to their competitors. PSCs are
similarly not required to share the results of their audits but may choose to do so, as some
member PSCs have done with the Secretariat of the ICoCA as part of the additional
information required for ICoCA certification. While the Secretariat of the ICoCA has

58 ANSI/ASIS PSC.1 and ISO 18788 apply to land-based security while ISO 28007 applies to maritime security. This
article focuses on the former.
59 ANSI/ASIS PSC.1 Additional Requirements: https://icoca.ch/sites/default/files/uploads/Annex%20B-%
28Additional-Requirements%29-to-Recognition-Statement-for-PSC1.pdf (accessed 28 May 2018). See also ISO
18788 Additional Requirements: https://icoca.ch/sites/default/files/uploads/ICoCA-Recognition-Statement-
ISO-18788_Annex%20B.pdf (accessed 28 May 2018).
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access to the audit reports of its members, it must be noted that it cannot see the
methodology behind the audit results and determinations, and in any event it cannot
share such information publicly.
While non-transparency, due to concerns about the disclosure of proprietary and

confidential information which could have a range of second order competitive and legal
effects, is certainly justified in some instances, it poses a challenge for researchers and
other interested parties – industry clients, NGOs, government officials, the media –

seeking to assess the sufficiency of certification. The authors have sought, therefore, to
overcome these challenges by basing their conclusions on four distinct sources of data:

(1) Direct participant observation: participant observation is ‘research in which the
researcher observes and to some degree participates in the action being studied’,
which ‘produces the most direct evidence on action as the action unfolds in
everyday life’.60 It allows a synthesis of evidence gathered through observation
with theories of social processes, enabling an integration between micro and
macro levels of analysis as the researcher moves back and forth between observed
practices and theory application and extension. The authors have participated in
various capacities (e.g., Human Rights Technical Experts) in the development of
the governance initiatives examined here including contributing to the drafting of
the ICoC, the ICoCA’s Articles of Association, and ANSI/ASIS PSC.1 and ISO
18788, participating in the UK Foreign and Commonwealth Office’s (UK FCO)
PSC.1 pilot scheme to certify the first PSCs to PSC1, and serving as Observers to
the ICoCA.

(2) Research project: data collected in 2014–2015 through questionnaires and semi-
structured interviews of government, industry and civil society stakeholders for a
research project on human rights standards and training in the private security
industry.61 Respondents and interviewees included government representatives,
legal counsel and compliance officers from the PSC sector, civil society and other
stakeholders.

(3) Additional semi-structured interviewing: this article draws to a limited extent on
semi-structured interviews conducted in 2014 for a research project on the
interactions between private security governance initiatives and more extensively
on interviews carried out in October 2017 to support research examining PSCs as
agents in global governance.62 Interviewees included corporate representatives,
government officials, civil society representatives, individuals involved in the
governance initiatives, and employees of law and consulting firms. Interviews

60 Paul Lichterman, ‘Seeing Structure Happen: Theory-Driven Participant Observation’ in Bert Klandermans and
Suzanne Staggenborg (eds), Methods of Social Movement Research (Minneapolis: University of Minnesota Press,
2002) 120, 138.
61 MacLeod’s data and observations gathered during: (1) UK Foreign and Commonwealth Office’s ANSI/ASIS PSC.1
Pilot Scheme where she acted as Human Rights Technical Expert (2015) (on file with author); (2) research project:
‘Socialisation and Internalisation of Human Rights in Private Security Companies’. See note 18.
62 The 2014 research project resulted in an unpublished manuscript, co-authored with Heather Elms: ‘Transnational
Business Governance in the Private Security Industry: The Proliferation, Dynamic Interaction, and Evolution of Self-
Regulatory Initiatives’. The 2017 interviews provided data for DeWinter-Schmitt, note 23.
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were conducted for non-attribution to facilitate a more open sharing of
information.

(4) Desk-top research of materials made publicly available by PSCs: using an
adaptation of Sebstead’s methodology initially applied to assess whether PSCs
certified to ANSI/ASIS PSC.1 had adequately fulfilled the public-facing,
transparency requirements of the standard, the authors conducted a similar
assessment of the 16 PSCs currently certified to the ICoCA as well as PSC1 and
(or) ISO 18788, which focus on land-based security services, based on materials
accessible on their websites.63

V. AUDITING AND CERTIFICATION ‘IN THEORY’

MacLeod has described the interconnection between the requirements for PSCs to
receive ICoCA certification and auditing and certification to the management system
standards ANSI/ASIS PSC.1 and ISO 18788 as ‘self-regulation-“plus”’.64 Indeed the
combination of evidenced conformance to commercial management system standards
with additional human rights-related certification and monitoring and oversight
requirements laid out by a MSI promises, in theory, a particularly rigorous assurance
process that should ideally minimize the possibility of decoupling. Decoupling has been
a main critique of the efficacy of management system and other accountability standards
and captures the idea that weak assurance frameworks can result in compliance as
‘window dressing’ by determining adherence to a process rather than accountability for
substantive outcomes.65 Before detailing how certification manifests itself in practice,
the workings of this system are described briefly in theory.
Turning first to ANSI/ASIS PSC.1 and ISO 18788, these governance initiatives have a

disaggregated and marketized infrastructure supporting them.66 In a nutshell, the
standards are drafted by Technical Committees under the auspices of standards-setting
bodies, in this case ASIS International (US) and the International Organization for
Standardization (ISO) (global), respectively.67 In both instances, the US Department of
Defense (DoD) funded the development process of the standards, although this is not
supposed to lend the DoD greater voice in the process. The Committees consist of
interested stakeholders, but are heavily dominated by business interests, such as PSCs,
commercial clients and consultants. For example, Committee members for ANSI/ASIS

63 David Sebstead, ‘Certifying Responsible Private Security Companies: Assessing the Implementation of
Transparency and Disclosure Provisions’ (2016) Washington College of Law Human Rights Brief, http://hrbrief.org/
2016/05/certifying-responsible-private-security-companies-assessing-implementation-transparency-disclosure-
provisions/ (accessed 2 October 2018).
64 MacLeod, note 16.
65 Michael Behnam and TammyMacLean, ‘Where is the Accountability in International Accountability Standards? A
Decoupling Perspective’ (2011) 21 Business Ethics Quarterly 45.
66 Rebecca DeWinter-Schmitt, ‘Transnational Business Governance Through Standards and Codes of Conduct’ in
Rita Abrahamsen and Ana Leander (eds), Routledge Handbook of Private Security Studies (New York: Routledge,
2016) 258.
67 For more on the background to the standards, see Rebecca DeWinter-Schmitt, ‘Commentary: A New Twist to
Management Standards, Bringing in Human Rights, Private Security Monitor (Summer 2014)’, http://psm.du.edu/
commentary/ (accessed 28 May 2018).
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PSC.1 were drawn from three stakeholder categories: users/managers, producers/service
providers, and general interest, the first two of which primarily represent for-profit
interests. National standards bodies, such as ANSI, recognize standards as having been
developed in accordance with their standards development requirements. The standards
are published and available for a fee.
National accreditation bodies such as the UK Accreditation Service (UKAS) or the

US-based ANSI-ASQ National Accreditation Board (ANAB) create rules and guidance
for accrediting CBs to audit PSCs on their conformance to the standards.68 Accreditation
rules generally build on ISO’s standard for accreditation, ISO 17011 Conformity
Assessment – General Requirements for Accreditation Bodies Accrediting Conformity
Assessment Bodies. In this case, ANAB’s accreditation rule and UKAS’ accreditation
guidance were developed after the first CBs were accredited and the first PSCs certified
under a UKAS pilot project supported by the UK FCO. Probably due to the limited
market for PSC certification, as mentioned above, there are only three UKAS-accredited
CBs.69 While a small number of companies around the globe offer certification it is
unclear whether they are accredited by national accreditation bodies.
ANAB and UKAS are members of another oversight body, namely the International

Accreditation Forum (IAF). The IAF describes its purpose as ‘to develop a single
worldwide program of conformity assessment which reduces risk for business and its
customers by assuring them that accredited certificates may be relied upon. Accreditation
assures users of the competence and impartiality of the body accredited.’70 The ICoCA
certification procedure stipulates that it will only recognize certification to the
management standards granted by CBs accredited by an IAF-member national
accreditation body.71

Under management system standard certification schemes, CBs are bound by
additional standards that set out how audits are to be conducted. ANSI/ASIS PSC.2-
2012: Conformity Assessment and AuditingManagement Systems for Quality of Private
Security Company Operations provides such guidance and is built on the ISO 17021
Conformity Assessment – Requirements for Bodies Providing Audit and Certification of
Management Systems standard. Often, auditors are certified individually after
participating in accredited auditor training programmes. In this case, however, CBs are
training their own auditors on auditing ANSI/ASIS PSC.1 and ISO 18788 specific
elements in-house, although it is known that two of the accredited CBs worked with
external human rights consultants for a limited time prior to and during some of the early
ANSI/ASIS PSC.1 certifications.
Determining accurately the precise number of PSCs certified to either ANSI/ASIS

PSC.1 or ISO 18788 is problematic. There are several reasons for this. Firstly, the

68 To date, ANAB has not accredited any CBs.
69 Intertek, MSS Global and IQ Verify. All of the companies that are certified by the ICoCA have been audited by
either MSS Global or Intertek but the certifications are not restricted to UK PSCs. All but two of ICoCA certified PSCs
are non-UK registered companies.
70 http://www.iaf.nu/ (accessed 19 April 2018).
71 https://icoca.ch/sites/default/files/resources/ICoCA-Procedures-Article-11-Certification.pdf (accessed 19
April 2018).
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international security industry is in a regular state of flux with frequent takeovers and
mergers as well as insolvencies. This means that there are some certified PSCs that have
been absorbed by other certified companies and some that were not competitive and were
dissolved, thus reducing the overall number of certified PSCs. Secondly, complex
corporate structures hamper identification of the number of certified PSCs. The use of
subsidiaries, joint ventures and other commercial arrangements creates a certain haziness
around which specific entity is certified. Thirdly, some PSCs are certified to both ANSI/
ASIS PSC.1 and ISO 18788. Notwithstanding these difficulties, at the time of writing,
the Security in Complex Environments Group (SCEG) counts 40 PSCs as ANSI/ASIS
PSC.1 certified and 27 as ISO 18788 certified, but it should be noted that these numbers
are inflated as some PSCs are certified to both standards.72 Nevertheless there has been a
significant increase in certifications since 2015 and it is understood that another 20+
certifications are currently in progress.73

As can be seen below in the analysis of the data, it is also challenging in many
instances to identify the precise scope of a certificate when this information is not shared
publicly. While it is permissible to limit the scope of certification to parts of a business
enterprise, certain operations or programmes and delimited geographies, any party
interested in the scope as an indicator of which portion of the PSC’s business activities
are norm compliant will almost certainly not have easy access to this information. While
the 2011 version of ISO 17021, which formed the foundation of ANSI/ASIS PSC.2,
contained requirements in clause 8.3 that a CB maintain and make publicly accessible a
directory of valid certificates, which among other things contains information about
certificate scope, that requirement was eliminated in the updated 2015 version of ISO
17021. Now under clause 8.1.2 of the 2015 version such information must only be made
available upon request.
Currently 16 out of 92 ICoCAmember PSCs are further certified by the ICoCA, which

brings the companies into full compliance with the Code, i.e., they have fulfilled the
additional ICoCA requirements.74 The ICoCA recently determined that upon joining the
Association, PSCs have a two-year period in which to earn certification. That transitional
membership process began in April 2018 for current members.
It must be noted, however, that the current ‘fit’ between the management system

standards and ICoCA, as two very different types of governance initiatives, resulted from

72 https://www.sceguk.org.uk/accredited-certification-psc1-and-iso-28007/ (accessed 28 May 2018).
73 For example, of 35 participating companies, in MacLeod’s 2014–15 research project ‘Socialisation and
Internalisation of Human Rights in Private Security Companies’, note 18, only four were certified to ANSI/ASIS PSC.1.
74 The ICoCA certified companies (as of 2 October 2018) are: Academi (now part of Constellis Holdings) (US), Al
Hurea Security Services (Iraq), Britam Defense (part of Janus) (UK), Chenega Security and Support Solutions (Chenega
Solutions 3) (US), Erinys Iraq (Iraq), Erys Group (France), GardaWorld (UAE), Hart (Cyprus), Janus Global Operations
(US), Olive Group (now part of Constellis Holdings) (UK), Reed International (US), Scandanavian Risk Solutions
(Sweden), SOC (US), Somali Risk Management (Somalia), Triple Canopy (now part of Constellis Holdings) (US) and
Vesper Group (Sweden). ICoCA industry membership data: https://www.icoca.ch/en/membership?
private_security_companies=companies&op=Search&view_type=list&form_id=_search_for_members_filter_form
(accessed 30 September 2018). In an indication of the shifting nature of the industry, three companies which previously
held ICoCA certification are no longer ICoCA certified: (1) Chenega Patriot Group LLC which no longer exists as a
company; (2) Security and Management Services (part of the Pathfinder Group), which is no longer a member of the
ICoCA, and (3) Aegis Defence Services, which is now part of GardaWorld.
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an intensely negotiated compromise between stakeholders that took nearly two years.
As detailed elsewhere, while the dominant narrative is that the management system
standards represent an ‘operationalization’ into business practice standards of the
high-level human rights and humanitarian law commitments contained in the ICoC,
the initial proposals for an international governance and oversight mechanism (later
to be named the ICoCA) and participating civil society organizations did not foresee
dependence of ICoCA certification on prior certification to ANSI/ASIS PSC.1 or ISO
18788.75 The linkage to the standards created certain path dependencies for the
ICoCA in terms of the extent to which it could request additional information from
members. In particular, in discussions around the development of the certification
procedure, member PSCs and governments pushed the Association to avoid what
they termed ‘duplication’ of certification requirements already met under the
standards. Similarly, there was also initial resistance to aspects of the proposed
field-based monitoring procedure justified by the fact that Stage 2 audits required for
ANSI/ASIS PSC.1 and ISO 18788 certification incorporated field visits. Interviews
with some industry representatives indicate, however, that the dependency may flow
both ways, as they recognize that the multi-stakeholder nature of the ICoCA can lend
legitimacy to the management standards, whose credibility could otherwise be called
into question as a solely industry-driven initiative. Current stakeholders from all three
pillars of the ICoCA – governments, PSCs and civil society – see positive potential
in melding a management system approach with the independence, oversight and
accountability offered by an MSI to ensure PSCs’ internalization of their corporate
responsibility to respect human rights.
Nevertheless, an analysis of publicly available data relating to the 16 PSCs

certified by the ICoCA reveals some disturbing trends and in some instances
demonstrates that compliance is worsening rather than improving, i.e., the opposite of
norm internalization. Of the 16 companies analysed, 11 have been certified by MSS
Global with the remaining five certified by Intertek. The 16 certified companies have
all received either an ANSI/ASIS PSC.1 or an ISO 18788 certification (and in some
cases, both) and have subsequently been assessed by the ICoCA as meeting the full
requirements of the ICoC (eight via PSC.1 and eight via ISO 18788). Again, it must
be borne in mind that the Association accepts the certifications as verification of
conformance with ANSI/ASIS PSC.1 or ISO18788 and only assesses whether the
PSC seeking ICoCA certification successfully addresses the gaps between the ICoC
and the standards.76 The ICoCA does not monitor conformance to either PSC.1 or
ISO 18788.

75 Rebecca DeWinter-Schmitt, ‘International Soft Law Initiatives: The Opportunities and Limitations of the Montreux
Document, ICoC, and Security Operations Management System Standards’ in Helena Torroja (ed), Public International
Law and Human Rights Violations by Private Military and Security Companies (Cham, Switzerland: Springer, 2017)
105. See also DeWinter-Schmitt, note 23. Although already involved in the process to create the ICoCA, the DoD
simultaneously funded the development of ANSI/ASIS PSC.1 before negotiations over the ICoCA’s Articles of
Association, which included a certification procedure, were completed.
76 ICoCA Articles of Association, note 55.
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The authors monitored the websites of the 16 certified PSCs over several months from
February to September 2018 and discovered multiple and ongoing instances of non-
conformance with the human rights elements of the Standards (Fig. 1):

Human rights
indicators

Yes No Other
(e.g. equivalent
indicator)

Is an ANSI/ASIS
PSC.1/ISO18788
certificate available
on the company
website?77

2 13 178

Is the exact scope of
the ANSI/ASIS PSC.1
or ISO18788
certification available
on the company
website?

3 13 –

Is a Statement of
Conformance
available on the
company website?79

8 5 3

Is there a reference to
a Human Rights Risk
and Impact
Assessment?80

7 7 2

Does the company
have a publicly
available and
accessible third-party
grievance
mechanism?81

14 2 –

Figure 1. Mapping ICoCA certified companies: conformance with key human rights indicators of
ICoC and/or ANSI/ASIS PSC.1 and/or ISO18788

77 ANSI/ASIS PSC.1 does not require that the certificate with scope be made publicly available, and ISO 18788 only
states that the ‘scope shall be available as documented information’ (clause 4.3). Nevertheless, publishing the audit
certificate with an exact geographical scope is an essential human rights element because without that information any
party interested in a PSC’s norm compliance (e.g., clients, affected rights-holders, civil society) will have no basis for
gauging its expectations.
78 Expired certificate.
79 Under ANSI/ASIS PSC.1 clause 6.3c), the Statement of Conformance shall be ‘available to stakeholders’ and under
ISO 18788 clause 5.1b the Statement shall be ‘publicly available’. The Statement of Conformance is akin to the UNGPs
provision under UNGP 16 that companies make a publicly available policy commitment to respect human rights.
80 An essential component of human rights due diligence as detailed in the UNGPs is a process to assess actual and
potential human rights impacts, see, e.g., UNGP 17. The ICoC requires as part of its gap analysis that member PSCs
undertake a HRRIA. ANSI/ASIS PSC.1 under clause 7.2 requires that human rights considerations be part of the risk
assessment process and under clause 7.2.1 requires that a process for communication and consultation with external
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What these figures show is that even when companies are certified to a recognized
standard, they are not acting in conformance with some of the most basic human rights
elements of ANSI/ASIS PSC.1 and ISO 18788, which they must evidence publicly. By
extension this means that they also cannot be complying with the ICoC, not to mention
the UNGPs.
There are two groups of companies included in the group mapped: (1) those that

received certification post-2016 and whose public-facing human rights indicators have
not been mapped previously; and (2) those companies that received certification prior
to 2016 and some of whose conformance has been subject to scrutiny previously.82 Both
groups demonstrate instances of non-conformance. Not one of the ICoCA certified PSCs
met all of the human rights indicators mapped and astonishingly one company does not
meet a single one of the indicators.
Of most concern, however, is that the authors identified numerous instances of the pre-

2016 certified PSCs that had in fact regressed in their level of conformance with the
standards and so their behaviour contradicts the theory that there is a unidirectional norm
cascade process toward ever greater norm internalization. So, for example:

∙ In two cases, ANSI/ASIS PSC.1 and ISO 18788 certificates that were previously
available publicly, are no longer available and formal confirmation of the
geographical scope of those certifications is also unavailable;

∙ Similarly, Statements of Conformance that demonstrate commitment to human rights
at the highest level that were previously available publicly are no longer available;

∙ A link to a previously accessible third-party grievance mechanism did not work for
a minimum of eight months, rendering it inaccessible.

Furthermore, for some of the PSCs, human rights policies that were previously
published on company websites can no longer be accessed. In another case, references to
human rights due diligence have been removed, and in several cases where human rights
are mentioned, the references to assessment and mitigation of human rights risks and
impacts are vague or non-existent.
While a couple of the PSCs have improved the accessibility to grievance mechanisms

and policies since previous mapping, shockingly two companies have no publicly
available and accessible third-party grievance mechanism at all. In seven cases, while a
grievance mechanism is made available, there is no information given about the
grievance process itself in terms of describing, e.g., who will hear the complaint, how

(F'note continued)
stakeholders be part of the risk assessment process. ISO 18788 makes explicit reference under clause 6.1.1 to the need to
undertake a human rights risk analysis and under 6.1.3d that risks and their treatments be communicated with
appropriate stakeholders. While the terminology used by the ICoCA and the standards varies slightly – e.g., human
rights risk analysis (the standards), human rights risk and impact assessment (ICoCA recognition of ANSI/ASIS PSC.1),
and human rights risk assessment (ICoCA recognition of ISO 18788) – in practice these terms are used interchangeably.
81 Under ANSI/ASIS PSC.1 clause 9.5.7 a PSC shall establish grievance procedures and communicate those to
external (and internal) stakeholders to facilitate reporting of non-conformances. ISO 18788 has similar requirements
under clause 8.8.3 but also requires under clause 7.4.4 that grievance procedures be publicly available on a website.
82 Sebstead, note 63. Sebstead’s research included PSCs that are not yet ICoCA certified so while there is some
overlap between the companies mapped it is not an exact overlap.
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long it will take and possible outcomes. Upon closer examination, other barriers include
mechanisms only being available in English, several broken links to online information,
overly legalistic wording and a requirement to submit complaints in writing to a head
office in another country. Furthermore, five of the supposedly third-party grievance
mechanisms focus on whistleblowing and internal stakeholders, such as employees,
rather than external stakeholders such as local communities as required. This is a
recurring problem with the international private security industry. MacLeod’s research
has identified that even when a company has been through a certification process,
corporate understanding of the definition of external stakeholders can be confused, with
respondent PSCs identifying employees, for example, as external stakeholders.83 For
companies yet to be certified, lack of awareness of human rights risks and impacts for
external stakeholders increases substantially, with half of non-certified respondents in
MacLeod’s research omitting any reference to local communities.84 Given this lack of
understanding it is not surprising, therefore, that many PSC third-party grievance
mechanisms fall short of conformance by focusing only on internal stakeholders, but it
also raises questions about the likely effectiveness of any HRRIA undertaken by a
company. It will be impossible for PSCs to undertake an adequate HRRIA if they cannot
identify accurately those whose human rights may be impacted adversely by their
commercial activities.
These findings should be of the utmost concern to all stakeholders as it undermines the

credibility of the overall PSC regulatory project. They raise several issues:

(1) If the simple public-facing elements for conformance are not being met, to what
extent can PSCs be trusted to conform to the less transparent human rights
requirements of the standards, e.g., human rights due diligence?

(2) If the CBs are not requiring conformance with the public-facing elements of the
standards, through regular surveillance audits, special audits or monitoring or
even withdrawal of the certificate, to what extent can they be trusted to require
conformance with the less transparent human rights requirements?

(3) If PSCs struggle to even recognize that the standards require them to consider
human rights risks to and impacts on local communities, and that they should
incorporate human rights methodologies into their risk management processes,
how can they be trusted to conduct HRRIA appropriately and effectively?

(4) As noted above, the ICoCA has been explicitly discouraged by its stakeholders
from examining PSC conformance with the standards once a certificate has been
awarded by a CB. So there is a clear lack of adequate and effective public
oversight of a private certification process.

83 MacLeod, note 18. The four ANSI/ASIS PSC.1 certified respondents provided detailed accounts when asked to
explain their understanding of the term ‘external stakeholders’. Of these responses, customers, communities and
governments were mentioned most frequently, but ‘NGOs’, ‘suppliers’, ‘investors’ and the ‘media’ were also referred
to. That said, two of the four responses also made reference to ‘shareholders’ and ‘investors’ as ‘external stakeholders’.
84 Ibid.
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VI. CONCLUSION

The constructivist theories now implicit in the business and human rights sphere, and by
extension regulation of the international private security industry, assume that norms
matter and that once the normative tipping point is reached corporate actors will comply
with human rights as a matter of course.85 This article has demonstrated that within the
context of the international private security industry such assertions may be challenged
and, in some instances, disproved. There is a real danger that the hard-won promise of
the PSC multi-stakeholder regulatory framework and its associated certification
processes will lose all credibility if urgent attention is not paid to these serious
problems. So, while there is no doubt that the international security industry is evolving,
nevertheless, it seems that the shift to primary reliance on quality assurance and risk
management is resulting in companies losing sight of fact that the standards were created
to address deficiencies in corporate governance AND human rights.
In an attempt to resolve some of the manifest weaknesses of the certification process,

the following improvements are proposed:

∙ Role of National Accreditation Bodies (NABs)

While a certification approach to human rights is not problematic per se there are two clear
problems that the research findings highlight that must be addressed at the national
accreditation level: (1) human rights training for CBs; and (2) effective oversight by NABs.
As management standards had never been used to regulate human rights previously,

there was an initial knowledge deficit which still persists. It is crucial, therefore, that both
the NABs (in particular UKAS as the sole NAB currently accrediting in this field) and
the CBs acknowledge this ongoing deficit and tackle it head-on. NABs must ensure that
they, and the CBs that they accredit to conduct human rights-based audits, are fully
informed and trained in using human rights methodologies. NABs must ensure that CBs
establish and maintain internal human rights expertise or competence at minimum and
both NABs and CBs should utilize external human rights expertise more extensively and
effectively. In particular, CBs must understand that compliance with corporate
responsibility to respect requires the application of different methodologies than other
forms of risk assessment entail and must adjust their training and audit methodologies
accordingly. HRRIA is distinguishable from other forms of traditional enterprise risk
management and moreover demands that focus be on impacts to rights-holders and that
the severity of adverse human rights impacts be examined for scale, scope and
irremediability.86 Furthermore, NABs must monitor the theoretical understanding of and
practical implementation of human rights methodologies by CBs in order to provide
informed, effective and credible accreditation oversight.

∙ Role of PSCs and CBs

85 Hofferberth and Weber, note 12.
86 Commentary to UNGP 14, note 4.
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PSCs are comfortable with an auditing and certification process because: (1) they
understand and are familiar with this system because many PSCs have already
undergone auditing by CBs to management standards in other areas, e.g., ISO 9001; (2)
the private contractual nature of the certification process is more easily controlled by
them; and (3) the certification approach is reinforced by State clients and the ICoCA
itself. There are several problems with this approach:

(1) There is a manifest lack of transparency in the private contractual relationship
between the CB and the PSC being audited;

(2) Commercial confidentiality is often used to justify and restrict disclosure of audit
and certification related information by PSCs and CBs;

(3) The private contractual nature of the CB/PSC relationship can lead to PSCs
treating the awarding of certification as guaranteed;

(4) The demand for PSC certification is currently delimited. CBs are commercial
entities operating in a niche market and feel the financial pressure of offering
audits with diminishing returns. Thus they are under pressure to maintain their
existing client base.

In order for the certification approach to be regarded as effective and credible, PSCs
must operationalize their human rights commitments in a fashion that does not
subordinate human rights to the business case or to corporate risk management. They
must ensure that they undertake comprehensive human rights due diligence, engaging
with external stakeholders, as well as effective external communication of fulfilment of
their human rights obligations under the standards and the Code. Failure to do so will
rightly be perceived as PSCs conveniently holding themselves out as responsible
business actors by adopting human rights language but doing little in the way of concrete
behavioural shifts.

∙ Role of ICoCA

The findings of the research highlight and emphasize the importance of the oversight
and monitoring role of the ICoCA, but unfortunately the Association is being hampered
in fulfilling its mandate by the reluctance of certain stakeholders to allow it to monitor the
effectiveness of certifications. Currently there is an unhealthy and unbalanced reliance
on the perspectives and competencies of the NABs (e.g., UKAS), the CBs and the
industry itself. The ICoCA could, within the terms of its mandate, further scrutinize areas
of a PSC’s operations that were already audited should there be cause for concern, but
that would require the ICoCA to expand its monitoring procedure.87 There is an apposite
opportunity here to raise the alarm and fix the problems before they spiral out of control
and harm the credibility of ICoCA as an oversight mechanism, but it will require all
stakeholders to support the Association in this goal.

∙ Lessons to be learned by other commercial sectors?

87 ICoCA Articles of Association, art 12, note 55.
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While it is clear that there are substantial problems with ensuring that the soft law
initiatives and auditable standards for the international private security industry fit within
the larger international consensus on the corporate responsibility to respect human rights,
nevertheless, the certification approach supported by MSI oversight offers many useful
lessons for other industries. Any sector considering this approach must, however: (1)
ensure robust human rights training for NABs and CBs, drawing on external expertise if
necessary; (2) safeguard transparency of the private audit process; and (3) guarantee
independent and effective third-party oversight.
What is also clear, is that in the absence of such safety measures the constructivist

‘tipping point’ resulting in the internalization of the corporate responsibility to respect
human rights becomes a distant fantasy when there is inadequate norm compliance or,
worse yet, norm regression.
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