Robotica (1997) volume 15, pp 701-708. © 1997 Cambridge University Press

Safety and reliability assessment techniques in robotics
B.S. Dhillon and A.R.M. Fashandi

Department of Mechanical Engineering, University of Ottawa, Ottawa, Ontario KIN 6N5, Canada

(Received in Final Form: February 25, 1997)

SUMMARY

A robot has to be safe and reliable. An unreliable robot
may become the cause of unsafe conditions, high
maintenance costs, inconvenience, etc.

Over the years, in general safety and reliability areas
various assessment methods have been developed, e.g.
failure mode and effects analysis, fault tree analysis, and
Markovian analysis. In view of these, this paper presents
an overview of the most suitable robot safety and
reliability assessment techniques.

KEYWORDS: Safety;
Robots.

Reliabiity; Assessment technique;

1. INTRODUCTION

A major concern in the design of any system is the
determination of an acceptable level of risk of failure on
the basis of economic and/or social consequences
associated with such risks. This is normally accomplished
by meticulous analysis of the reliability and safety of the
system. Reliability may be defined' as the probability
that an item will perform its function adequately for the
desired period of time when operated according to
specified conditions. On the other hand, safety may be
defined” as freedom from those conditions that can cause
damage to or loss of equipment or injury or death to
human beings. These definitions clarify the fact that an
industrial robot which fails to perform properly, due to
either partial or total functional failure over extended
periods of time, would not satisfy the required economics
for implementation in an industrial application. Failures
not only are uneconomical, but also can have an unsafe
outcome. Engelberger’ indicated that for most applica-
tions, up-time must exceed 97% to satisfy most users of
industrial robots. In 1989 Klafter* wrote: “a robot having
the most innovative controller or programming language
which if not mechanically reliable becomes nothing more
than an expensive laboratory toy.”

In recent years, the application of robots in the
industrial sector has increased at an impressive rate. By
the end of 1982, world robot population® was estimated
to be at 30,000. According to the International Federa-
tion of robotics,’ in 1987 there were 350,000 installed
robots throughout the world and their number soared to
over 520,000 in 1992. Although in the early years of
robotics, applications were concentrated in automotive
industry, recently however, the technology has been
diversified and vastly utilized in other sectors of industry
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as well. A future potential market will undoubtedly be
the general consumer where robots may well become
another household item. By 2010, the predicted number
of robots to be used in homes is over 5,000,000.” This
makes the safety factor even more crucial since personal
robots have to work among human beings. This means
robots have to be much more reliable and safe, so as
not to injure humans should a malfunction occur. In
any case, this exponential increase in robot utilization
underlines the fact that robots are here to stay. Not
surprisingly Polakoff® expressed his passion for robots
and wrote: Man’s marriage to robotics: A “‘for better or
worse”.

Although a great deal of progression has been made to
make robots safe and reliable, there is still much room
for improvement. In fact there have been numerous
reports of accidents and as far as reliability is concerned,
according to published literature, recorded robot mean
time to failure is only 500 to 2500 hours. There are many
methods and techniques which may be used to make a
robot more reliable and safer. This paper discusses the
most suitable safety and reliability assessment methods
separately.

2. ROBOTICS SAFETY PROCEDURES AND
ANALYSIS TECHNIQUES

The major motive for investing in industrial robots is to
enhance productivity and to relieve human operators
from adverse environment and difficult or hazardous
tasks. Robots, however, cannot function without human
interference and if left unattended, it will gradually
unable to continue its assigned tasks because breakdowns
will occur which have not been allowed for by the human
designers. Industrial robots like traditional machines can
bring hazards for people who work with them. Human
errors and component failures make such compulsory
interaction (man-robot) dangerous and costly at times.
Errors and/or failures which affect man-robot interface
may be classified in various ways: What caused the error?
What are the consequences? How can they be
prevented? etc. Also, in order to understand how failures
or errors may lead to accidents, to estimate their
probabilities, and more importantly to reduce the
likelihood of their happening, a number of analytical
methods have been developed. Thus, this section
presents most suitable robot related safeguarding
techniques and safety methodologies taken from
published literatures as well as a detailed introductory
aspects of robot safety (i.e. the W5 of robot safety).
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2.1 The W5 (what, why, who, when, where) of robot
safety

Safety requirements differ for applications with or
without a human interface. In controlling hazards in a
system without human interface, the entire application
environment affecting the machine must be understood.
In contrast, evaluating hazard potential with a human
interface not only requires knowledge of the overall
operation of the system, but also an understanding of
how a human operator relates to the robot. This may be
achieved by determining the universal questions (What?,
Why?, Who?, When?, and Where?). The W5 of safety is
illustrated in Figure 1.

a. Why Consider Robot Safety? Like any other
power-driven machine, to date, there have been many
reports of minor cuts, bumps, pinches, and shocks to
people working with robots. There have also been
however, a few fatalities. In Japan for instance, a robot
pushed a maintenance worker into a grinding machine
and he died.’ Later investigation revealed that the man
did not take proper safety precautions before entering
the robot work envelope. Reports from other fatal
accidents concluded that in most cases, human
negligence were the cause of these sad accidents.
Nevertheless, if robots could have been a bit more
forgiving, these people would not have had to pay such a
high price for their mistake. But why are robots
unforgiving at times? Attempting to answer this question
is best done by identifying the dark side of a robot.
Generally speaking, a robot is blind, deaf, mute, dumb,
and unconscious. The sum of these elements render
robots dangerous and unforgiving. Once the necessity of
considering robot safety is realized, the next step is to
identify the sources of hazards.

b. What are the sources of hazards? The sources of
robot accidents can be grouped into three categories:

(i) Those due to human error,
(ii) Those caused by robots, and
(iii) The environment in which man-robot interact.

The hazards due to man may arise as a result of the
psychological behavior of the worker or the software
errors of the programmer. Hazards due to the robot may
occur from loss of structural integrity of the robot such as
joint failure, material fatigue, erosion, etc. It can also
originate from mechanical or electrical faults due to
failures which occur randomly during the useful life of a
component. There are also hazards from the environ-
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Fig. 1. The W5 of robot safety
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ment such as accumulation of dust in the joints and
motors which may cause malfunction of the robot.

c. Who is Responsible?, Who is at Risk? and Who
should be protected? The highest percentage of
robot-related accidents occur during programming,
teaching, and maintenance. A Swedish survey revealed
that human error accounted for over 90% of accidents,
whereas in another survey in Japan 2/3 were robot
caused accidents.'® With such discrepant data, it is not
clear how much blame can be put on man and how much
on the robot. Nevertheless, the primary objective of
safeguarding is to protect humans from robots and the
prevention of damage to the robots by the humans,
particularly:

* Programmer/Teacher
e Maintenance personnel
¢ Operators

* Observers

* Equipment

* Work piece

d. When to Consider Safety? and When is the Critical
Time? Historically new technologies were always imple-
mented first and the safety factors incorporated
afterwards because of lessons learned from unfortunate
accidents resulting in injuries and property losses. The
legal, social, and humanitarian considerations of our
present world, however, require that safety issues be
addressed during the early stages of technology
implementation. Sugimoto'' stated that the principal of
safety starts with the notion: ““Safety is not the correction
of accident that has already occurred and if a machine
with no accident record has a potential hazard, safety
measures should be instituted beforehand”. This implies
that:

e Safety measures should be
accidents occur, and

e Safety is a planned and continuous process that is
paramount to any successful robot application. The
cost of safety is always acceptable compared to the
cost of accident.

incorporated before

Robots typically have reliability, 98% or better. The
2% downtime (critical time) include factors like planned
maintenance and programming or is due to failure of
some sort. During this period the robot is the most
dangerous, because people directly interface with it.
According to many studies, only 5 to 15 percent of the
accidents occurred in automatic mode.'"'? This means 85
to 95 percent occur when the robot system is under
manual operation control, such as during programming
or maintenance of the robot.

e. Where to Consider Safety? Types of injuries caused
by robots are more diverse than those caused by other
machines. Robots can strike, crush, or thrust to any
location inside the point of operation. The likelihood of
accidents taking place outside the work envelope must
also be considered. One such situation could arise if a
part being handled by the end effector slips and is thrown
at varied trajectories well outside the point of operation.
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This could become more dangerous in the case of mobile
robots which are to assume prominence in industry.

2.2 Safety analysis methodologies

As a branch of system analysis, system safety analysis has
come of age in many areas of design and manufacture.
The system safety concept requires timely identification
and evaluation of system hazards before losses occur. In
other words, the ultimate aim is to produce a better
understanding of the potential safety problems for a
given system (such as in robotics) and to suggest actions
which may improve system safety. To achieve this aim,
the process of safety analysis often calls for the use of
different methodologies which may include qualitative
and quantitative analysis or both. These techniques are
used to identify and evaluate system hazards and assure
that safety is properly designed into each subsystem
component of a major system. Clemens" outlined 25
methods for hazard identification and evaluation while
Rahimi'* gave an overview of the system safety
techniques applied to robotics. Among the qualitative
techniques are preliminary hazard analysis, subsystem
analysis, failure mode and effects analysis (FMEA),
energy barrier analysis (EBA), critical incident tech-
nique, task analysis approach, system simulation,
deviation analysis, and near accident analysis. An
example of a more quantitatively inclined technique is
fault tree analysis (FTA) which usually involves
application of probability theory to quantify the hazard
probability of each event or component of a system.
Some of these techniques have a broad application base
(e.g., Preliminary hazard analysis, Task analysis, system
simulation) and need to be further detailed out for an
application such as robotics safety. Deviation analysis is a
new method which is used principally in other methods
such as FMEA. Among the techniques listed above, FTA
and FMEA appear to be more appropriate techniques
for robot safety analysis. Almost all of the potential
dangers in the robot-man work environment are the
result of combinations of unsafe conditions and unsafe
actions. A deductive analysis of the conditions for
combination of these factors and their cause-and-effect
logical construction can be made by fault-tree analysis.
FTA concentrates on accidents arising from characteris-
tic function or structural features of robots. These two
techniques are described below.

a. Fault-Tree-Analysis (FTA). The fault tree method is
a systematic, descriptive form of analysis that has been
widely used for quantitative analysis of the safety and
reliability of nuclear power generation systems. Sugimoto
and Kawaguchi,'® Nagamachi,”> Nagamachi et al.,'
Sugimoto,'” and Devianayagam'® proposed the use of
fault tree analysis in robot safety. As used in system
safety analysis, the tree leads to an undesired event (i.e.
top event) and determines the sets of fault events that
cause the outcome in question. For example, sudden
transfer of kinetic energy of the robot to the human body
due to unexpected robot motion is responsible for the
majority of accidents. The top event in Figure 2 is a
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classical example of such a case. The fault-tree method is
described in detail in reference 19.

b. Failure Mode and Effects Analysis (FMEA). Failure
mode and effect analysis (FMEA) is one of the most
widely used methods that uses a tabular form to identify
the modes of failure for the components of a system
along with their occurrence probability, severity, and
effects of failure. In general terms, FMEA is used to do
the following:*°

* Ensure that all conceivable failure modes and their
effects are understood.

* Assist in the identification of system weaknesses.

* Provide a basis for selecting alternatives during each
stage of operation.

* Provide a basis for recommending test programs and
improvements.

* Provide a basis for corrective action priorities.

The analysis traces the problem back into its root by
answering the following questions;

¢ How can the component fail (cause)?
¢ What are the consequences (effects) of the failure?

Once these questions are properly answered, a list of
symptoms or methods of detection of each failure mode
is formulated for safe operation. Thus, the next step
would be to answer the following:

¢ How is failure detected? and,
* What are the safeguards against the failure?

One example of studies concerning FMEA in robotics
safety was performed by Jiang and Gainer.'” The study
was motivated as a result of 32 robot accidents which
occurred between 1984 to 1986 in the U.S., West
Germany, Sweden and Japan. The analysis included the
accident source, the accident cause, the accident effect in
terms of human injury, recommended guidelines to be
implemented, and applicable safety standards in each
case. The accidents’ causes were grouped into four
categories (human error, workplace design, robot design
and others). The accidents’ effects were grouped
according to who was injured (line worker, maintenance
worker or programmers), the type of injury (pinch-point,
impact or other), and the degree of injury (fatal or
non-fatal). By using this approach (i.e. FMEA), the
authors were able to conclude that one of the most
important tasks in eliminating or reducing the probability
of robot accidents is to identify the cause by which they
may take place, and attention must be paid to safety
throughout all phases of robot implementation including
workplace design, robot installation, robot testing and
robot operation. The FMEA method is described in
detail in reference 19.

3. RELIABILITY ANALYSIS TECHNIQUES FOR
ROBOTS

Robot reliability is a very complex issue. There are many
interlocking variables in predicting and achieving various
levels of reliability. Components with varying degrees of
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Accident caused by an
unexpected robot motion

Human in work envelope

Authorized
entry

Unauthorized
entry

Power supply on

Deliberate

Abrupt robot movement

Unanticipated
start

Fig. 2. Fault-tree analysis for the top event: accident caused by an unexpected robot movement.

sophistication are used in many different combinations to
make today’s industrial robots. As mechanical, hydraulic,
pneumatic, and electronic parts are used in their design,
this brings with it many sources of failures. In general,
failures of a robot system may be classified into the

following categories:*'**

¢ Failures due to structural malfunctions,
* Failures due to technological malfunctions, and
¢ Failures due to behavioral malfunctions.

In robot systems, structural failures could be related to
the materials that are susceptible to external and internal
changes in temperature, pressure, etc. Technological
failures could be due to random component failures,
systematic hardware faults, and software error. Behavi-
oral failures could be the result of decisional (human)
errors during operation or maintenance repair. Sources
of failure must be considered right from the design and
development phase to implementation and continuous
operational phases. It is therefore necessary to assess the
reliability of the robot in depth so that modifications of
the design as well as component selection can be allowed
for achieving a higher degree of reliability. Robot
reliability assessment is performed to identify potential
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design weaknesses through systematic documented
consideration of the following topics:

* All possible ways in which robot can fail.

¢ Causes for each mode of failure.

e Effects of each failure mode on robot
reliability.

* Probability of occurrence of each failure mode.

system

In performing the reliability analysis of a robot system,
first of all an important task is to identify the most
suitable available analytical methods. After considering
the factors such as cost, simplicity, and effectiveness, the
most appropriate of the analytical methods are as
follows:

¢ Failure Mode and Effects Analysis (FMEA),

e Fault Tree Analysis (FTA),

* Block diagram,

¢ Combinational models (i.e., combined Fault Trees and
block diagram),

¢ Markov and Non-Markovian Models, and

¢ Simulation Technique (Monte-Carlo).

Each of the above methods is described below briefly.
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3.1. Failure Mode and Effect Analysis (FMEA)

As in safety analysis, FMEA can also be used in
reliability evaluation of a robot system. It is used to
systematically analyze the failure modes of components
of a robot and determine the effects of these failures on
robot performance. One main advantage of FMEA is
hypothesizing the source of failure, thereby reducing the
probability of failure or reducing the severity of failure
by redesign to produce a fail-safe, or system redundancy,
etc. For instance, the robot joint in Figure 3 can fail due
to various faults. Each component and its associated
failure modes are considered individually and their effect
on other components as well as on the whole system, (i.e.
the point) is identified. One major draw back of FMEA
is its singularity-failure analysis.”®> This means that
FMEA is not well suited for assessing the combined
effects of two or more failures.

3.2. Fault Tree Analysis (FTA)

This method is equally applicable to robot
safety/reliability analyses. FTA is a valuable tool that
can be applied by which the subsystem or component
failure events leading to system failure are related using
simple logical relationships. These relationships are a
structural-model of cause and effect that represent the
system failure modes. FTA can provide information on
how a system may fail, what the probability of the
occurrence of the top event (i.e. undesired event) is, and
what remedies may be used to overcome the causes of
failure. Figure 4 shows the hierarchy of the combination
of events that contribute to the top event of joint failure.
The joint can fail either because of actuator failure,
structural failure, or failure of one of the hinges. Hinge
failure is a basic fault which can be assigned an
independent probability. Actuator failure however, can
either be caused by pipe failure or to valve malfunction.
Pipe failure may be treated as a basic fault whereas valve
malfunction can be traced back further. FTA is described
in detail in reference 19.

3.3 Reliability block diagram

In general, the main objective of a reliability study is to
predict the performance of a complete system. Block
diagram' (also called reliability network) is one of the

hinge 2 —
C actuator
Aond N
& [
8 =3
a. a
servo-valve

Fig. 3. Possible sources of failure of a robot joint.**
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Joint Failure

Actuator
Failure
»

Structural
Failure

Hin_igi Failure

Pipe 1

Failed

Pipe 2

Failed

. Valve

Hinge 2 Failure
Failed

Hinge 3
Failed

Fig. 4. Fault-tree for a robot joint failure.

simple and effective methods which enables the system
failure probability to be evaluated in terms of the
component performance characteristics. The first step in
the reliability prediction is to identify failure modes of
the system and collect reliability information on all of its
components. A block with assigned probability of success
or failure rate represents each component. Blocks are
then connnected together so as to form a reliability
network which represents the reliability dependencies
between components of the system. Figure 5(a)
represents a system reliability whose components are
placed in series (also known as non-redundant system).
In this fashion component failure cannot be tolerated
and any component failure will break the single path,
thus cause system failure.

For a general series network containing » components,
the system failure and success expressions are

QSS:l_f[l(l_Q") (1)
and
Rgs = ﬁ R; (2)

i—1

where Q; = Probability of failure of the ith component.
QO,s = Probability of failure of the series system.
R; = Probability of success of the ith component.
R, = Probability of success of the
series system.
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Component 1

Component 2

(b)

Fig. 5. Reliability block diagrams: (a) Series configuration, (b) Parallel configuration.

Systems with a higher degree of reliability usually
require redundancy in part or all of the system. The
simplest form of a redundant system is the parallel
configuration shown in Figure 5(b). Here, all paths must
fail to cause system failure. The system reliability for a
parallel configuration is given by

Ops = lﬁl 0, (3)
and
Rpszl_ﬁ(l_Ri) “4)

i—1

where Ops = Probability of failure of the
parallel system.
Rps = Probability of success of the parallel
system.
n = Number of components.

The primary advantage of this method is that it is easy to
understand and apply. However, generally it is not
suitable for degraded failure modes of components and
subsystems.

a. Combinational Models. Combinational models have
been widely used and have become a standard method
for reliability prediction because they are conceptually
simple and easy to understand. These models are
basically represented by combination of fault trees and
block diagrams. There are however, some limitations to
this approach:*®

e It is difficult, if not impossible to allow for various
types of dependencies such as repair, near coincident
faults, transient and intermittent faults and standby
systems with spares.

e The nature of the combinational approach requires
that all combinations of events for the entire time
period must be included. For complex systems, this
results in complicated models.

¢ A fault tree is constructed to predict the probability of
a single failure condition (i.e. top event). If a robot has
many failure conditions, separate fault trees must be
constructed for each one of them.

3.4. Markov analysis

Markov method has been used extensively in determin-
ing the reliability of complex systems. It is a powerful
method which can handle a wide range of system
behaviors. The method 1is particularly useful in
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representing situations where component failures are not
independent. In this technique, the random behavior of
systems varies discretely or continuously with time and
space but the technique can be applied only when certain
restrictions are fulfilled. The assumptions®® such as the
following are made in developing reliability analysis of a
system:

(i) The state of the system changes as time progresses.
(i) The transition rates are constant.
(iii) All failure occurrences are independent.
(iv) The probability of two or more failure occurrences
in a finite time interval is negligible.

The following example demonstrates the applicability of
the Markov method to a repairable robot system. The
transition diagram of the repairable robot system?’ is
illustrated in Figure 6.

The following equations translate the robot system
diagrammatically described in Figure 6:

Po(t + At) = Py(t)(1 — A Af) + P, At 5)
and
Py(t + Ar) = Py()(1 — w,Ar) + Py(2)A At (6)

where
j = State of the system; j = 0 means the robot
is operating normally, j = 1 means robot
system has failed.
Py(t) = The probability that the robot is in
state j at time ¢ for j =0,1.
A, = Constant failure rate of the robot system.
A, At = Transitional probability of failure of the
robot in finite time interval At.
Py(t + Ar) = The probability that the robot system is in
state j at time ¢ + At for j =0,1.
(1 — A,Ar) = Probability of no failure in time
interval At when the robot system is in
state 0.

Robot constant
failure rate

Robot Robot
Operating Failed

Robot constant
repair rate

Fig. 6. Transition diagram for the states of a robot.
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w, = Constant repair rate of the robot system.
WAt = Transitional probability of restoration
of the robot in finite time interval At.
(1 — w,At) = Probability of not restoring the robot
system in time interval Atz.

Using equations (5) and (6) we get

My A L
AV,(1) = Pyt) = + At 7
(1) = Po(t) PSS W (7
and
A A L
UA,(t)=P(t) = - e~ Artut (8)
At e At
where

AV,(t) = Availability of the robot system at time .
UA,(¢) = Unavailability of the robot system at time *.

In practice, the industry sector is usually concerned
with the proportion of potential running time that the
robot is available (up-time). Equations (7) and (8) also
represent the availability and unavailability of the robot,
respectively. When time becomes infinitely large, the
robot steady-state availability (SSAV) and unavailability
(SSUA) are as follows:

s

SSAV = ——— 9
ntA
and
A
SSUA =—— (10)
Mmoot A

3.5. Non-Markovian models

Constant hazards rates are analysis friendly and are very
good assumptions in many reliability studies. In fact, in
most cases exponentially distributed failure times are
assumed in reliability analysis of components during their
useful life period. This is the middle portion of so called
“bathtub” curve. Non-constant failure and repair rates
are a reasonable assumption during the ‘“‘debugging
period” (also called infant mortality period) and
“wear-in period”. Also in many other cases where
reliability/availability predictions are crucial to system
operation at any given time, the constant failure and
repair rates may not be a valid assumption. A typical
example is the reliability and safety assessment of
components used in nuclear industry. Two frequently
proposed methods to deal with those cases are
supplementary variables® and the device of stages.”
Thus such methods may be applied to analyze robots
with non-constant failure and repair rates.

3.6. Monte-Carlo simulation

Monte-Carlo simulation can be used to calculate system
reliability by simulating the failure of the components at
times distributed according to their failure rates.
Random samples from item failure and repair distribu-
tions are taken which require the generation of very
large quantities of random numbers. Since every event
(failure, repair, movement, etc.) must be sampled for
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every unit of time, a simulation of a moderately large
system over a reasonable period of time can require
hours of computer time. This technique is recommended
only when other methods cannot handle the robot
problem or when the simplifying assumptions to be made
to make the problem solvable by other methods are not
acceptable. For example, failure of components may not
be independent and prevent the use of a general fault
tree analysis. In addition, component failure or repair
distributions may not be exponentially distributed. This
means that the transition from one state to another is not
governed by the negative exponential distribution which
therefore prevents the use of the Markov method. As
indicated earlier, the major drawback with this method is
its extensive use of computer time. Also, if a minor
change occurs the simulation must be rerun at
considerable cost.
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