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Abstract

We make a distinction between centralized, decentralized, and distributed payment mechanisms. A cen-
tralized payment mechanism processes a transaction using a trusted third party. A decentralized payment
mechanism processes a transaction between the parties to the transaction. A distributed payment mech-
anism relies on the network of users to process a transaction on a shared ledger. We maintain that bitcoin
is neither a centralized nor a decentralized payment mechanism. It is, instead, a distributed payment
mechanism. We then consider decentralized and centralized aspects of the broader bitcoin payment space.
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Bitcoin is often described as a decentralized cryptocurrency that enables private transactions between
users. When the pseudonymous Satoshi Nakamoto announced the first release of bitcoin, in January
2009, he referred to it as ‘a new electronic cash system that uses a peer-to-peer network to prevent
double-spending’ that is ‘completely decentralized with no server or central authority’.! More recently,
Erik Voorhees (2015), the CEO and founder of ShapeShift.io, a digital asset exchange, writes that bit-
coin insiders ‘understand that one of Bitcoin’s most important features — and perhaps its true core
innovation - is its decentralized structure’.” Others describe bitcoin and the many alt-coins it inspired
as ‘decentralized digital currencies’ (Tschorsch and Scheuermann, 2016) or ‘decentralized
public-ledger currency platforms’ (Evans, 2014) or refer to bitcoin’s underlying blockchain technology
as a ‘decentralized ledger’ (Reyes, 2016). Indeed, the subtitle of a recent popular book by Ammous
(2018) bills bitcoin as The Decentralized Alternative to Central Banking.

There is some basis for this view. The bitcoin protocol does not process transactions like a centra-
lized clearinghouse; is not governed nor regulated by any central entity like a bank or nation-state; and,
in many cases, enables a greater degree of financial privacy than payment mechanisms relying on cen-
tralized clearing.” But that basis is insufficient. The bitcoin protocol does not employ decentralized
clearing to process transactions and, in many cases, offers less financial privacy than payment mechan-
isms that do.

In what follows, we make a distinction between centralized, decentralized, and distributed payment
mechanisms.* A centralized payment mechanism processes — or, clears — a transaction using a trusted

"Luther (2019) reviews the communication between early users on the Bitcoin Mailing List.

*Voorhees (2015) goes on to discuss centralized ancillary services, like Coinbase, while maintaining that they do not
undermine the core claim that bitcoin is decentralized. We consider these issues in Section 2.

?Along these lines, Luther and Salter (2017) consider the extent to which people switch to bitcoin following a collapse in
confidence in payment mechanisms relying on centralized clearing.

“Baran (1964) makes a similar distinction in the context of communication networks. See also Bashir (2018).
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third party. A decentralized payment mechanism processes a transaction between the parties to the
transaction. A distributed payment mechanisms relies on the network of users - not just the parties
to the transaction — to process a transaction on a shared ledger. We maintain that bitcoin is neither a
centralized nor decentralized payment mechanism. It is, instead, a distributed payment mechanism.
We then consider decentralized and centralized aspects of the broader bitcoin payment space.

1. Three types of payment mechanisms

Payment mechanisms are useful, at least in part, because transactors lack the trust required to establish
and sustain gift-exchange (Aliprantis et al., 2007; Kiyotaki and Moore, 2002; Lagos and Wright,
2008).” But payment mechanisms do not eliminate the need to trust altogether. Rather, they shift
some portion of the trust required to make a transaction from one entity or item to another.

In general, there are three types of payment mechanisms used to clear transactions: centralized,
decentralized, and distributed. Since these payment mechanisms differ in the way they process trans-
actions, they also differ in how they allocate the need to trust and the extent to which they promote
financial privacy. We discuss each in turn.

1.1 Centralized payments

When two parties to an exchange employ a centralized payment mechanism, they rely on some third
party to process the transaction. The third party acts as a central node, through which payments - and
information about those payments — must pass. As such, the two parties to the exchange must place
some trust in the third party. However, with many centralized payment mechanisms, some trust is still
required between the two parties to the transaction - though perhaps less than would be required in
the absence of the centralized payment mechanism.

A diagram of a centralized payment mechanism is shown in Figure 1. Each black node corresponds
to an individual sending or receiving funds. The white node is a centralized clearing institution. The
black connections represent the payment being sent from one individual node, through the centralized
clearing institution, to another individual node.

Most digital payments today are processed using a centralized payment mechanism. When a cus-
tomer swipes her debit card at a merchant terminal, for example, neither the customer nor the mer-
chant clears the transaction. Rather, the two parties rely on a financial institution to debit the
customer’s account and credit the merchant’s account. The financial institution acts as the centralized
node, clearing the transaction taking place between the two parties.

In some cases, a single layer of centralized clearing is sufficient. When one Bank of America
account holder transfers funds to another, for example, the bank can handle the transaction on its
own - debiting one of its account holder’s accounts and crediting the other’s.

In many cases, however, there are multiple layers of centralized clearing. Consider, for example,
when a Bank of America account holder transfers funds to a Chase account holder. Bank of
America first debits its account holder’s account and credits its own account. Then, it transfers
funds to Chase - that is, some other trusted third party like the Clearinghouse Interbank Payment
System (CHIPS) or Fedwire debits Bank of America’s account and credits the account of Chase.
Then, Chase debits its own account and credits the account of its account holder, finalizing the trans-
action. Hence, the payment and the corresponding information about the payment pass through three
intermediaries, which are not parties to the original transaction.

A centralized payment mechanism transfers some of the trust required to make the transaction
from the two parties to the transaction to the trusted third party (or, in the case of multi-layer cen-
tralized clearing, parties). The two parties must trust that the third party will debit and credit the cor-
responding accounts as instructed - and only as instructed. They must also trust the third party to

*Luther (2016¢) surveys the literature on the essentiality of payments.
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Figure 1. Centralized payment mechanism.

keep the corresponding information about the payment private. Such trust need not be absolute. The
parties to the exchange might accept the risk that the funds will not be delivered to the recipient as
instructed; that the sender’s funds will be seized; or that information about the payment will be
revealed to others. But, in general, the parties will be more inclined to rely on a centralized payment
mechanism when it reduces their costs of transacting (e.g. by reducing the probability of theft or fraud,
storage costs, etc.).

While the third party shoulders some of the trust required to make a transaction with a centralized
payment mechanism, some trust usually remains with the parties to the original transaction. For
example, the recipient of funds must trust that the sender will initiate the payment when goods
and services are delivered in advance. Correspondingly, the sender of funds must trust that the recipi-
ent will deliver the goods or services as described when advance payment is agreed upon. And, in cases
where the third party reserves the right to reverse the transaction, the recipient of funds must also trust
that the sender will not file a claim with the financial institution to reverse the transaction after the
goods or services have been delivered as described. Both must also trust that the other will not reveal
information about the transaction, which they - along with the trusted third party — possess. In these
ways, and others, the two parties must place some trust in one another while making a transaction,
despite their reliance on a third party to clear the payment.

1.2 Decentralized payments

Those sending and receiving funds via a decentralized payment mechanism do not depend on some
trusted third party to process payments, as they would with a centralized payment mechanism. Rather,
with a decentralized payment mechanism, the parties to the transaction process the payment them-
selves. Since the payment does not pass through a centralized node, the information about the pay-
ment need not be shared with anyone other than the sender and receiver of funds. Hence,
decentralized clearing tends to deliver a larger measure of financial privacy than centralized clearing,
but also requires more trust between the exchanging parties.

A diagram of a decentralized payment mechanism is shown in Figure 2. As before, each black node
corresponds to an individual sending or receiving funds. The black connections represent the payment
being sent from one individual node to another individual node. Note the absence of any white nodes,
or centralized clearing institutions, since the payments are cleared between the parties to the transac-
tion. In other words, the payments are made in unique, pairwise transactions without requiring the
parties to the transaction to interact with any other nodes on the system.
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Figure 2. Decentralized payment mechanism.

Cash, or hand-to-hand currency, is perhaps the most familiar example of a decentralized payment
mechanism. When a customer pays with cash, she debits her own account by taking the funds out of
her wallet and handing them over to the merchant. Likewise, the merchant credits his own account by
accepting the cash and placing it in the till. No third party is required to process the transaction.

Other, more technologically-advanced examples of decentralized payment mechanisms exist. But,
at least to date, they have been much less popular than cash. Mondex, which was developed by the
United Kingdom’s National Westminster Bank in the early 1990s and later acquired by MasterCard
International, offered a stored-value card that allowed users to transfer funds from one card to another
without using a third-party to clear the transaction (White, 2007). Oyster card, which can be used to
pay for public transit in and around London, similarly processes transactions between card and reader
without the use of a trusted third party. But, unlike Mondex, the Oyster card reader later transmits all
transactions data in batches to a central repository to serve as a record.’

Decentralized payments require a high degree of trust between the parties of the transaction. Again,
such trust need not be absolute for the sender and recipient to agree to a particular payment mech-
anism. It need only be superior to the available alternatives.

What kind of trust is required with decentralized payment mechanisms? In cash transactions, the
recipient must trust that the currency is legitimate (i.e. not counterfeit). If the sender holds more than
the requisite balance for the transaction on hand, she must trust that the recipient does not take more
cash than was agreed upon. Correspondingly, with Mondex cards, the sender (recipient) must trust
that the card reader has not been manipulated in such a way as to transfer more (less) than stipulated.
As with centralized payment mechanisms, both parties must trust the other will not reveal information
about the transaction to others; but, for decentralized payments, they need not worry about some third
party revealing that information, so long as the sender and recipient keep the transaction private. For
this reason, we say that decentralized payment mechanisms tend to promote a greater degree of finan-
cial privacy than centralized payment mechanisms.

1.3 Distributed payments

Whereas centralized payments are cleared by some trusted third party and decentralized payments are
cleared by the parties to the transaction, distributed payment mechanisms rely on the network of users
to debit and credit the respective accounts. Distributed payment mechanisms employ a shared ledger

®Barclaycard was selected in 2006 to add e-money capabilities to the Oyster card, which might have resulted in use beyond
the transit system. However, the project was shelved and the subsequent collaboration omitted e-money functionality.
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Figure 3. Distributed payment mechanism.

and a protocol for updating that ledger. In many cases, any individual user is capable of updating the
ledger. However, the update — and, hence, the corresponding transactions - is only recognized as legit-
imate after confirmation from the network of users, as specified by the protocol.

A diagram of a distributed payment mechanism is shown in Figure 3. As before, each black node
corresponds to an individual sending or receiving funds. The black connections represent the payment
being sent from one individual node to another individual node. However, in the case of distributed
clearing, the payment (and information about the payment) passes through all of the other nodes, as
funds are debited and credited by the system on a shared ledger.

Bitcoin is arguably the most familiar example of a distributed payment mechanism.” When a bit-
coin transaction is made, the sender effectively announces to the system that she (1) possesses a bal-
ance of bitcoin and (2) would like to send that balance to another user. She uses her private key to
confirm (1) and the public key of the recipient to initiate (2). Her transaction is then bundled together
with the other transactions being made around the same time and users running the bitcoin protocol
race to process the block of transactions.

More specifically, computers running the protocol use a brute force approach to search for the
input that corresponds to the given hashed output. The brute force approach, which is the best that
anyone can do, reduces the odds that any individual user processes a batch of transactions to a random
probability proportionate to his share of computing power on the system. Once a user finds the right
input value, it can be easily confirmed by other users. The block of transactions is then added to the
blockchain, or public ledger of all past transactions. Since the blockchain is, quite literally, a chain of
all transaction blocks, future updates to the ledger serve to reconfirm the earlier transactions by build-
ing on the existing blockchain.®

In actuality, there are multiple versions of the shared bitcoin ledger, or blockchain, at any point in
time. However, the bitcoin protocol specifies that the longest blockchain will be recognized as legitim-
ate; so users tend to accept the longest blockchain and add subsequent blocks of transactions to that
version of the ledger.” For this reason, many bitcoin users only recognize a transaction as being

“Bitcoin’s underlying blockchain technology is often described as ‘distributed ledger technology’. For symmetry, we use the
term ‘distributed payment mechanism’. Davidson et al. (2018), Allen et al. (2018), Berg et al. (2019), and Allen et al. (2020)
consider the economics of the blockchain technology and its potential effects on institutions.

8Luther and Olson (2015) compare the shared ledger to the concept of memory in the monetary economics literature.

°An exception occurs when a fraudulent transaction is confirmed, in which case the honest nodes on the system band
together to build on a legitimate version of the ledger. So long as the honest nodes hold a majority of the computing
power on the system, they will ultimately be able to produce a longer blockchain than the dishonest nodes, thereby
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legitimate once it is six blocks deep on the blockchain. More generally, the transaction is only recog-
nized as legitimate because there is a consensus that the transaction is legitimate.

Distributed payment mechanisms allow one to send funds without trusting one’s trading partner or
some third party to clear the transaction. However, they require the parties trust the distributed pay-
ment mechanism - that is, the shared ledger and protocol for updating the ledger. With bitcoin, that
requires trusting that no individual or group of individuals will acquire a majority of the computing
power on the system and then abuse that power to their advantage.'® It also requires trusting that the
system will not be updated in such a way that one finds undesirable or otherwise reduces the purchas-
ing power of one’s bitcoin balance.

As with centralized and decentralized payment mechanisms, distributed payment mechanisms do
not eliminate the need to trust one’s trading partner entirely. Bitcoin payments are final, meaning they
cannot be reversed without consent of the recipient. Hence, those sending funds in advance must trust
the recipient to deliver goods and services as agreed upon. Likewise, the recipient of funds must trust
the sender to relinquish those funds when goods and services are delivered in advance. And both must
trust one another to keep the details of the transaction private. This is especially important when a
shared ledger is employed, since identifying information for a party involved in one transaction
might be used to identify that party in other transactions on the ledger that were initiated by or ter-
minated in the same account. For this reason, distributed payment mechanisms like bitcoin tend to
offer less financial privacy than decentralized payment mechanisms like cash, which lack a lasting
record of transactions.'!

2. Beyond bitcoin’s payment mechanism

We maintain that bitcoin is neither a centralized nor a decentralized payment mechanism. Since it
relies on the network of users to process transactions, it is best classified as a distributed payment
mechanism. It is easy to understand why one might mischaracterize bitcoin as a decentralized pay-
ment mechanism, however. For starters, distributed payment mechanisms are relatively new. While
most users are familiar with centralized and decentralized payment mechanisms, many do not realize
there is a third way to process transactions. As a result, they classify each payment mechanism as either
centralized or decentralized. And, since bitcoin has no central issuer or trusted third party clearing
transactions, they erroneously conclude that it is a decentralized payment mechanism.

Moreover, the payment mechanism is just one aspect of the broader payment space. The nature of
the broader payment space depends not merely on the way in which transactions are cleared (i.e. via a
centralized, decentralized, or distributed payment mechanism). It also depends on how individual
transactors interact with one another; the formal and informal rules governing those interactions;
the governance structure in place for modifying the protocol; the extent to which individuals partici-
pate in that governance structure; and so on. Hence, one might reasonably conclude that the broader
bitcoin payment space is relatively centralized or decentralized while recognizing that it processes
transactions via a distributed payment mechanism.

Our focus on classifying bitcoin by the type of payment mechanism should not be taken to mean
that there are no decentralized or centralized aspects of the broader bitcoin payment space. Again, we
describe bitcoin as a distributed payment mechanism merely on the basis of how it clears

invalidating the fraudulent transaction. Indeed, the knowledge that fraudulent transactions will ultimately be reversed is suf-
ficient to prevent most users from even attempting to make fraudulent payments.

19As Luther (20164) notes, the mining pool GHash.io gained a majority of the computing power on the bitcoin network on
12 June 2014 and maintained it for 12 hours. However, it made no attempt to exploit that power. Indeed, it made a statement
explaining that exploiting the temporary advantage would damage the long-term prospects of bitcoin and, hence, its own
long-term interests in mining bitcoin.

""For an extended discussion of the relative financial privacy offered by bitcoin and cash, see Hendrickson and Luther
(2017b).
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transactions.'” In an effort to remove any ambiguity on this point, we consider the extent to which one
might describe the broader bitcoin payment space as centralized or decentralized. In brief, bitcoin’s
governance structure is relatively decentralized while ancillary services like exchanges and e-wallet pro-
viders act as centralized nodes in the broader bitcoin payment space.

2.1 Governance structure

While bitcoin is a distributed payment mechanism, its overarching governance structure is relatively
decentralized."> At its core, bitcoin relies on consensus. The legitimate blockchain is made legitimate by
consensus — those running the protocol accept it as the true version of the ledger. Likewise, the very nature
of bitcoin — what it is, how it processes transactions, how its supply is determined, etc. - is fundamentally
determined by consensus. Hence, any changes to the bitcoin protocol must be reached by consensus.

When a change to the bitcoin protocol is proposed, every user running the protocol effectively votes
on whether to adopt the proposed change. Specifically, those accepting the proposed change will use
the proposed protocol to process transactions. If those with a majority of the computing power run-
ning the protocol accept the change, blocks of transactions will be added to the blockchain using the
proposed protocol and recognized as legitimate by consensus. If such a majority is not reached, those
running the proposed protocol must choose to either abandon the proposed change, which the major-
ity fails to recognize as legitimate, or fork the blockchain. In the latter case, those proposing the change
essentially create a new cryptocurrency that has the same history as the bitcoin blockchain up until the
point of the fork. To reiterate, a new cryptocurrency created by forking the bitcoin blockchain is not
bitcoin, as the nature of bitcoin is determined by consensus and, in the case of a fork, the consensus
has rejected the proposed change to the bitcoin protocol.

In practice, those proposing a change to the bitcoin protocol occasionally require more than a sim-
ple majority to see the change implemented. This is accomplished by writing the proposed protocol
such that it is identical to the existing protocol up until the point when x percent of the blocks added
to the blockchain over a given period of time are done so by users running the proposed protocol,
where x is some number greater than 50 established by those proposing the change in advance.'*
The reason for imposing a supermajority on one’s proposed change is straightforward. Since the
value of bitcoin depends crucially on its network size, a narrow victory for one’s proposed change
might significantly reduce the value of one’s bitcoin holdings if the losers opt to fork the blockchain
by continuing to use the old protocol.

Some maintain that the bitcoin core development team and mining pools result in a more centra-
lized bitcoin governance structure than many appreciate (Gervais et al., 2014). The development team
currently consists of 602 contributors. Wladimir J. van der Laan has served as lead developer since
8 April 2014, when he took over for Gavin Andresen. Van der Laan currently has 6,399 commits,
or revisions made to the bitcoin core protocol.'” Andreesen has 1,101. Only 49 contributors have
20 or more commits; 27 have 100 or more; nine have 500 or more; and four have 1,000 or more.
Hence, most changes to the bitcoin protocol are made by a relatively small number of users.

2Bohme et al. (2015) offer a broader consideration of bitcoin. Luther (2016b), Hendrickson et al. (2016), Hendrickson and
Luther (2017a), and Luther (2020) discuss obstacles to its adoption. White (2015), Yermack (2015), Smit et al. (2016), Frasser
and Guzman (2020), and Hazlett and Luther (2020) assess whether, or to what extent, it is money. Selgin (2015) classifies it as
a synthetic commodity money. Graf (2013) and Luther (2018) consider its intrinsic worth. Luther and White (2014), Luther
(2016a), and Hendrickson and Luther (2020) discuss its future prospects.

PBerg et al. (2018a) consider the governance of blockchain protocols more generally.

For example, an August 2015 proposal to raise the block size limit from one to eight megabytes and then double the limit
every 2 years thereafter was scheduled to go into effect only after at least 75% of all blocks added to the blockchain were
processed with the new protocol and, even then, no earlier than January 2016. The proposal ultimately failed to gain
consensus.

The term ‘commit’ is used on GitHub to denote an individual change to a file or set of files. It is similar to saving a file,
except that a unique identifier is created to keep track of what changes were made, when they were made, and who made
them.
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Those not working on the bitcoin core development team might nonetheless influence its develop-
ment by submitting a Bitcoin Improvement Proposal (BIP). BIPs, which specify proposed changes to
be made, are assessed by the developers and, when supported by a developer, implemented for the
network to consider.

Developers might choose to implement a proposal with little support. However, it is ultimately up
to the network of users to adopt the revised protocol or continue on using the previous version.
Likewise, developers might refuse to implement a proposal with broad support. In this case, someone
not on the development team might offer a revised version of the protocol which users on the network
could then adopt. Since the cost of coordination is non-trivial, some might be reluctant to reject
changes proposed through the official channel or propose updates through non-official channels.'®
Hence, proposals with somewhat limited support might gain adoption and those with widespread sup-
port might fail to gain adoption.

Mining pools result when those running the bitcoin protocol band together to share the gains of
processing transactions. Recall that processing a batch of transactions is essentially a random lottery,
where the odds of winning correspond to one’s share of computing power on the system. That makes
the reward for processing a block of transactions uncertain.'” Some miners will get lucky, expending
relatively little energy before successfully processing a block. Others will run the protocol for a long
time, and incur huge costs for electricity, wear and tear on mining rigs, etc., before seeing any return.
By agreeing to split any rewards in accordance with each participants computing power, miners pool-
ing their efforts can enjoy the same expected value at a much lower variance. It is no wonder, then,
that mining pools have become so popular.

Since the members of a mining pool typically run the same version of the protocol, updates to the
protocol can hinge on the support or disapproval of one or more pools. As such, some believe mining
pools act as a centralizing force, concentrating power in the hands of a few users running pools. It
should be recognized, however, that mining pools are loose coalitions: miners can join or exit pools
as they see fit. A user supporting a BIP that is rejected by her pool or opposing a BIP supported
by her pool can divert her computing power to another mining pool that is more closely aligned
with her views on the proper bitcoin protocol. Hence, any centralizing effect of mining pools is neces-
sarily limited by the views of the individual users running the protocol.

As Craig and Kachovec (2019) note, the relatively decentralized nature of bitcoin’s governance
structure cuts both ways. On the one hand, it is capable of overcoming issues of time inconsistency.
Users can reasonably expect the fundamental features of bitcoin to remain unchanged. And, since the
software is open-source, they need not worry that the program ‘be bought by a competing company
and then not developed further because the program competes with another of the company’s pro-
ducts, or [...] shut down because the firm has decided that the software does not fit its new business
model’.

On the other hand, it is relatively difficult to make some changes that would significantly improve
the protocol. When such changes do occur, they will tend to be slower than might have been achieved
with a more centralized governance structure. And, when such changes do not occur, they might div-
ide the network by forking the blockchain. Craig and Kachovec (2019) cite the block size (or, transac-
tions volume) debate, which ultimately forked the original protocol (now known as bitcoin core) to
create bitcoin cash. The new cryptocurrency, bitcoin cash, resulted when a proposed change to
increase the block size limit to eight megabytes in August 2017 failed to gain consensus among bitcoin
users, but those supporting the change continued using the revised protocol.'®

1%Gervais et al. (2014) note that alert messages ‘can only be sent by people that possess the appropriate cryptographic key’,
which is currently ‘shared among the Bitcoin developers. This gives these entities privileged powers to reach out to users and
urge them to adopt a given Bitcoin release’.

'7The current reward for processing a block of transactions stands at 12.5 bitcoin. It will halve to 6.25 bitcoin in May 2020.

!8Tn November 2018, the bitcoin cash blockchain suffered its own fork, creating bitcoin SV (short for Satoshi’s Version) in
the process. Some of the initial bitcoin cash supporters, including nChain’s Chief Scientist Craig Wright and billionaire
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Another effort to deal with the block size limit, and the corresponding congestion it causes on the
bitcoin network, was the introduction of the lightning network. The lightning network is a second
layer, or off-chain, payment protocol put forward on a white paper by Poon and Dryja (2016). It
enables transactions between bitcoin users without immediately broadcasting those transactions to
the bitcoin network and, hence, without immediately recording them on the bitcoin blockchain.
The off-chain transactions executed on the lightning network are ultimately announced to and settled
on the bitcoin blockchain in much the same way that historical circulating notes issued by private
banks were ultimately settled in specie.'” And, like historical banknotes, the lightning network permits
a larger number of transactions to be made with a given quantity of base money. In general, the ability
for users to propose and adopt second-layer solutions like the lightning network to first-layer deficien-
cies without achieving consensus makes the governance structure of the broader bitcoin payment
space more decentralized than it otherwise would be.*’

2.2 Ancillary services

As described in Section 1.3, the bitcoin protocol processes transactions without relying on trusted
third parties. However, many users have nonetheless chosen to rely on third parties when buying,
holding, and selling bitcoin. Exchanges and e-wallet providers, in particular, act as centralizing forces
in the broader bitcoin payment space.

In principle, there are three ways to acquire bitcoin. One can run the bitcoin protocol and acquire a
balance of bitcoin as a reward when she (or, if contributing to a mining pool, someone in her pool)
processes a block of transactions. One can sell goods for bitcoin. Or, one can trade her domestic cur-
rency (e.g. dollars) for bitcoin. In practice, most users acquire bitcoin in the third way, typically by
purchasing it from an exchange.

Why do most people opt for an exchange? For starters, few possess the specialized hardware and
have access to relatively cheap electricity required to run the bitcoin protocol efficiently. Those
attempting to mine without the requisite hardware or cheap electricity should expect to earn a balance
of bitcoin worth less than the cost to acquire it. They do not sell goods and services for bitcoin because,
at present, it is somewhat cumbersome for many would-be bitcoin users to find someone interested in
purchasing the goods or services they produce with bitcoin. Finally, since bitcoin exchanges specialize
in trading national currencies (and, in many cases, other cryptocurrencies) for bitcoin, they can typ-
ically transact at a lower cost than users offering one-off or small-scale exchange opportunities.

Bitcoin exchanges engage in many activities to lower transaction costs. They post exchange rates for
the currencies they buy and sell, which can be easily compared with other exchanges or users offering
to buy or sell bitcoin. They conduct many exchanges per day, which reduces the spread between the
buying and selling prices. They build reputations and make costly real investments, both of which
might be lost in the event of fraud, thereby making it less risky for others to trust them. And they
build websites and purchase advertisements that make the process of acquiring or offloading bitcoin
more user friendly.

Although exchanges lower the cost of buying and selling bitcoin for the typical user, they also act as
centralized nodes that undermine the financial privacy of the broader bitcoin payment space. A user
acquiring bitcoin by mining, selling goods or services, or purchasing bitcoin from another user could
conceivably do so without linking her physical-world identity to her digital-world bitcoin address.”!

gambling entrepreneur Calvin Ayre, proposed increasing the blockchain to 132 megabytes but failed to gain consensus
among bitcoin cash users.

YOn redeemable banknotes, see White (1984), Selgin (1988), Selgin and White (1994, 1987), and Smith (1990).

*’In describing the lightning network as a second-layer solution, we do not mean to downplay its shortcomings. For
example, off-chain payments are more susceptible to fraud than on-chain payments. Hence, transactions executed on the
lightning network require more trust than those immediately broadcasted to the bitcoin network and recorded on the bitcoin
blockchain. As a result, so-called watchtower nodes have emerged to monitor for such fraudulent spends.

*'Berg et al. (2018b) consider the institutional economics of identity with specific reference to the blockchain technology.
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But those acquiring bitcoin via an exchange often provide identifying information. In the United
States, for example, the Financial Crimes Enforcement Network (2013) classifies bitcoin exchanges
as a money services business, which means (among other things) that they must collect identifying
information to comply with know-your-customer laws. And, even in jurisdictions where such laws
are not applied to bitcoin exchanges, it is nonetheless commonplace to reveal one’s identity when pur-
chasing bitcoin from an exchange. Using a debit card, electronic funds transfer, or other payment
mechanism tied to a traditional financial institution to purchase bitcoin from an exchange makes it
easy to deanonymize a bitcoin user, since traditional financial institutions typically require identifying
information when setting up an account.

Identifying information provided to a bitcoin exchange might be subpoenaed by the government,
acquired by hackers in a data breach, or otherwise made available to others by the exchange. And,
since the bitcoin blockchain is a public ledger, the acquisition of identifying information would
allow one to trace all of the transactions associated with the identified account. Moreover, by tracing
the identified user’s transactions, one might be able to identify one or more of her trading partners as
well. And, as with the initial identification, the transactions of subsequently identified users could be
traced through the blockchain, potentially revealing the identities of still other users.

Unless it is sufficiently cheap to monitor whether one’s potential trading partner has intentionally
or unintentionally revealed her identity to an exchange, it is difficult to punish those users undermin-
ing the financial privacy of the system. As such, users are unlikely to take the risk of deanonymizing
their future trading partners into consideration when choosing whether to buy or sell bitcoin via an
exchange. Hence, by acting as centralized nodes whereby most users enter or exit the bitcoin payment
space, exchanges undermine the financial privacy of the network.

Recall that bitcoin employs public key cryptography to keep transactions secure. In order to transfer
a balance of bitcoin, the sender must sign the transaction request with her private key and indicate the
recipient by his public key. While this cryptography prevents unauthorized transfers, it is only effective
insofar as users keep their private keys private. Anyone with access to a user’s private key can transfer
funds from her account. It also requires that users prevent their private keys from becoming lost, since
a user will not be able to demonstrate ownership and, hence, transfer funds from her account without
access to her private key.”

Many users in the bitcoin payment space quite naturally worry about the loss or theft of their bit-
coin. They are not specialists in securing private keys. Moreover, some users merely want the ability to
send and receive bitcoin or the ability to realize a capital gain as demand for bitcoin increases over
time. They are not interested in running the bitcoin protocol, which they view as unfamiliar and com-
plicated. For these users, e-wallet service providers offer to secure one’s private keys while also making
it more convenient to send, receive, or store bitcoin.

To the extent that e-wallet providers are specialists in securing private keys, they reduce the risk of
loss or theft. But such risks are not eliminated entirely. Users entrusting their private keys to an e-wal-
let provider must worry that it will fail to provide sufficient security. An e-wallet provider might hand
over one’s private keys when ordered to do so by the government. It might lose them to hackers in a
data breach. Or, it might abscond with the private keys, defrauding its customers in the process. As
such, e-wallet providers act as centralized nodes in the broader bitcoin payment space, introducing
a trusted third-party where one need not exist.

While both exchanges and e-wallet providers act as centralizing forces, there is far less reason to be
concerned with the latter. Those choosing to trust an e-wallet provider bear the costs and reap the
rewards of doing so. There is no obvious externality. Any centralization occurring as a result of e-wal-
lets is probably efficient. That is not the case with exchanges. As noted above, those using exchanges
do not merely undermine their own financial privacy, but also the financial privacy of others. Hence,

22A private key can be lost if it is not properly secured, the hardware where one secures a private key fails, or it is not
transferred in the event of one’s death.
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exchanges likely result in more centralization of the broader bitcoin payment space than is socially
123
optimal.

3. Conclusion

When bitcoin launched in 2009, it offered a fundamentally new way of processing transactions. Most
digital payment mechanisms, like debit cards and electronic fund transfers, are centralized, employing
a trusted third party to clear transactions. Other forms of payment, like cash, are decentralized, relying
on the parties to the transaction to clear payments. Bitcoin, in contrast, employs a shared ledger and
protocol for updating that ledger. As such, it is a distributed payment mechanism.

The distinction between centralized, decentralized, and distributed payment mechanisms is a
meaningful distinction. Mistaking bitcoin for a decentralized payment mechanism makes one more
likely to misattribute features to it and, as a result, misevaluate the extent to which it is likely to be
an effective payment mechanism in a given context. Understanding what kind of payment mechanism
bitcoin is helps one think about the kind of situations where bitcoin might be essential.

In particular, bitcoin is often supported on the grounds of promoting financial privacy. Mistaking
bitcoin for a decentralized payment mechanism might lead one to believe — incorrectly, it turns out -
that bitcoin offers a degree of financial privacy comparable to that of other decentralized payment
mechanisms. In contrast, understanding that bitcoin is a distributed payment mechanism causes
one to question that notion. As with decentralized payment mechanisms, the lack of reliance on a
trusted third party means that distributed payment mechanisms generally provide more financial priv-
acy than centralized payment mechanisms. However, their shared public ledger means that they tend
to offer less financial privacy than decentralized payment mechanisms.

While the way in which bitcoin clears transactions requires classifying it as a distributed payment
mechanism, there are nonetheless decentralized and centralized aspects of the broader bitcoin pay-
ment space. Its governance structure, which requires consensus, is relatively decentralized, though
the bitcoin core development team and mining pools perhaps make it less decentralized than it other-
wise would be. On the other hand, ancillary services, like exchanges and e-wallets, act as centralized
nodes, undermining some of the financial privacy provided by the core distributed payment mechan-
ism. The net effect is a unique institutional environment, which rivals traditional payment systems in
some contexts.
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